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Terminology:
ACS: Access Control & Security management system
ADC: Access Door Controller
API: Application Programming Interface
CCS: Central Control Server
CCTV: Closed-Circuit TeleVision
CPU: Central Processing Unit
DVR: Digital Video Recorder
GUI: Graphical User Interface
I/O: Inputs/Outputs
LED: Light-Emitting Diode
NVR: Network Video Recorder  
PCB: Printed Circuit Board
PoE: Power over Ethernet
PSU: Power Supply Unit
TCP/IP: Transmission Control Protocol/Internet Protocol
1. [bookmark: _Toc181683319][bookmark: _Toc489210254][bookmark: _Toc4933407]
System Overview
Minimum System Capacities and Features
	SYSTEM CAPABILITY

	Number of Cards per ADC
	2,000 - 220,000 according to the RAM

	Online Remote Site
	LAN/WAN

	ADC with RS-485 / RS-232
	Unlimited

	ADC with TCP/IP
	Unlimited

	Card readers
	Unlimited

	Keypad readers
	Unlimited

	Monitored Points (Inputs)
	Unlimited

	Door Lock Outputs (Relays)
	Unlimited

	Lift Floors (Lift relays)
	64 per ADC

	Access Groups
	Unlimited

	Daily Schedule of 8 Intervals Each
	255 max

	Weekly Schedule for 7 days and Holidays
	127 max

	Holidays and Special Days
	180

	Multiple Operators per Workstation
	Yes

	System Operators with Usernames and Passwords
	Unlimited

	Operator Security Levels
	Unlimited

	Multiple Operator Languages
	Unlimited

	License
	License code

	Number of Printers
	Limited by Network

	User Defined User Fields
	20

	FUNCTIONS & FEATURES

	User Database Import
	[bookmark: _GoBack]Via Excel Spreadsheet

	Anti Passback
	local / timed

	Reports
	view / print / export

	Operating System / Compatibility
	Microsoft Windows 8.1 or higher
Windows Server 2012 R2 or later

	Database
	MS SQL Server 2012 or later

	Integrated Badge Printing
	view / print / edit layout

	User ID Photo Capture
	Yes

	Integration with Biometric readers
	Yes, with Suprema readers

	Real Time Photo Display
	Yes

	Integration with License Plate Recognition
	Yes

	Lift Management
	Yes

	Multiple cards per user
	Yes

	Multiple change on users’ definitions
	Yes

	Integrated Biometric Reader Support
	Yes

	Multiple CCTV Integration 
	Yes

	DVR/NVR History Recording and Playback
	Yes

	Visitor Web Interface
	Yes

	Integration with Aperio readers
	Yes







	ADVANCED FEATURES

	Number of Available Languages for the GUI
	11

	Send an e-mail on event
	Yes

	Muster report sent by e-mail 
	Yes

	Automatic actions
	Yes

	Time and Attendance Reporting
	Yes

	Operator Response and Dispatch Instructions
	Unlimited

	Visitor Management
	Yes, via a web interface

	Translation Tool for Software Localization
	Yes

	Duress Keypad Code
	Yes

	Real time users’ location tracking and counting
	Yes

	Integration with CCTV system
	Yes, with Hikvision, Milestone and OnSSI

	ALARMS AND GRAPHICS

	Integration with an Alarm Panel
	Yes, with Galaxy panels

	Alarm Priority Levels
	255

	Global Reflex Triggering
	Yes

	Alarm zones management
	Yes

	Site Maps
	Yes

	Icons for Inputs, Relays, Doors, etc.
	Yes

	Real Time Animated Icons
	Yes

	Icon Tooltips
	[bookmark: OLE_LINK4]Yes

	Camera popup on map
	Yes

	ACCESS DOOR CONTROLLER

	Doors
	1, 2 or 4

	Readers
	2 or 4

	Inputs
	Up to 16 Supervised

	Outputs
	Up to 64

	I/O diagnostic LEDs
	Yes

	Communication Port(s)
	Up to 2

	Integrated TCP/IP Ethernet Port
	Yes

	Communication encryption
	Yes, optional

	Max. Number of Events in ADC Memory
	Up to 200,000 according to the no. of cards in the system

	Reader Multi Technology Support
	Yes

	Readers Sabotage Detection
	Yes

	32-bit CPU
	Yes, optional

	Firmware in Flash memory (upgradable)
	Yes

	Low battery monitoring
	Yes

	PSU failed monitoring
	Yes

	Removable connectors
	Yes

	PoE Support
	Yes

	Housing tamper detection
	Yes

	DIN Rail support
	Yes 

	READERS

	125 kHz Proximity EM Marine/HID
	Yes

	13.56 MHz Mifare/iClass/DesFire
	Yes

	Serial RS485
	Yes

	Biometric readers
	Yes, Suprema readers

	Magnetic readers
	Yes, ISO1 & ISO2

	Clock & Data / Wiegand
	Yes



2. [bookmark: _Toc4933408]Access Control and Security management system (ACS)
2.1. [bookmark: _Toc4933409]ACS General Features
The functional requirements of the ACS shall be as follows:
2.1.1. The Access Control and Security management system (ACS) shall provide a number of security automation functions, including the ability to regulate access through specific doors and gates to secured areas.
2.1.2. The ACS shall be designed to perform a wide variety of feature rich functions as part of an integrated security automation and management system.
2.1.3. The ACS shall have the following functions:
a) Access control configuration and management
b) User location tracking
c) Integration with Lift (elevator) system 
d) Integration with License plate recognition system 
e) Biometric verification
f) Operator and User definition
g) Visitor management
h) Card designing and printing facility
i) Time & attendance recording
j) Intrusion detection and alarm monitoring
k) Pre-defined automatic actions
l) Live graphics
m) Event history
n) Integration with CCTV system
o) Third-party interfaces
2.1.4. The ACS shall be developed so that all modules (access control, alarm monitoring, CCTV, intrusion detection, etc.) shall seamlessly integrate into a single application with GUI.
2.1.5. The ACS shall be modular in nature and easily scalable without any hardware/software limitations.
2.1.6. ACS capacity parameters and security items shall be as follows:
a) Graphical site plans: unlimited.
b) ADC: unlimited.
c) Access point (readers): unlimited.
d) CCTV servers: unlimited.
e) Fully supervised alarm inputs (4 states): Up to 12 per ADC.
f) Output relays: Up to 64 per ADC.
g) Access control zones (access groups): unlimited.
h) Time zones per day: 4
i) Holidays and special days: Up to 180
j) Operators: unlimited
k) Users: Up to 220,000
l) User customized fields: 20
2.1.7. The ACS shall support distributed architecture with central monitoring and control.
2.1.8. The ACS shall have a Central Control Server (CCS) that supports many Clients with all functionality available from Client on the network.
2.1.9. The Client shall provide a fully integrated ACS application with a user-friendly Windows Graphical User interface (GUI).
2.1.10. The ACS shall provide a fully multilingual software package with menus, system descriptions and device descriptions in multiple languages. Different Clients shall be configured with different languages. A user-friendly tool shall be provided for translating the GUI into other languages. This tool shall not require any knowledge of databases or programming.
2.1.11. The GUI shall be adapted for each category of operator: Technicians, Security Guards and Card managers. Each operator type should have its own set of screens.
2.1.12. The CCS shall have services in order to be launched automatically when the PC starts up. A watchdog should check that the services are always running.
2.1.13. The ACS shall use a single seamless integrated relational database for all data and another database for all events and logs.
2.1.14. The ACS shall be able to install its own database engine or use an existing SQL Server.
2.1.15. The ACS shall allow the administrator to backup and restore the database. 
2.1.16. The system shall support Microsoft SQL as database engine.
2.1.17. [bookmark: OLE_LINK3]The CCS shall support Microsoft Windows 8.1 / Server 2012 and higher operating systems.
2.2. [bookmark: _Toc4392149][bookmark: _Toc4392337][bookmark: _Toc4933410]Access control configuration and management
2.2.1. The ACS shall provide means to configure control access to nominated doors and to secure areas of premises by configuring the access privileges stored in Access Door Controllers (ADC). These privileges define the access rights of cards presented at readers.
2.2.2. The software shall include built-in default setting for quick setup, such as: default ADC(s), access group(s), and two weekly programs: Always & Never.
2.2.3. The ACS shall provide a setup wizard to create and to activate of a large amount of ADC in a single operation.
2.2.4. When a new ADC is being defined by the operator, the ACS shall automatically define, according to the ADC type, all its components: readers, inputs and relays. The following basic ADC parameters should also be automatically defined and configured: door alarm inputs, door open times, request to exit inputs, reader weekly programs. The newly created readers should be automatically added to the default access group which allows door pass on all doors, at any time.
2.2.5. The ACS GUI shall display the ADC(s) in a tree with its readers, inputs and relays. The tree shall have a search function to find any component easily. The tree shall display the communication status of each ADC.
2.2.6. The ACS GUI shall display the list of the ADC that are in communication failure.
2.2.7. The following features shall be a part of the ACS application:
a) Time Zones with intervals.
b) Multiple Access Groups
c) Holidays
d) Field hardware communication
e) Field hardware configuration
f) Area controls with local Anti-Passback
g) Alarm and event logging
h) Schedule operations
i) Multiple card formats
j) On-line help with a powerful search engine
k) Monitor zones
l) Text instructions
m) Alarm priorities
n) Alarm event mapping
o) System download ability
2.2.8. Each user shall have a Personal Identity Number (PIN) to be used on readers with keypad.
2.2.9. The ACS shall support the following operations:
a) PIN code / Card / fingerprint management 
b) Change PIN/Card status to: valid/invalid/lost/stolen 
c) Program unlimited access groups 
d) Assign or add temporary user access rights
e) Allow door to be constantly unlocked at given times according to time zones.
f) Allow door to be constantly locked at given times according to time zones so that it cannot be opened even with a valid PIN code / Card / fingerprint.
g) Program more than 250 daily programs for various applications. Each weekly program schedule shall be composed of a 4 'on' (or 'green') time intervals. Any time not included in these intervals is considered 'off' (or 'red). Hence, there will be a total of 9 intervals: four 'on/green' and five 'off/red' times.
h) Change system time and date. In addition, the system must automatically adjust for time changes as necessary.
i) Define more than 150 holidays or 'special days'. These days shall be assigned to the weekly programs in order to allow auto switching of security mode during these days.
2.2.10. The ACS shall provide an option to define users that should be escorted by another user. When a user must be escorted, the access at the relevant reader should be granted only after presenting two valid credentials at the same reader successively. This option shall be applied according to time zones (eg. from 8:00 to 17:00 only). It shall be possible to deactivate this option for certain people.
2.2.11. The ACS shall provide an option to define local Anti Passback as well as Timed Anti Passback in order to prevent users from passing their credentials back to a second person to access a same door. This option shall be applied according to time zones (eg. from 8:00 to 17:00 only). It shall be possible to deactivate this option for certain people.
2.2.12. The ACS shall provide an option to link a reader to an Alarm Zone for restricting the access at this reader to specific people only when the Alarm Zone is armed. When authorized people present their credentials at such reader, if the Alarm Zone is armed, the access shall be granted and the Alarm Zone shall be temporarily disarmed during a pre-defined Entrance delay. This provides a grace time to allow these people to access and to disarm the zone manually from a keypad. After this delay, if the Alarm Zone is not disarmed, it shall be armed automatically.
2.2.13. The ACS shall provide an option to activate two different relays upon a granted access for different durations.
2.2.14. The system shall allow to define readers that support multi-technology credentials (eg. 125kHz, 13.56MHz and NFC).
2.3. [bookmark: _Toc4933411]User location tracking
2.3.1. According to the operator restrictions, the Client GUI shall be able to display all access events and alarms in real time. 
2.3.2. For access events, it shall be possible to have the user’s information (eg. his name, department and company). The operator shall be able to open the user details for more details. 
2.3.3. Events may be sorted by date, filtered by reader name or grouped by type of events
2.3.4. ACS operators shall have an option to set, for each real time event type (e.g., Grant, Deny, Save, Delete, and Start Alarm / End Alarm), whether or not it should be displayed in the real time log. Anyway, all event types shall be saved in the database for the ability to generate future reports. 
2.3.5. The operator shall be able to change the color of each event type of the real time log.
2.3.6. Photo Identification: Upon swiping a card/finger at any reader, the software shall be capable of automatically displaying in a separate window the relevant user information with a picture of the user, in order to positively identify the owner of the card. This feature shall allow to filter access events by one or more selected readers, based on operator preferences.
2.3.7. It shall be possible to open multiple photo identification screens simultaneously and use each screen to view a different set of readers. The screen shall store the latest access events for easy browsing with a Play/Pause button to control the display. 
2.3.8. If using the option where users must be escorted by another user, the picture of the escort shall be displayed too.
2.3.9. It shall be possible to open the user details from the photo identification screen.
2.3.10. The ACS shall be able to provide the name of the last reader where the user swiped including the date/time of this event.
2.3.11. For each door, the ACS shall display the total number of users authorized at this door.
2.3.12. The ACS application shall allow to define the different areas of the facility in order to be able to know which people are located in which area of the building in real time. It shall be possible to enter the maximum capacity of each area in order to automatically lock the area entrance when the area is full.
2.3.13. The areas shall be presented in a tree structure to have a hierarchy such that it shall be possible for one area to be the sub-area of another.
2.3.14. The system shall include a tracking screen providing the location of every user in the site. This screen shall allow viewing, for each defined area (and sub area), the real time list of users currently present in the area and show their total count. The areas and sub areas should be shown in a tree view. Area icons of the tree shall change when the maximum capacity of the relevant area has been reached.
2.3.15. From the tracking screen, ACS operators shall have the possibility to manually move people from area to area with the mouse.
2.3.16. It shall be possible to print the list of users currently present in a specific area. The ACS shall provide an option to automatically send the list of users currently present in a specific area by mail.
2.4. [bookmark: _Toc4933412]Integration with Lift (elevator) system
2.4.1. The system shall be integrated with Lift system by controlling the accesses at the reader installed inside the lift cabin. 
2.4.2. According to the authorization rights, the users shall be able to select the required floor at the lift panel inside the lift cabin after presenting their credential at the lift reader.
2.4.3. The system shall provide the ability to define for each user the list of authorized floors per lift.
2.5. [bookmark: _Toc4933413]Integration with License plate recognition system 
2.5.1. [bookmark: _Toc4392156][bookmark: _Toc4392344]The system shall be integrated with a License Plate Recognition system.
2.5.2. The user screen shall include, in addition to the standard information fields (address, phone, etc.), a field for the Car license plate number.
2.6. [bookmark: _Toc4933414]Biometric verification
2.6.1. The integrated finger print module shall support the following modes:
a) Finger only
b) Card only
c) Card & Finger 
d) Card or Finger 
2.6.2. Fingerprints enrollment shall be an integral part of the user screen. Each user may enroll up to 10 fingerprint templates. It shall be possible to select the finger to enroll.
2.7. [bookmark: _Toc4933415]Operator definition
2.7.1. The system shall provide the ability to prohibit / allow any screen of the software for each operator including the possibility to authorize screens in read only mode.
2.7.2. The operator shall be able to save/load a layout snapshot of his current screen setup. In addition, it shall be possible to automatically load a layout snapshot when the operator logs in to the system.
2.7.3. The operator shall be required to enter a user name and password to login. These credentials are assigned a security level which authorizes or filters access to certain system functions/screens. 
2.7.4. All the operator passwords shall be hashed in the database in order to protect the software from possible hackers.
2.7.5. The operators’ permissions in the software shall include an option to define the list of the doors for which the operator is authorized to give the access to the users. 
2.7.6. The ACS shall allow to display menus and screens in the relevant operator language. Different operators may have different languages, so the GUI shall be translated into the right language according to the operators' settings.
2.8. User definition
2.8.1. The following minimum features shall be a part of card enrolment and personal data management:
a) Creating and maintaining a user database with photo attributes
b) Modify existing field names of the user form
c) Assigning of access rights to the readers 
d) Bulk assignment/modification/deletion of access rights
e) Record searching
2.8.2. The system shall allow to add/edit/delete users.
2.8.3. The ACS shall allow to define an unlimited number of user types: Employee, Guard, Visitor, etc. The software shall provide a way to filter users by type.
2.8.4. The ACS shall allow the ability of assigning users with different cards for each reader technology type (Magnetic, Wiegand, etc.). It shall be possible to assign to a same person several cards of the same technology.
2.8.5. It shall be possible to associate a user picture by attaching a photo file or by taking a still image using a web cam or other camera. The picture taking process must be operated directly from within the access control software.
2.8.6. The ACS shall allow setting cards status to: In use, Free, Canceled, Lost or Stolen. It shall be possible to change the status of many cards manually in a single operation.
2.8.7. The system shall include a function enabling the operator to view cards' list with their status (e.g. free, in use, lost, etc.). The ACS shall provide the possibility to filter and order the cards by code or by status. There shall be a dynamic search function for a card code in order to find a card quickly.
2.8.8. Allow creating of two or more users with the same first name and last name. The distinction in these cases shall be based on a special administrative number.
2.8.9. It shall be possible to validate or invalidate users manually or automatically.
2.8.10. It shall be possible to validate users for a given period by setting the start date and end date. In addition, the operator shall be able to give/restrict user access rights on specific doors for a short period.
2.8.11. The ACS shall allow the global change (in a single operation) for many users simultaneously, like validate or invalidate many users manually, adding access at a new door to many users, changing access rights, department, validation date, etc.
2.8.12. The operator shall be able to define a default set of access rights for each department. Thus, new users will automatically have access to the set of doors relating to their department.
2.8.13. The ACS shall allow a group of users to access the same door but according to their own personal time slot.
2.8.14. [bookmark: _Toc4392173][bookmark: _Toc4392361]The ACS shall support an import utility that provides importing of user information into the ACS database via an Excel file.
2.8.15. The ACS shall provide an option to archive users. The program should not remove these users from the database but it should mark them as ‘archived’, remove their card and hide them from the list of users (unless the operator explicitly asks to show the archived ones). Operators shall be able to revert the status back to normal. There shall be a special option to delete all archived users in one operation. 
2.8.16. There shall be a special option to delete all users that do not have any card in one operation.
2.8.17. In addition to the standard information fields (address, phone, etc.) in the user screen, the operator shall be able to create customized fields (e.g. height, eye color, army rank, etc.) that may take the form of a text field, a Yes/No slider, a number field or a date & time field.
2.8.18. The system shall include a function enabling the operator to view and print the users' list with information fields (e.g. photo, company, employee number, car license plate, etc.). Any field shall be sortable and filterable.
2.8.19. There shall be a dynamic search function for a user’s name, company name or department name in order to find people quickly.
2.8.20. The users' list shall be exportable in PDF or XLS (MS-Excel) format. The operator shall be able to select which fields to display / export.
2.8.21. The ACS shall provide the possibility to filter, group and order the users by any field. The operator shall be able to print or export exactly what he sees on the screen.
2.9. [bookmark: _Toc4933416]Visitor management
2.9.1. The ACS shall allow any operator to manage visits and meeting events from a web browser and generate reports within the security system.
2.9.2. The ACS shall provide a dedicated Web Interface allowing connection to the ACS from any machine on the LAN via any standard web browser without installation on the client PC.
2.9.3. Remote connection shall be also possible through Secured Internet access.
2.9.4. The Web Interface shall run on several stations at the same time, from any standard web browser such as Internet Explorer, Chrome, Firefox, etc.
2.9.5. Accessing this Web Interface shall require login. 
2.9.6. The Web Interface shall allow operators to create new visitors with details (e.g. access authorizations, picture, company, phone, etc.). 
2.9.7. When allocating a card to a visitor from the Web Interface, the system shall propose the list of the existing free cards.
2.9.8. The Web Interface shall allow the operators to inform the desk receptionist if the visitor requires the presence of the host or if the guard must check the visitor before starting the visit. 
2.9.9. If required, the operators shall be able to specify from the Web Interface that the visitors must be escorted by another user. In this case, the visitors’ accesses at the relevant readers shall be granted only after presenting the credential of the escort at the same reader successively.
2.9.10. The ACS shall have an option to restrict the list of authorized doors that operators may give to visitors. 
2.9.11. The Web Interface shall allow operators to create in advance visits and meetings with several participants.
2.9.12. When the visits end, the visitors shall be automatically archived. 
2.9.13. The ACS shall provide an option to automatically invalidate all the visitors at the end of the day, at a specific time. 
2.9.14. The Web Interface shall display a calendar that allows to view the visitors/meeting day by day. There shall be an option to edit details by clicking on a visit in the calendar. 
2.9.15. This interface shall provide a function to search for a visitor’s name, host name, company name, meeting or visit location. 
2.9.16. The Web Interface shall provide the possibility to view and export the list of visits per day, the list of the visitors, the visitor card events log (where they went? when?), the list of the visitors that are currently on site and the list of all the hosts per visit. It shall be possible to filter these lists by any field. 
2.9.17. All reports shall be able to be exported in PDF or CSV format from this interface.
2.10. [bookmark: _Toc4933417]Card designing and printing facility
2.10.1. The ACS shall allow to create and design an unlimited number of card layouts in order to print the users’ badge with the required information on a badge printer. Any field shall be able to be added to badge templates.
2.10.2. It shall be possible to include a barcode or a QR code in the badge layouts.
2.10.3. An operator shall be able to define a card layout for each user type (eg. employees, visitors, contractors, etc.) so when printing a badge, the default layout will be used according to the user type. 
2.10.4. It shall be possible to print a badge by right click on the user/badge list.
2.11. [bookmark: _Toc4933418]Time & attendance recording
2.11.1. The system shall provide a Time & Attendance (T&A) report. For each reader it shall be possible to define whether it is an IN (entrance), OUT (exit), or None (i.e., its events should not be included in the attendance report). 
2.11.2. The T&A report shall contain the total work hours for each user based on all the relevant access events. 
2.11.3. Operators shall be able to export the T&A report in PDF or CSV format.
2.12. [bookmark: _Toc4933419]Intrusion detection and alarm monitoring
2.12.1. The ACS shall allow monitoring intrusion detection alarms with the ability to arm and disarm the devices.
2.12.2. An Alarm window shall display a table listing all the current alarms of the system. The text of each event must consist of the following: the alarm date and time, the relevant ADC name, the relevant input name, the relevant alarm status and the relevant alarm priority.
2.12.3. Specific instruction text shall be associated to each alarm in order to display it upon alarm activation in the Alarm window. These instructions can be modified by an authorized operator at any time. 
2.12.4. An operator shall be able to acknowledge and confirm alarms by right-click on the relevant alarm. The Acknowledge time should be displayed in the Alarm window.
2.12.5. In the Alarm window, the operator shall be able to sort out alarms by date and time, ADC name, input name, alarm status, alarm priority, instruction or Acknowledge time.
2.12.6. The central application shall display the total number of new alarms and the total number of acknowledged alarms in the top taskbar. When new alarms are acknowledged, the new alarm counter shall be decreased and the acknowledged alarm counter shall be increased accordingly. When an acknowledged alarm is confirmed, the alarm shall be removed from the active alarm list and the relevant counter shall be updated accordingly. 
2.12.7. The ACS shall provide the following alarm features:
a) Alarm handling & reporting
b) Arming status
c) Physical and logical status of the inputs
d) Possibility to bypass (i.e. omit) an input
e) Alarm priorities
f) Alarm acknowledgement & processing with valid comments
g) Alarm sorting capabilities
h) Sending an e-mail on alarm
i) Activating the buzzer of the reader when the door is forced open or open too long. 
j) Generating an alarm if the reader is torn
2.12.8. The ACS shall allow to manually arm/disarm any Alarm Zones from any keypad reader.
2.12.9. The ACS shall provide the list of all the Alarm zones with their respective alarm status and the current arming status. There shall be a possibility to filter the list by the Alarm zone name or by the Last Alarm date. Operators shall be able to arm/disarm Alarm zones manually from this screen.
2.12.10. The ACS shall allow to arm/disarm an Alarm Zone automatically upon an event or according to time zones.
2.12.11. Upon an alarm from a specific Zone, the ACS shall provide the possibility to automatically activate specific relays or send by mail the list of people present in the relevant Zone.
2.13. [bookmark: _Toc4933421]Pre-defined automatic actions
2.13.1. The ACS shall allow the operator to define automatic actions when pre-defined conditions are true, i.e. automatic activation of some relays upon a specific event or a pre-defined schedule.
2.13.2. The pre-defined conditions capable to activate automatic actions shall be granted/denied access event from specific users at specific readers, specific alarms, any alarm from a selected Alarm Zone, alarm acknowledgment, a specific occupancy rate of a specific area, unknown card events from specific readers or when reaching a specific time & date/period. 
2.13.3. The pre-defined conditions shall allow “OR” and “AND” logical operators. By selecting the AND operator, each condition in the event trigger group must be true, within a specified time, for the assigned action(s) to take place.
2.13.4. The ACS shall allow the following automatic actions: relay activation/deactivation, Alarm zone arming/disarming, validate/invalidate a user, display a pre-defined message on the screen, play a sound, insert a comment in the journal, backup the database, run an external application, display the list of people present in an area, export an area report by mail and send an email. It shall be possible to execute different actions simultaneously.
2.13.5. The operator shall be able to add/remove conditions and actions with the mouse.
2.13.6. The ACS shall provide an option to add buttons on the main toolbar for executing pre-defined actions manually like open a door in remote, etc.
2.14. [bookmark: _Toc4933422]Live graphics
2.14.1. The ACS shall provide a graphical map window that allows operators to import customized maps of the facility and place animated custom icons on them.
2.14.2. The graphics display shall be capable of displaying the floor plan layout of the building where the system is installed.
2.14.3. A graphical imagery of the site plan should be supplied by the site owner and should be imported into the software in one of the following formats: BMP, JPG, JPEG, GIF, WMF, RLE, PNG.
2.14.4. The maps shall be presented as a tree in order to jump from map to map easily. The tree shall have a hierarchy in such a way that it shall be possible for one map to be the sub-map of another.
2.14.5. The ACS shall provide an option to group some maps together in the tree.
2.14.6. The tree shall have a Map search function in order to find a specific map on the tree quickly.
2.14.7. The screen shall have navigation buttons to go backward to the previously visited maps, or forward. 
2.14.8. The operator shall be able to view many maps simultaneously.
2.14.9. Each graphic map shall be able to contain an unlimited number of icons. The operator shall be able to show the icon on the screen in different sizes according to his preferences. 
2.14.10. The operator shall be able to zoom in/out the map with the mouse.
2.14.11. A button shall allow to view the map in Full screen mode.
2.14.12. [bookmark: _Hlk5195572]The display shall be capable of displaying icons for: ADC, alarms, Alarm zones, doors, relays, cameras, areas and maps. 
2.14.13. These icons shall display the following status in real time:
a) ADC: communication status, Box Open, Low Battery and Power Supply Failure.
b) Alarms: physical input status (open/close), arming status and alarm status.
c) Alarm zones: arming status and alarm status.
d) Doors: physical door status, arming status and alarm status.
e) Relays: physical relay status.
f) Areas: total number of people in area and the area capacity status.
g) Maps: alarm status.
2.14.14. The operator shall execute the following actions from these icons:
a) ADC: open ADC properties
b) Alarms: acknowledge, confirm, bypass, open input properties
c) Alarm zones: arm/disarm, open alarm zone properties
d) Doors: acknowledge, confirm, bypass, unlock/lock door, open reader properties 
e) Relays: activate/deactivate, open relay properties
f) Cameras: display live video
g) Areas: display the list of people in area, open area properties
h) Maps: go to the relevant map
2.14.15. The screen shall have an option to show/hide all the icons of doors, inputs, relays or areas.
2.14.16. It shall be possible to design new icons.
2.14.17. Exact location of monitored alarms and controlled doors shall be displayed with a corresponding icon identifying the condition of the device, e.g., opened/closed door.
2.14.18. Icon search function shall allow to locate a specific icon in any map.
2.14.19. Monitor point status shall be available in real time and any device state change shall be updated automatically on the graphics while displayed. The icons shall change according to their physical status (ex. Door open/close, input open/close).
2.14.20. If an ADC has lost its communication with the CCS, the corresponding icon of its readers, alarms and relays shall be marked as inactive.
2.14.21. When a monitored input, alarm zone or door is on alarm, its icon shall blink and turns red. The icon color shall change following to its arming status (armed, disarmed, acknowledged, omitted).
2.14.22. It shall be possible to omit, acknowledge and confirm an alarm by right-click on the relevant icon.
2.14.23. It shall be possible to unlock/lock a door manually by right click on the relevant door icon. The door icon shall change when the door is unlocked/locked.
2.14.24. It shall be possible to activate/deactivate an ADC relay manually by right click on the relevant relay icon. The relay icon shall change when the relay is activated/deactivated.
2.14.25. It shall be possible to open a popup window displaying the video live stream by clicking on the relevant camera icon.
2.14.26. The area icon shall display the current number of people in the relevant area and its capacity. The area icon shall change when the capacity has been reached.
2.14.27. It shall be possible to display the list of people currently inside an area by clicking on the relevant area icon.
2.14.28. It shall be possible to display jump to another map by clicking on the relevant map icon. The map icon shall change following to the alarm status (when there is one alarm at least on this map or when all the alarms of this map are acknowledged/ confirmed).
2.14.29. It shall be possible to execute a pre-defined automatic action by clicking on an icon of the map.

2.14.30. An alarm pane shall display all alarms in real time. Alarms shall be displayed in red. Right-click on an alarm shall allow to acknowledge or confirm the alarm. There shall be an option to navigate to the relevant map of the selected alarm. 
2.14.31. The operator shall be able to set the system to auto select the last active alarm. Whenever an alarm is occurred, the system shall pop up the relevant map and show the relevant alarm icon.
2.14.32. It shall be possible to view live images from any camera on the site by selecting its relevant icon on the map, given that a video camera is installed at the corresponding location and connected to an NVR controlled by the ACS.
2.14.33. An access pane shall display all access events in real time. There shall be an option to open the user details from this pane.
2.15. [bookmark: _Toc4933423]Reports
2.15.1. The system shall include a report function enabling the operator to view and print reports containing the history of access events and alarms and all hardware components like controllers, readers, etc.
2.15.2. The reports shall be exportable in PDF or XLS (MS-Excel) format.
2.15.3. The ACS shall provide the possibility to filter, group and order the data by any field. The operator shall be able to print or export exactly what he sees on the screen. 
2.15.4. For avoiding to manually rebuild a report each time, the operator shall be able to save report templates with the filtering rules for future use.
2.15.5. The system shall allow, upon a selected event or a pre-defined schedule, automatic export and email sending of any predefined report containing the current updated values (e.g., recent events).

2.16. [bookmark: _Toc4933424]Integration with CCTV system
2.16.1. Alarm & access events shall be integrated with CCTV systems and shall be hardwired with various sub-systems. 
2.16.2. The ACS shall display a live streaming of images from CCTV cameras.
2.16.3. The ACS shall allow video snapshots and PTZ control with presets.
2.16.4. The ACS shall provide the ability to link cameras with readers in order to display video records upon access control events automatically. The ACS shall display the access event information and the user picture with video side by side. From the same screen, the operator may unlock/lock doors remotely.
2.16.5. The ACS shall provide the ability to link cameras with alarms in order to display video records upon intrusion alarms automatically. The ACS shall display the corresponding video record in a Tile with an overlay text containing the alarm event information. From the same screen, the operator may acknowledge alarms and arm/disarm Alarm Zones manually.
2.16.6. The ACS shall provide the ability to display old video records according to the time and date.
2.16.7. [bookmark: _Toc4392236][bookmark: _Toc4392424]The ACS shall be integrated with Digital video servers or Network Video Recorders from multiple manufacturers, including HikVision, OnSSI and Milestone.

2.17. [bookmark: _Toc4933425]Third-party interfaces
2.17.1. The ACS shall be able to be integrated with third-party software products.
2.17.2. The ACS shall have an API center that provide commands for creating/editing/deleting cards and users from third-party software.
2.17.3. The API center shall provide the ability to subscribe to alarms and ACS events from third-party software.
2.17.4. The API center shall provide commands for opening doors remotely from third-party software.
2.17.5. The API center shall be hosted as a Microsoft Windows service. 

3. [bookmark: _Toc4933426]Access Door Controller (ADC)
3.1. [bookmark: _Toc4933427]Hardware
3.1.1. The ADC shall contain the following items:
a) Flash Memory for firmware updates via communication port.
b) Card capacity up to 220,000 cards
c) High speed microprocessor with on-board real-time clock (RTC)
d) Support for minimum two Card/Keypad Readers 
e) Shall interface with any standard Wiegand or Clock&Data card reader. 
f) Shall control the three LEDs (‘On’, ‘Pass’, Fail’) of each reader and the reader buzzer.
g) Shall provide at least 4 supervised (EOL Monitored) 4-state inputs and 4 relays. 
h) Inputs and outputs shall have +/- 50V surge protections
i) Shall provide a dedicated input for the box tamper (housing control) 
j) Shall provide a dedicated input for power status.
k) A lithium battery shall maintain data in RAM and supply power for the on-board RTC, for the duration of 10 years even while no other power source is available.
l) Shall have 9-14V DC input power.
m) In case of a power failure, a 12V/7A battery shall maintain the system in function for up to 25 hours.
n) Shall provide a ‘Battery low’ signal to alert the operator. 
o) Shall support plug-in modules to expand the I/O number. 
p) Shall provide LED’s for power status and I/O status
q) The ADC PCB shall be a six layers board to provide increased protection against communication interferences, lightening, and other electrical noises. 
r) Failure of one ADC may not affect the rest of the system. 
s) Shall provide removable connectors.
3.2. [bookmark: _Toc4933428]Communication with the CCS
a) The communication between ADC and CCS shall be done via RS485 link or TCP/IP link.
b) The communication baud rate shall be programmable.
c) Each serial port shall have protection against ESD and surge currents. There shall be an option for Lighting protection.
d) The ADC shall provide LED’s for monitoring the communication.
3.2.1. If the communication with the Central Control Server (CCS) fails, the ADC shall continue providing access based on the predefined security configurations until the communication is restored. All event logs and alarms shall be stored locally (based on ADC capacity). These events shall be sent to the CCS, when the communication is regained.
3.2.2. In a case of global communication failure, each ADC shall continue to grant access following to the card number (site code included), i.e. downgraded mode shall not exist. 
3.3. [bookmark: _Toc4933429]Firmware
3.3.1. The ADC shall provide fully distributed processing of access control & alarm monitoring operations.
3.3.2. Access levels, hardware configurations, and programmed alarm outputs assigned at the administration client workstation shall be downloaded to the ADC, which shall store this information and function using its high speed, local microprocessor.
3.3.3. All access granted/denied decisions must be made at the ADC to provide fast responses to card reader transactions.
3.3.4. A fully configured ADC shall require less than one-half (0.5) seconds to grant access to an authorized user or deny access to an unauthorized user.
3.3.5. Downloading of all the parameters, including users (up to 10.000), from the ACS to the ADC with a standard memory download shall require no more than a couple of minutes.
3.3.6. All ACS software or firmware upgrades shall be downloadable through the network to the ADC.
3.3.7. The ADC shall continue to function normally (no downgraded mode in stand- alone) in the event that it loses communication with the ACS Server.
3.3.8. The ADC must contain the full card database to allow full operation in case of lost of communication with the ACS server.
3.3.9. While in this off-line state, the ADC is required to make access granted/denied decisions and maintain a log of the events that have occurred. Events shall be stored in local memory, and then uploaded automatically to the ACS database after communication has been restored.
3.3.10. The ADC shall support multiple card technologies with various card formats and facility codes. It shall support at least Magnetic ISO1 & ISO2 and Wiegand technologies. The technology shall be set by on-board DIP switches and the format within the chosen technology shall be programmable from the ACS server.
3.3.11. The ADC shall support readers with a built-in keypad. The keypad must have the capacity to operate alone or in conjunction with a card reader for PIN verification. It must be possible to assign a different PIN to each user.
3.3.12. ADC shall automatically detect a card reader disconnection.
3.3.13. ADC shall have up to 16 inputs which can be allocated (from the ACS server) to monitor door position, request to exit button and standard alarm inputs. Door alarm shall be raised immediately if the door is forced or after a pre-defined delay in case the door was left open for too long.
3.3.14. ADC shall support up to 255 daily schedules of 8 intervals each and up to 127 weekly schedules.
3.3.15. ADC shall support up to 180 holidays and special days.
3.3.16. Up to 127 Weekly Schedule of 7 Daily Schedules, Holiday and special days schedules
3.3.17. Each individual input should be able to be programmed either as Normally Open (NO) or as Normally Closed (NC).
3.3.18. Output relays shall be capable of responding to:
a) ADC control (Door control, alarms, etc.). Door open times shall be adjustable.
b) Input alarms from the same ADC, or another ADC connected to the same communication bus.
c) Commands from ACS server
d) Time zone control for automatic operation. 
3.3.19. Inputs must have the possibility to trigger a set of relays of the same ADC. This feature shall work even when the ACS server is down.
3.3.20. ADC shall have an option to register access event only after the door was actually opened (and not immediately after the card/code/finger pass).
3.3.21. ADC shall manage Mantraps, like in the following examples.
Example 1: In a system of 2 doors, the first door is allowed to be opened only whilst the second door is closed. 
Example 2: Same as above, but the 2nd door is automatically opened as soon as the first one is closed.
3.3.22. ADC shall have an option to allow access only after presenting two valid credentials at the same reader successively. This option shall be applied according to time zones (eg. from 8:00 to 17:00 only). It shall be possible to deactivate this option for certain people.
3.3.23. ADC shall support local Anti Passback as well as Timed Anti Passback in order to prevent users from passing their credentials back to a second person to access a same door. This option shall be applied according to time zones (eg. from 8:00 to 17:00 only). It shall be possible to deactivate this option for certain people.
3.3.24. ADC shall allow the readers to work in the following modes:
a) Card only
b) PIN code only
c) Card or PIN code
d) Card and PIN code
3.3.25. ADC shall allow the readers to work following to two different modes according to time zones (eg. ‘Card only’ mode from 8:00 to 17:00, then ‘Card and PIN code’ are required from 17:00).
3.3.26. Door open time and door close time (i.e. the delay the door may be left open before triggering an alarm) must be programmable.
3.4. [bookmark: _Toc4933430]Power Unit
3.4.1. Features of the Power Supply Unit shall be:
a) integrated with the ADC (in a same housing). Supply voltage shall be 230 VAC +/- 10%, supply frequency 50/60Hz.
b) 3 output voltages shall be provided: 
- 12VDC regulated for the ADC and the readers
- 12VDC non-regulated for up to 4 door openers 
- Battery charging.
c) PSU main input and outputs shall be protected by fuses. 
d) Battery shall maintain the ADC in function for up to 25 hours
e) PSU shall provide LED’s for power status and Battery level status.
f) PSU shall provide a signal in case of power failure (main and fuse burned). This signal shall be used by ADC for generating an alarm.
g) PSU shall provide a signal in case of Battery low level. This signal shall be used by ADC for generating an alarm.
h) PSU shall be able to connect 12V/7Ah or 12V/17Ah Battery as standard accessory
3.5. [bookmark: _Toc4933431]Enclosure
a) Metal box with hinges and clock comes with 3.5/4.5A double power supply.
b) DIN Rail.

4. [bookmark: _Toc4933432]Card Reader
a) Card reader shall have Wiegand interface or RS485 Serial interface
b) Operating Voltage Range: 5 – 16 VDC 
c) Card reader shall have built-in audible buzzer acknowledging card reading and bicolor LED acknowledging access. 
d) Tamper Output: a built-in a tamper switch (Optical detection) shall allow raising an alarm when the reader is removed from the wall or the cable is cut. 
e) Mounting screws shall be hidden in order to deter vandalism.
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