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CHAPTER 1:

Welcome to GuardPoint10 Online
Help

The Place to Find Information, Instruction,
FAQSs, and More



GuardPoint10 Installation & Maintenance

A Warning: All GuardPoint10 installations should be performed by a qualified installer. For addi-
tional information, contact your GuardPoint10 vendor.

Before describing the installation process and steps, it is important to have a general understanding of
the GuardPoint10 system architecture.

Figure 1-1
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There are three parts to the GuardPoint10 system architecture:

» Server PC: This includes the GPPServer and the AcsNMService services and, in most cases, a
GUI operator access point. The Server PC communicates with the SQL database, all Client PCs,
and controllers.

. GPPServer service: The application service updates/fetches information from the SQL
database and downloads/uploads data to the AcsNMService service.

This GPPServer service works all the time, even when the GUI is closed. It implements user
requests behind the scenes, refreshes GUI(s), and enables integration with external sys-
tems.

. AcsNMService service: Communicates with controllers, performs polling, and releases
other parts of the system to deal with other tasks in parallel.

The AcsNMService service downloads the cardholder data and definitions to the controllers
and uploads the events to the GPPServer service, where it is then sent to the GUI install-
ations.



Third-party systems communicate with GuardPoint10 via the AcsNMService service. The
AcsNMService service receives third-party system events (i.e. via the AcsSuprema service
for Suprema biometric data) and sends them to the GPPServer service where the event data
is incorporated into the GuardPoint10 system data.

The AcsSuprema service is dependent on the AcsNMService service. If the AcsNMService
service is started or stopped, the AcsSuprema service is automatically started or stopped.

The AcsNMService service works all the time and may communicate with multiple networks
simultaneously.

o GUI: A user-friendly desktop interface application. It includes a flexible and modern design
with rich graphics, and displays complex data in a simple and intuitive way.

Multiple GUIs (theoretically unlimited) can run on different machines simultaneously. Data
updates will appear on all opened GUIs at runtime.

» SQL Database: The SQL Database stores system information. It may be installed on any machine
with access to the Server PC and the Client PCs. In addition, there is an option to include an SQL
Server on the same machine as the SQL Database.

This installation includes an SQL Server installation option.

» Client PC: A thin client that includes a GUI installation and communicates primarily with the
GuardPoint10 Server PC. For very specific operations (i.e. report generation and batch pro-
cessing), a Client PC also communicates directly with the SQL Database.

An independent Client PC is not required to access the GuardPoint10 application, the Server PC's
GUI can stand alone as an operator access point.

Prerequisites

SQL Server Prerequisites:
GuardPoint10 supports MS SQL SQL 2016 SP1 or later.

Server on a Host Server machine prerequisites

Host Server machine prerequisites

Item Requirement

Processor Intel Xeon E3-1270 v5, 3.60GHz, 8 Cores, 8MB Cache or compatible

Memory 8GB RAM

Hard drive Solid State Drive (SSD) with 20GB of free space

Graphics hardware If the GUI is not used, a graphics device and monitor are optional
\Network Interface Card Ethernet adapter capable of at least 100Mbit throughput
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Requirement

Operating system Microsoft Windows Server 2012 R2 or later

Available TCP ports 7654, 4567, 4568, 8765, 5678, 5679, 49999

Server or Client on a PC prerequisites:

Server / Client on a PC prerequisites

Item Requirement

Processor Intel Core i7-6700, 3.4GHz, 8 Cores, 8MB SmartCache or compatible
Memory 8GB RAM

Hard drive Solid State Drive (SSD) with 20GB of free space

Graphics hardware Graphics device and monitor capable of Full HD (1920 x 1080) or higher

Network Interface Card Ethernet adapter capable of at least 100Mbit throughput

Operating system Microsoft Windows 10 version 1909 or higher
Available TCP ports Server: 7654, 4567, 4568, 8765, 5678, 5679, 49999
L Client: 4568, 5679 )

Visitor web application PC (without GuardPoint10) pre-
requisites:
Visitor web application prerequisites
Requirement

Graphics hardware Graphics device and monitor capable of Full HD (1920 x 1080) or higher

Network Interface Card  Ethernet adapter capable of at least 100Mbit throughput

Browser An up-to-date version of Chrome

GuardPoint10 WebApp (without GuardPoint10) pre-
requisites:

Modern web browser and a connection to the GuardPoint10 server installation.



First-Time Installation of GuardPoint10

)' Note: If McAfee™ Antivirus is installed on the computer, you MUST turn off Real-Time Scanning
and the firewall via McAfee LiveSafe interface BEFORE launching the GuardPoint10 setup.

I McAfee | LiveSafe™ ; boynow ) — X

Note: Some antivirus software may corrupt the GuardPoint10 installation. A best practice is to
pause the antivirus until the installation is successfully completed.

1. If you are about to install GuardPoint10 in Server mode, to support the Visitor web page, the IIS
(Internet Information Services) must be set on the Server machine before installing
GuardPoint10. See "IIS (Internet Information Services) installation" on page 11.

2. After you receive the GuardPoint10 EXE file, save the GuardPoint10 installation file to the
desktop on the computer where the installation will take place.

3. From the desktop, launch the EXE file. The installation wizard begins.
Enter the “"Param Code” sent to you by your provider.
5. Accept the terms of the license. The Welcome screen appears.
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GuardPoint 10

Full Installation Workstation Installation

Advanced Installation

6. From the wizard’s Welcome screen, click one of the following options:

» Full Installation: This is the GuardPoint10 default Server installation. It will link to the SQL
Server bundled in the installation EXE file and install the SQL Server on the same computer as the
Full Installation.

» Workstation: This is the default Client installation. It will communicate with the GuardPoint10
Server and the SQL Server. A Client may be installed only after the Server has been installed.

» Advanced: Press this button if you want to change the default application folder, or if you want to
connect to an existing SQL Server.
Server Installation (default)

After clicking Full Installation in Step 6 above, GuardPoint10 will automatically start the installation pro-
cess. When the installation has successfully completed, GuardPoint10 specific files will be found in

C:\Program Files (x86)\GuardPoint10 and C:\ProgramData\ACS
on the PC where GuardPoint10 was installed.

In addition to the GuardPoint10 software, the installation process will also install the SQL Server
Express 2016 with two databases designated for the GuardPoint10 system.

After the installation has successfully completed, restart the computer.

Server Installation (advanced)

After clicking Advanced in Step 6 above, the following window is displayed:



Figure 1-2

GuardPoint 10

O Full Installation
L]

\Guzraront 0

17GB
disk after install: 14 GB

ce (default location)
ng SQL Server

Select Full Installation.

* To change the default application folder, click Browse to select the folder where the installation
will take place.

The sub-folder name will be “"GuardPoint10”. For example, if you browse to “D:\My Installation\”
in the Installation Folder field, GuardPoint10 will be installed in *D:\My Install-
ation\GuardPoint10\".

Figure 1-3

B6)\GuardPoint 10

Available space in disk: 17GB
Available space in disk after install: 14 GB

» To install the GuardPoint10 databases on an existing SQL Server, in the SQL Server area, click
Select an existing SQL Server. Options for selecting a new location will be displayed.
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Figure 1-4
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Make sure the existing SQL Server is running before continuing.

Enter the SQL Server Name, the Port, and the Database Name Suffix that will be appended to
the name of the GuardPoint10 databases.

If the GuardPoint10 databases already exist, select Test connection to existing database. Fin-
ally, select the Authentication type, and if necessary, enter the relevant User name and Pass-
word.

Click the Test Connection button and make sure that the connection is established successfully.
If the Test connection to existing database checkbox was left unchecked, the connection to
the existing SQL Server is tested. If this checkbox was selected, the connection to the existing
databases is also tested.

Click Install to start the installation process with the advanced parameters. After the installation has
successfully completed, restart the computer.

Client Installation (default)

Note: A Client may be installed only after the Server has been installed.

After clicking Workstation in Step 6 above, a list of GuardPoint10 Servers to which the Client may con-
nect is created.



Figure 1-5
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Select Server

demo -
Install

Advanced Installation

Select the relevant Server from the drop-down list and click Install.

The Workstation installation process starts.

After the GuardPoint10 installation is successfully completed, click Restart. The PC restarts and the
installation is ready for work.

Note: A site may have only one GuardPoint10 Server installation, but as many Client installations
as the license permits.

Client Installation (advanced)

After clicking Advanced in Step 6 above, the following window is displayed:
Figure 1-6

GuardPoint 10

@ Full Installation
O Workstation

Select Server

demo v

e in disk: 17 GB
e in disk after install:  15.8 GB

e (default location)

Select Workstation.
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From the Select Server drop-down list, select the Server computer where the Client will connect.

Note: Note: Initially, a Server search is performed before the Select Server field appears.

To change the default application folder, click Browse to select the folder where the installation will
take place.

The sub-folder name will be “GuardPoint10”.
» If the SQL Server was installed during the Server installation, in the SQL Server area select
Bundled Instance (default location).

» If the SQL Server was installed before the Server installation, in the SQL Server area click Select
an existing SQL Server. Options for the SQL Server location will appear in the window.

Figure 1-7

GuardPoint 10

atior

Enter the SQL Server Name, the Port, and the Database Name Suffix that will be appended to
the name of the GuardPoint10 databases. Finally, select the Authentication type, and if neces-
sary, enter the relevant User name and Password.

Click the Test Connection button to make sure that the connection to the existing databases is estab-
lished.
Click Install to start the installation process with the advanced parameters.

After the installation has successfully completed, restart the computer.

Upgrade installation from GuardPoint10 version 1.10.152

1. Make sure the SQL Server is running.
2. After you receive the EXE file of the new GuardPoint10 version, save the GuardPoint10 install-
ation file (the EXE file) to the desktop where GuardPoint10 will be upgraded.

3. From the desktop, launch the EXE file. The installation wizard begins.
4. Accept the terms of the license. The Welcome screen appears.
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5. From the wizard’s Welcome screen, click Upgrade. GuardPoint10 will automatically start the
installation process. There is no difference if the existing installation is a Server installation or a
Client installation. The GuardPoint10 folder locations will not change.

6. After the GuardPoint10 upgrade is successfully completed, click Restart. The computer restarts
and GuardPoint10 is ready for work.

Note: If a pre 1.10.152 version of GuardPoint10 is running at your site and you need to retain the
existing database, open a support ticket and our support team will provide you with an alternative
installation process. This would be a one-time alternative installation; future updates will be auto-
matic via the installation wizard.

Update installation GuardPoint10

Installing an update:
#» Install the new version (update) using the installation instructions above, just click Upgrade in
the Installation wizard's Welcome screen.

There is no need to uninstall the older version. The new version will update your existing
GuardPoint10 application and, if necessary, update your system database schema.

The initial installation should always be the Full Server installation followed by the Workstation Client
installations.

Note: The GuardPoint10 GUI application from a previous installation may not work with a new
GuardPoint10 server installation. Therefore, a best practice is to perform all of the installations in a
relatively short time.

If an update includes a new module or a new feature in an existing module, after installing the new
update of GuardPoint10's Server application, check the Profiles screen authorizations for each listed
profile and make any necessary adjustments.

For information about the Profiles, see "Profiles" on page 91.

Note: If you expedience system anomalies after an GuardPoint10 update, do the following:
Re-initialize your controllers.
Stop and restart GuardPoint10 services via the Watchdog on the Server installation.

IS (Internet Information Services) installation

The IIS is required to support the GuardPoint10 Visitor web page. Ideally, IIS was configured before
GuardPoint10 is installed (see "Configure IIS" below). When the IIS is configured before GuardPoint10
is installed, a default Visitor application is automatically added to the IIS during the GuardPoint10
installation.

If you've installed GuardPoint10 before configuring IIS, you will have to configure the IIS and then
manually add the Visitor application to the IIS (see "Manually Add the Visitor Application to the IIS" on
the next page).

Configure IIS
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1. Inthe Windows Start menu’s search field, type Turn Windows Features On or Off.

2. Inthe search results list, click Turn Windows Features On or Off. The Turn Windows
Features On or Off window is displayed.

3. Inthe Turn Windows Features On or Off tree, navigate to

Internet Information Services / World Wide Web Services / Application Devel-
opment Features

4. Select all of the ASP.NET version checkboxes under Application Development Features.
When you do this, more checkboxes will be automatically selected, do not uncheck these
other checkboxes.

Figure 1-8
Turn Windows features on or off

To turn a feature on, select its check box. To turn a feature off, clear its check box. &

MET Framework 3.5 (includes .NET 2.0 and 3.0)
NET Framework 4.6 Advanced Services
Active Directory Lightweight Directory Services
Containers
Data Center Bridging
Device Lockdown
Hyper-V
Internet Explorer 11
Internet Information Services
@ [  FTP Server
@ W] = Web Management Tools
= W World Wide Web Services
= [® | Application Development Features
B4 .NET Extensibility 3.5
[ .NET Extensibility 4.6
[0  Application Initialization

- A

ISAPI Extensions

=@
[ () (]

B ®
mRAOOOO

m

||
A ISAPI Filters
[  Server-Side Includes
O  WebSocket Protocol
® @  Commeon HTTP Features
@ [ | Health and Diagnostics
@ W]  Perfformance Features
®  Security

5. Under Common HTTP Feature, make sure that the Static Content checkbox is checked.

Click OK. After the Configuration is complete, you can continue to the GuardPoint10 installation.
If GuardPoint10 has already been installed, manually add the Visitor application to the IIS (see
"Manually Add the Visitor Application to the IIS" below).

Manually Add the Visitor Application to the IIS

If IIS was configured before GuardPoint10 was installed, the Visitor application was added auto-
matically to the IIS, via the GuardPoint10 installation. However, if you installed GuardPoint10 before
configuring the IIS, you must manually add the Visitor application to the IIS.

If IIS is not configured yet, follow the instructions in "Configure IIS" on the previous page.

In the Windows Start menu’s search field, type IIS.

In the search results list, click Internet Information Services (IIS) Manager. The Internet
Information Services (I1IS) Manager window is displayed.
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Figure 1-9

@ Internet Information Services (IIS) Manager - [u] X
@SN vy » EEECE
Fle View Help
o) || 9§ oo Margesever
> G AR PRI | e, - ¥ Go - GShowAll | Groupby: Ares - [ @ Restart
“ASPINET — || » str
S o
=) & - (o k?\/ LI‘;’W @ View Application Pools

NET NET NET Error NETTrust  Application  Connection SMTP E-mail View Sites
Authorizat... Compilation  Pages 5Iobaluit on  Levels  Settings Strings Change NET Framenork

s N Version

N N B2 my Y Get New Web Platform
2 A2 B 9 o B B & @& g & B o
ASP Authentic... [ec] Compression  Default Dremry ErrorPages  FastCGl Handler HTTP HTTP. ISAPI and @ Hep
Document  Browsin: Settings ~ Mappings  Redirect  Respon..  CGl Restri...

. G e =
O 8 & #= &2 9 KB
ISAPIFilters  Logging  Modules Output Request Server Worker

Caching  Filtering  Certificates  Processes

Management °
Configurat...  Feature Shared

Editor  Delegation Configurat...

[ Features View | Content View

4. From the Connections tree, right-click Default Web Site and select Add Application. The Add
Application window is displayed.

ﬁ Internet Information Services (IIS) Manager

@5 @) macov » Stes » Defoult WebSite »

B

File View Help

2 | e Default Web Site Home
v q Q Application Poo‘ls - Filter " i¥.Gour %ShowAll ‘ GWlA
5] Sites ASP.NET
> &0 Default Web Site =7 L) A
2 Explore Q
NET Error NET NI

Edit Permissions...

Add Application...

g
Edit Bindings.

CaGl Comprssnon
Manage Website »
<

jon Pages Globalization

& Refresh
XK Remove
Requst SSL Settings
Rename g Filtering

{2 Switchto Content View

=

Configurat...
Editor
e ™ e P s S

5. Inthe Add Application window enter the following:
» “Visitor” in the Alias field

“...\GuardPoint10\AcsServer\Visitors” in the Physical path field. This is the location of the Vis-
itor folder that was added during the GuardPoint10 installation.
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Figure 1-10
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6. Click OK. Visitor appears in the Connections tree.

7. Test the Visitor application (web page) from the Connections tree by right-clicking Visitor > Man-
age Application > Browse.

Figure 1-11
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The GuardPoint10 Visitor Control Login web page appears in your web browser.

The Visitor application is now operational. To access the GuardPoint10 Visitor web page from any
browser, type the following address in the address bar:

http://[SERVER NAME] /Visitors/

where [SERVER NAME] is the name of the PC where the GuardPoint10 Server is located.

Configurator

For standard installations, configuration settings are automatically set during the installation process.
However, there may be situations where custom settings may be required. The Configurator provides

you with a simple user-friendly interface designed to customize your GuardPoint10 configuration set-
tings.

The Configurator is a utility that records information in services.xml files. The GPPServer service,
AcsNMService service, and GUI each have their own services.xml file. The information recorded in
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these files are used to define the PC and services where data is sent to and from (Self-Definition and
Server List). In addition, protocols, ports, and other required information related to data com-
munication within the GuardPoint10 architecture are recorded.

Figure 1-12

........................................
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The Configurator is automatically installed by the Installation wizard. The Configurator records the fol-
lowing types of information in a services.xml file:
» For client only (workstation) PC installations:
o The name and IP address of the workstation PC (GUI).

o« The name and IP address of the GPPServer service that communicates with workstation
installations.

» For server PC installations:

o« The name and IP address of the GPPServer service that communicates with workstation
installations.

o« The name and IP address of the AcsNMService service that communicates with the
GPPServer service.

« The name and IP address of all PCs that have a workstation installation (GUI).

In human terms, the Configurator records the "Who am I" and the "Who do I talk to" data for each ser-
vice and workstation GUI.

Configurator prerequisites (architecture information)

» For the server PC: A list containing the machine name and IP address of all PCs designated as
GuardPoint10 workstations. You will also need the name and IP address of the server PC.

» For workstation PCs: The SQL Server name, database name, the server PC name, and IP address.
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How torecord aserver PC - GUI

Figure 1-13
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The server GUI only communicates with the GPPServer service (for that matter, all workstation GUIs
in the GuardPoint10 architecture communicate with the same GPPServer service). Therefore, the Con-
figurator needs to only record the workstation information ("Who am I") and the GPPServer service
information ("Who do I talk to").

1. If the Configurator is not already opened, go to

C:\Program Files (x86)\GuardPointlO\Configurator\

and click .ACS.Utils.UI.exe. The Configurator window is displayed.

Figure 1-14
B Server Configurator - o x
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[] Use MsMQ

[ Add Mex Endpoints

Save

2. Click Browse at the top of the window. A file Selection dialog is displayed.
3. Select

C:\ProgramData\ACS\GUI\services.xml

The path appears in the Browse field and "<machineName>_GUI" appears in the Server Name
field.
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4. Inthe Server Name field, change "GUI" to the name of the PC where the configuration is taking
place.

5. Inthe Address field, where it currently says "localhost", enter the IP address of the PC, where
the configuration is taking place.

6. Leave all other fields untouched and click Save. The information is saved to the services.xml file
selected in Step 3.

Figure 1-15
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7. Inthe Servers List, below the Self-Definition area, click GPPServer. Fields related to the
GPPServer service appear.

Figure 1-16
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This is done because the client GUI needs to communicate with the GPPServer service; and for
that to happen, the GUI needs to know where to find the GPPServer service.

8. Inthe GPPServer's Server Name field, change "GPPServer" to the name of the PC where the con-
figuration is taking place.

9. Inthe GPPServer's Address field, where the current value is "localhost", change the value to the
IP address of the PC, where the configuration is taking place.

10. Leave all other fields untouched and click Save. The configuration is saved in the services.xml
file selected in Step 3.

CHAPTER 1 | GuardPoint 10 Users Guide
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Note: The ports specified in the instructions and perquisites are the default ports used by
GuardPoint10. If your IT department or GuardPoint10 technical support directs you to use different
ports, please change the values in the relevant fields.

A best practice is to click the Check connection to server button after completing a client or ser-
vice entry. This will confirm that the data entered (PC name and IP address) is correct.

How torecord a Server PC - GPPServer

The Server PC's GPPServer service communicates the Server PC's AcsNMService service and with
each client GUI in the GuardPoint10 architecture. Therefore, the Configurator needs to record the
GPPServer service information ("Who am I"), the AcsNMService service information ("Who do I talk
to"), and all PC Client GUI information in the architecture -including the client GUI on the Server PC-
("Who else do I talk to").

Figure 1-17

----------------------------------------

1. If the Configurator is not already opened, go to
C:\Program Files (x86)\ACS\Configurator\

and click .ACS.Utils.UI.exe. The Configurator window is displayed.
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Figure 1-18
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Click Browse at the top of the window. A file Selection dialog is displayed.

Select

C:\Program Files

(x86) \ACS\GPPServer\services.xml

The path appears in the Open field and "GPPServer" appears in the Server Name field.

In the Server Name field, change "GPPServer" to the name of the PC, where the configuration is

taking place.

In the Address field, where the current value is "localhost", change the value to the IP address of
the PC, where the configuration is taking place.

Leave all other fields untouched and click Save. The configuration is saved in the services.xml

file selected in Step 3.
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In the Servers List, below the Self-Definition area, click NM (Network Manager). Fields
related to the AcsNMService service appear.
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Figure 1-20
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This is done because the GPPServer service needs to communicate with the AcsNMService ser-

vice; and for that to happen, the GPPServer service needs to know where to find the AcsNMSer-
vice service.

8. Inthe AcsNMService's Server Name field, change "NM" to the name of the PC where the con-
figuration is taking place.

9. Inthe AcsNMService's Address field, where the current value is "localhost", change the value to
the IP address of the PC, where the configuration is taking place.

10. Leave all other fields untouched and click Save. The configuration is saved in the services.xml
file selected in Step 3.

11. Inthe Servers List, below the Self-Definition area, click GUI (GUI). Fields related to a client
GUI appear.

Figure 1-21
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This is done because the GPPServer service needs to communicate with each client GUI in the
GuardPoint10 architecture. For that to happen, the GPPServer service needs to know where to
find each client GUI.

12. If you are configuring the client GUI on the Server PC, in the Server Name field, change "GUI" to
the name of the PC where the configuration is taking place.

If you are configuring the client GUI for a Client-only PC (not the Server PC), in the Server Name
field, change "GUI" to the name of the Client-only PC.
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13. If you are configuring the client GUI on the Server PC, in the Address field, where the current
value is "localhost", change the value to the IP address of the PC, where the configuration is tak-
ing place.

If you are configuring the client GUI for a Client-only PC (not the Server PC), in the Address
field, where the current value is "localhost", change the value to the IP address of the Client-only
PC.

If there are additional client GUIs, click the Add New GUI button and repeat Step 12 and Step
13 until the list is complete.

14. Leave all other fields untouched and click Save. The information is saved to the services.xml file
selected in Step 3.

Note: The ports specified in the instructions and perquisites are the default ports used by
GuardPoint10. If your IT department or GuardPoint10 technical support directs you to use other
ports, please change the values in the relevant fields.

A best practice is to click the Check connection to server button after completing a client or ser-
vice entry. This will confirm that the data entered (PC name and IP address) is correct.

How torecord a Server PC - AcsNMService

The Server PC's AcsNMService service communicates only with the GPPServer service. Therefore, the
Configurator needs to record AcsNMService service information ("Who am I") and the
GPPServer service information ("Who do I talk to").

Figure 1-22
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1. If the Configurator is not already opened, go to
C:\Program Files (x86)\ACS\Configurator\

and click .ACS.Utils.UI.exe. The Configurator window is displayed.
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Figure 1-23
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Click Browse at the top of the window. A file Selection dialog is displayed.

Select

C:\Program Files

The path appears in the Open field and "NM" appears in the Server Name field.

In the Server Name field, change "NM" to the name of the PC where the configuration is taking

place.

In the Address field, where the current value is "localhost", change the value to the IP address of
the PC where the configuration is taking place.

Leave all other fields untouched and click Save. The configuration is saved in the services.xml

file selected in Step 3.
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In the Servers List, below the Self-Definition area, click GPPServer (GPPServer). Fields

related to the GPPServer service appear.



Figure 1-25
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This is done because the AcsNMService service needs to communicate with the GPPServer ser-
vice; and for that to happen, the AcsNMService service needs to know where to find the
GPPServer service.

8. Inthe Server Name field, change "GPPServer" to the name of the PC where the configuration is
taking place.

9. Inthe Address field, where the current value is "localhost", change the value to the IP address of
the PC where the configuration is taking place.

10. Leave all other fields untouched and click Save. The configuration is saved in the services.xml
file selected in Step 3.

Note: The ports specified in the instructions and perquisites are the default ports used by
GuardPoint10. If your IT department or GuardPoint10 technical support directs you to use other
ports, please change the values in the relevant fields.

A best practice is to click the Check connection to server button after completing a client or ser-
vice entry. This will confirm that the data entered (PC name and IP address) is correct.
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How to record a Client-only PC
Figure 1-26

----------------------------------------

A Client-only PC only has a client GUI, the client GUI only communicates with the Server PC's
GPPServer service. Therefore, the Configurator only needs to record the client information ("Who am
I") and the GPPServer service information ("Who do I talk to").

)' Note: This operation must be performed on each PC where a Client only installation exists.

1. If the Configurator is not already opened, go to
C:\Program Files (x86)\ACS\Configurator\

and click .ACS.Utils.UI.exe. The Configurator window is displayed.
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Figure 1-27
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2. Click Browse at the top of the window to Configure the GUI. A file Selection dialog is displayed.

3. Select
C:\ProgramData\ACS\GUI\services.xml

The path appears in the Open field and "GUI" appears in the Server Name field.

4. Inthe Server Name field, change "GUI" to the name of the Client-only PC, where the con-
figuration is taking place.

5. Inthe Address field, where it currently says "localhost", enter the IP address of the Client-only
PC.

6. Leave all other fields untouched and click Save. The information is saved to the services.xml file
selected in Step 3.
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7. Inthe Servers List, below the Self-Definition area, click GPPServer. Fields related to the
GPPServer service appear.

This is done because the client GUI needs to communicate with the GPPServer service; and for
that to happen, the client GUI needs to know where to find the GPPServer service.
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8. Inthe GPPServer's Server Name field, change " GPPServer" to the name of the PC, where the
GPPServer service is located.

9. Inthe GPPServer's Address field, where the current value is "localhost", change the value to the
IP address of the PC, where the GPPServer service is located.

Figure 1-29
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10. Leave all other fields untouched and click Save. The configuration is saved in the Client-only
PC's services.xml file selected in Step 3.

Note: The ports specified in the instructions and perquisites are the default ports used by
GuardPoint10. If your IT department or GuardPoint10 technical support directs you to use other
ports, please change the values in the relevant fields.

A best practice is to click the Check connection to server button after completing a client or ser-
vice entry. This will confirm that the data entered (PC name and IP address) is correct.
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Uninstalling GuardPoint10

1. From the machine where the GuardPoint10 installation exists, launch the same EXE file used for
the installation. The uninstall wizard begins.

Amadeus8

Uninstall

2. Click Uninstall and wait for the uninstall process to successfully complete, and then restart the
machine.

Note: After the uninstall process is completed, the folders and files created during the installation
still exist on the machine where the uninstall process took place.
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GuardPoint10 Troubleshooting Best Practice

On rare occasions, environmental factors may cause GuardPoint10 system anomalies. A best practice
to resolve the anomalies is to initialize your controllers and check that GuardPoint10 is in your anti-
virus' exception list. If the anomalies persist, contact your GuardPoint10 provider.

Getting familiar with the GuardPoint10 console

This is an introduction to the fundamental elements of the GuardPoint10 console layout. Besides the
usual PC window components (close box, title bar, scrollbars, etc.), a typical GuardPoint10 console has
other elements, as shown below.

Non-Editable elements
At the top of the console, there are three items:

» Task group selector and indicator: Specifies the task group where the currently displayed
screen is grouped. For example, the Cardholders screen is part of the Management task group.
To go to a different task group, click the GuardPoint10 logo to the left of the task group name cur-
rently displayed and select the task group where you want to go.

Figure 1-30
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» Dashboard: Contains information that is not specific to any one task. The dashboard includes
real-time information that is updated at set intervals. The dashboard includes information about
event tasks that require an operator's abstention, connectivity, basic screen display actions, the
logged-in operator's name, and access to the logout action. For additional information, see "Dash-
board Content & Actions" on page 334.

Figure 1-31
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» Primary menu bar: Provides access to a task group's related screens. The menu bar changes
according to the task group selected via the Task group selector and indicator, described at the top
of this list.

License information Logoutbutton.
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Access toonline Help, Operator name &
and Aboutbox

28



Figure 1-32
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Editable task screen views: tab stack, docking, and popout

When you're regularly dealing with multiple task screens (i.e. Cardholders, Video Security, Security
Center, etc.), each with their own, the GuardPoint10 Tab Stacks feature lets you group the screens
together into a single tab stack, where each task screen can be displayed by clicking the tasks tab title.

Figure 1-33
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While this is a very nice feature to manage multiple screen views, it is not the only screen layout fea-
ture available.

If you find yourself constantly using a specific task screen, try the GuardPoint10 docking feature,
which allows you to dock a task screen to a sidebar tile for convenient access.

Tile view allows you to partition the GuardPoint10 console. Each partitioned area (tile) may contain a
stack of task screens or a single docked task screen.

Figure 1-34
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There is one more screen view best used for immediate task operation or when transitioning to
another tile in the console called a popout. A task screen in popout view is layered on top of the con-
sole; itis notin a tile. It floats on top of the other displayed screens. A popped-out screen can be iden-
tified by its gray title bar. A popped-out screen may be added to a tab stack or docked in a tile at any

time.
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Figure 1-35
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What do these task screen view options mean for you?

They provide a highly customizable console layout, where you can place task screens in tab stacks or
dock them in tiles on the top, right, bottom, and left sides of the console.

With a series of gesture actions, you can perform by holding down the left mouse button and moving
the mouse pointer to a specific tab stack, tile, or docking station indicator, you can create an intuitively
organized layout for GuardPoint10 system task access and monitoring.

The docking
station located in
the center of a tile.
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One docking
station arrow at
each side of the
console.

The following operations are used to manage your console layout and tab stacks. Expand an operation
title to see the steps.

Creating a tab stack

1. From the GuardPoint10 logo rollout, select the task group where the task that will be opened is
found in the primary menu.

2. Select the task from the Primary menu bar. The task screen is displayed. This is the first screen
of a potential tab stack (stack of task screens).

3. Repeat steps 1 and 2 to build the stack from a primary menu.

If multiple stacks are displayed on the console, any additional screens opened from a primary menu
bar will automatically be added to the first stack created.

Creating a popout task screen
» From a tab stack:

1. Display a task screen that is currently in a tab stack, and then do one of the following:

» Inthe tabs title area, click the small popout icon. The task screen is popped-out and floated
on top of the other screens in the console.

» Drag and drop the tab title of the task screen that will be popped-out to a free area in the
console (not occupied by another tab or docking station indicator).

» From a docked task screen (not tabbed):

# On the right side of the title bar of the docked task screen, click the small popout icon. The
task screen is popped-out and floated on top of the other screens in the console.

A popout may contain a tab stack or an individual screen.

A popout may also be minimized to the Windows task bar, where it can be reopened as required.

Re-ordering a tab stack

1. From a tab stack, open the tab that will be moved to a different location in the same stack.

2. Drag and drop the tab title of the opened task screen over the tab title of the task screen that the
selected tab title will appear in front of. The tab title appears in its new location.

Creating a subsequent tab stack
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» If a subsequent tab stack does not already exist, drag a popped-out task screen or a tab from a
previously created tab stack, to a docking station where the task screen will be displayed. The con-
sole is partitioned and the dragged task screen appears in the sidebar tile where the docking sta-
tion arrow was pointing. After docking the initial task screen, follow the instructions in the next
bullet to add a task screen to the subsequent tab stack.

» If a subsequent tab stack already exists, drag a popped-out task screen or a tab from a previously
created tab stack to the center docking station of the tile where the task screen will be stacked.
The task screen's tab is appended to the tab stack.

Note: The tab titles in a subsequent tab stack may appear at the top or bottom of the stack.

Adding a task screen to an existing tab stack (not from the primary menu bar)

» Drag a popped-out task screen or a tab from a different tab stack to the center docking station
where the task screen will be stacked. The task screen's tab is appended to the tab stack.

Closing a popped-out task screen, a stacked task screen, or a docked task screen

Click the X in the title bat or tab title of the task screen. If there are unsaved changes on the task
screen, you will be asked if you want to save your changes before the close operation is completed.

Docking a task screen

If the task screen that will be docked is not opened yet, select it from the relevant primary menu bar.
The task screen is appended to an existing tab stack. If there is no existing tab stack, the task screen
appears as the initial task screen for a new tab stack.

After displaying the task screen, drag it to a docking station that includes an arrow. The task screen is
displayed docked to the sidebar where the docking station arrow was pointing. For example, if the
docking station arrow was pointing down, the task screen will dock to the sidebar at the bottom of the
console.
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Roadmap to Site Building

This topic provides you with a general overview that guides you through the site-building process.

Personnel

» An administrator for GuardPoint10. This person will be the primary operator responsible for the
system software interface.

The administrator should receive minimum training on the GuardPoint10 system.

*» An GuardPoint10 vendor-approved installer. This person will be responsible for the hardware
installation, network database, and possibly the initial GuardPoint10 setup.

Steps to build your system

Hardware

1. Configure controller hardware and connect cables (see installation manuals).
In each controller, set the dipswitch! address.

3. If a TCP module will be used in the controller, configure the IP address and baudrate?2. This is
done via a computer link to the module. The exact operation varies, depending on the brand of
the TCP module.

4. Set the badge technology on the controller's dipswitch via the technology selection jumpers.

Software

Install GuardPoint10. The software is available via your GuardPoint10 system vendor.
2. Change the admin operator's username and password.

Though you can change the username and password, you cannot change the authorizations set
for this operator.

3. In GuardPoint10 go to Setup > Infrastructure and create your site structure. This can be done
manually or via the Setup Wizard. The setup includes networks, controllers, readers, inputs,
relays, and local reflexes (see "Initial Setup" on page 38).

Rename the various parts of the infrastructure to make it more intuitive and operator-friendly.
Add operators (see, "Operators (Users)" on page 103).

Configure time zones (see, "Daily Program Time Zones" on page 114).

Configure Access Groups (see, "Access Groups" on page 140)

Configure badges and cardholders (see, "Badges" on page 175 and "Cardholders" on page 193).

N oA

Configure Alarm Zones, Video Setup, Position, etc., depending on the components available in
your installation. Check out the online Help (press F1).

1A series of tiny switches built into circuit boards. The housing for the switches has the same shape as a chip and is usually red.
2The rate at which information (signal or symbol changes) is transferred per second.
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GuardPoint10 API Center

Just like GuardPoint10’s cutting-edge user interface makes it possible for operators to manage the
GuardPoint10 system. The GuardPoint10 API makes it possible for a third-party application to com-
municate with the GuardPoint10 system to their mutual benefit.

Sometimes businesses want to share data between application ecosystems. For example, a human
resource application may have employee / cardholder information that would be beneficial to
GuardPoint10, or vice versa. With GuardPoint10 APIs, computer automation rather than people can
cohesively manage the work environments resulting in a quicker, flexible, and more productive unified
environment.

The GuardPoint10 API Center is an add-on feature and not part of GuardPoint10’s core solutions.

Contact your GuardPoint10 provider for more information about the GuardPoint10 API Center.

MultiSite Implementation also includes a
MultiCompany solution

Note: You may not have the MultiSite module in your license agreement. Contact your
GuardPoint10 vendor for information about acquiring the module.

The MultiSite module partitions the security ecosystem of individual organizations, with separate
sites, under one umbrella GuardPoint10 server installation and a single database.

GuardPoint10 also lets you share assets, with other sites in your GuardPoint10 system. Sharing assets
is a convenient way of making resources available to other sites. The primary advantages of the shar-
ing approach are as follows:

» Eliminates the possibility of cross-site data conflicts.

» Saves time creating individual security ecosystems.

» Creates a cohesive group of assets while still supporting the unique security needs of each site.

A user’s workflow will not radically change in day-to-day operations. MultiSite creates an environment
where the user may have authorization to more than one site.

MultiSite Terminology

» Assets: Resources that affect the behavior of a site’s security ecosystem. For example, readers,
inputs, and relays.

» Owner: The site whose users manage the sharing status of an asset and have Edit and Delete
rights for an asset. In addition to site users, super users have been added and are owners of all
assets on all sites.

*» Sharing: Method used to create a site-to-site relationship for assets. The asset owner site may
choose to share, not share or, stop sharing an asset at their discretion.

¥ Super user: The Root site’s built-in administrator, as well as a site-to-site administrator. A super
user can do anything a site admin can do. The difference is the scope. A super user is an
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administrator for each site in the system. For example, a super user may add new sites to the sys-
tem as well as add users to any site.

» Root site: The first site of the infrastructure. The Root site not only includes its own site's assets,
but also includes networks and controllers shared by other sites, where the ownership is changed
to the Root site.

If the assets of a controller are shared, the controller's ownership is not moved to the Root site.
But, if the controller itself is shared, the controller's ownership is moved to the Root site.

» Site: The infrastructure element that partitions an organization with its own security ecosystem in
the GuardPoint10 system.

Architecture:

There is only one GPPServer and AcsNMService that polls the controllers of all sites and manages all
the events. In addition, there is only one database server to which all sites must have access. Each site
user can access the system from any workstation connected to the GPPServer.

A workstation is not owned by a site. The logged-in user's authorization determines the content avail-
able from the workstation. This means that a user can log into the system from any GuardPoint10 work-
station, regardless of the user’s owner site.

Warning: After setting MultiSite to Yes in the Options screen, you cannot undo it.

MultiSite related topics

Many screens will be altered by enabling MultiSite. To see the scope of the screen changes perform a
search in the Help for "MultiSite impact".
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GuardPoint10 WebApp

Figure 1-36
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The GuardPoint10 WebApp is a user interface that allows you to oversee high-demand Management
and Security data from a limited version of the GuardPoint10 interface. The GuardPoint10 WebApp is

accessible to any authorized user via a Web browser.

For example, when you use the WebApp to add cardholders and badge codes, acknowledge & confirm
alarms, as well as Open and close doors.

The features included are as follows:

#» Open / Close doors # View event histories of various types (i.e. Access,
Alarm, Tech., Comm., Audit, General)

#» View / Add / Edit / Delete cardholders # Monitor controller communication status

» View live events / Alarms #» No special installation is required

#» Acknowledge / Confirm Alarms

The GuardPoint10 WebApp is available on any device that an supports HTML5 web browser.

Connecting to the system is similar to entering a website, in the browser’s address bar type the name
of the machine where the GuardPoint10 server is installed followed by a colon and port number (i.e.
“ACS_ServerName:10695").

Enter your GuardPoint10 username and password, and start working.
To make the WebApp available to users:

# In the Options screen General tab, set Pass Events To API to Yes.
» For each user who will work with the WebApp, in the Users screen, set Allow API to Yes.

The maximum number of users who can be connected to the GuardPoint10 WebApp at the same time is
restricted by the license that includes a WebApps item.
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CHAPTER 2:

Infrastructure

Infrastructure

Site building and configurations are performed through the Infrastructure
screens. When completed, the infrastructure tree represents a virtual roadmap
of your physical system. It includes details about your system’s controllers,
readers, inputs, and other entities. This section covers the various methods for
building your virtual system. While building the site, it may be necessary to con-
sult with hardware installation personnel and your IT department. Once you've
set up your virtual site and explored the parameters, you will want to continue
the setup process by adding profiles, operators, time zones, etc.



Initial Setup

For simplicity, we will document a setup scenario where we have three controllers, two connected to
the network via COM ports and one with a TCP connection.

Figure 2-1
JET RS485 JET RS485 JET
Controller with Controller with Controller with
1P Ex. address 00 IP Ex. address 01 1P Ex. address 02
TCP
Connection RG45
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Database
RG45 RG45
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A best practice is for the initial setup to be performed by the primary GuardPoint10 operator together
with the hardware installer.

How to perform an initial setup of the infrastructure

1. Before getting started, the person responsible for the hardware installation should provide
answers to the following questions about each controller:

# On which network will the controller be located?
» What is the controller type?
» Which COM port is the network connected to?

» Is this a TCP enabled controller? If the answer is yes, what is the IP Address and Port num-
ber?

# Isthere a slave reader and if so, which reader is the master?
» What is the site baudratel?

» What is the ID address of the controller (this is determined by the Dipswitch?2 setting on
the controller panel)?

Figure 2-2

For information about the dipswitch settings see the Controller Installation Manual.

2. Open the GuardPoint10 application, go to the Setup Task group, and click Infrastructure. The
Setup Wizard automatically starts.

1The rate at which information (signal or symbol changes) is transferred per second.
2A series of tiny switches built into circuit boards. The housing for the switches has the same shape as a chip and is usually red.
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3. If the Setup Wizard does not start automatically, from the Infrastructure action bar, click Setup
Wizard. The first dialog of the Setup Wizard is displayed. For a detailed explanation about the
various parts and parameters in the setup Wizard, see "Setup Wizard: Site -> Network -> Con-
trollers" on page 440.

4. If MultiSite exists in your GuardPoint10 system and it has been set to Yes in the Options screen,
select a site from a drop-down list, where you are permitted (by virtue of your Users settings).
Otherwise, skip to the next step.

5. In part B of the first wizard dialog, enter the number of COM networks and TCP networks that will
be installed on your site, and then click Next. The Wizard's Networks dialog is displayed.

Figure 2-3
Setup Wizard
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Step 1: Basic details )

Define required number of sites:
Site Name: Sitel
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Total COM networks:
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PREVIOUS  NEXT

6. From the Wizard's Networks dialog, populate each network with controller information provided
by the hardware installer (i.e. IP address, port, controller type, etc.).

Figure 2-4

Setup Wizard

Step 1: Basic details ) Step 2: Networks )

¥ Network name Network_Coml Type Com  Comnected to:

Controller type: | TPLA v | Subtype: Access - Amount 1 ADD
¥ Network name Network_Com2 Type Com  Comnected to:

Controller type: | TPLA v | Subtype: Access - Amount 1 ADD
¥ Network name Network_Tcpl Type Tcp I Address  170.111.22.33 Port 1001

Controller type: | TPL& ~ | Subtype: Access - Amount 1| ADD

Note: Where the same IP address will be used multiple times in the dialog, a context menu
has been provided for each IP address field that will allow you to copy an IP and paste it in
multiple locations.

7. Click Next. The Wizard's Summary dialog is displayed. Click Finish to complete the installation.

The site tree on the Infrastructure screen is updated to reflect the network and controller inform-
ation you have entered in the Setup Wizard.

The default number of readers, inputs, and relays are automatically created, according to the
controller type's capacity.
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After the Setup Wizard has finished, a message asking if you would like to proceed to the next
stage and activate the controllers you have just set up is displayed. An activated controller
shares information with the system database via polling. If you click Yes, see "Controller Activ-
ation Wizard" below.

Controller Activation Wizard

Activation Wizard BX 1 Activation Wizard ax

Step T: Comm. ) Step . Comm. ) Step 2: Activation
. e

Please select on the tree which parts to activate v My

v 28 My Network

<2> controllers will be activated

The activation is completed.

o D) o

Cancel Adivate  Activate never activated controle; Cancel FINISH

The Activation Wizard guides you through the controller activation process for your site.

When a controller is activated, it shares information with the system database via polling. Controllers
that are not activated, still gather information from devices connected to it, but no polling takes place.
This means that the information is not shared with the system database and some of the data stored in
the controller's local database may be lost (i.e. local database overflow) while the controller is deac-
tivated.

During the initial installation, the Activation Wizard will start immediately after you complete the Setup
Wizard.

Note: The Activation Wizard is optional. An alternative is to right-click a controller in the infra-
structure tree and select Activate from the context menu to activate the controller in focus.

A controller may be deactivated by right-clicking an active controller in the infrastructure tree and
selecting Deactivate from the context menu. An operator would deactivate a controller for testing
purposes or to prevent polling.

How to activate a conftroller

1. If the Activation Wizard was not automatically started, go to the Setup Task group and click
Infrastructure. The Infrastructure screen is displayed.

2. From the action bar, click Activation Wizard. The first dialog of the Activation Wizard is dis-
played.

3. From the site tree, expand and select the controller(s) that you would like to activate.

If MultiSite exists in your GuardPoint10 system and it has been set to Yes in the Options screen,
all controllers, where you are permitted (by virtue of your Users settings), will be available.

All controllers are selected by default.
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Selecting a controller that is already active will not adversely affect the controller.

4. Click Activate the second dialog in the wizard is displayed. This dialog shows a breakdown of the
activation results.

5. Click Finish. The wizard is closed.

Edit/Delete a Site ltem

Use the following steps to edit or delete a site.

How to edit site details

1. Go to the Setup Task group and click Infrastructure. The Infrastructure screen is displayed.

2. From the infrastructure tree, click the site item that you want to edit. The site's details are dis-
played.

Figure 2-5

Table | NewNetwork | SetupWizard |  Activate Wizard | & Refresh Infrastructure Tree 1

sample Site

3. Edit the site parameters as required (see "Site Details" on page 443).

4. After editing the site parameter values, do one of the following:
» Click Discard. The site parameters revert to their previously saved values.
» Click Save. The site parameter values are saved in the system database.

How to delete asite (the rooft site cannot be deleted)

Go to the Setup Task group and click Infrastructure. The Infrastructure screen is displayed.

2. From the infrastructure tree, click the site item that you want to delete. The site's details are dis-
played.

If the site has a network connected to it, the network has to be deleted before you can delete the
site (see "Edit/Delete a Network" on page 50).

3. Do one of the following:
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» Click Delete in the action bar and then confirm the operation. The empty site is deleted
from the system database and the infrastructure tree.

» Right-click the selected site and select Delete from the context menu, and then confirm the
operation. The empty site is deleted from the system database and the infrastructure tree.



Installing a MultiSplit

MultiSplit makes the GuardPoint10 system elastic by using distributed computing to split the workload
between multiple machines or servers on the same machine.

MultiSplit is best used for large or growing GuardPoint10 systems. Imagine you have an GuardPoint10
server installation machine that generates a lot of data. This data must go through some processing,
which unfortunately takes longer than to generate. For the processing to catch up with real-time, a
slave machine (or server on the same machine) can be designated to handle some of the processing

Use the following steps to install a MultiSplit in an existing infrastructure.

How to install a MultiSplit on an existing infrastructure

There are two parts to the MultiSplit installation.

» PART 1: Adds a Communication Service via the GuardPoint10 GUI.

» PART 2: Adds and edits folders and files to support a Communication Service that was added via
the GuardPoint10 GUI.

PART 1:

1. Onthe machine where the SQL server is installed, open the Microsoft Management Console
(MMCQC). Make sure that the TCP Port used by the SQL server= 49999.

a. Open the MMC window via the Start button.

b. From the menu, click File > Add Remove Snap-in.

c. Add the SQL Server Configuration Manager to the Selected Snap-in list.
d. From the tree, select Protocols for AC8SQL.

e. Double-click on the TCP/IP.

f. Display the TCP Port value.

Figure 2-6
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If the TCP Port value is not 49999, change it to 49999 and restart the machine where the SQL
server is installed.

On the machine where the SQL server is installed, create an exception in the Firewall to allow
the TCP Port 49999 in Inbound Rules.

Figure 2-7
|| File Action View Help
e 2@ =@
M obourd Bules Growp Profie _Enabled _ Acti ~ | Inbound Rules |
TCTTINEEORTTY
8 Connection Security Rules All Yes Allo| §i/| &3 NewRule...
» %L Monitoring © =7 Fier by Profile
- 38 Properties Ye Al >
| | 7 Fier by State
nYes Aller
[ Genesl [ PogamsandSeices |  Compdes | Yes Ale ||V Fiterby Group
Protocols and Ports =]
l Scope l oy I Yes Aller View
ctcools and pods :H ::"’ @ Refresh
es 0C
s Protocol ype: e ™ Yes Bloc || 3 Exportlist..
IR i Yes Ao ||@ Help
Yes Allo
Local po: Speciic Pos v Yes All
49999 . Yes Allo # Disable Rule
" g Yes Allo &
i Yes Allo .
Remot 3 =
e port Al Ports hd R ve Allr <y Copy
g Yes Allo || % Delete
[Example: 80, 443, 5000-5010 1 Yes Alle [ Properties
Irtemel Cortrol Message Protocel | Cornce g e Allo | B Help
(ICMP) settings: W Yes Aller
1 Yes Allgr
o Veac Al

On the GuardPoint10 Server machine, create an exception in the Firewall to allow the UDP Port
12100 in Inbound Rules.

On the GuardPoint10 Server machine, open the C:\Programbata\ACS\NM\Split folder, and then
open the SecComService.ini file in a text editor.

Create another exception to allow the TCP Port 49999.

In both SQL_Connect and SQL_Connect_Main entries, change the Data Source value so it
contains the full SQL server name (e.g. Replace Data Source=.\AC8sql with Data Source-
e=A8Server\AC8sql,49999).

Save and close the SecComService.ini file.

From any GuardPoint10 installation, go to the Options > General screen.

Set Display MultiSplit to Yes, and then click Save.

Open the Infrastructure screen.

Click the Split Servers button in the action bar. The Split Servers window is displayed.

The Split Servers window is where Communication Services are added to the system. The first
row in the Split Servers window is the default Communication Service for each network in the
infrastructure.



Figure 2-8

13. Click Add Split Server. A new row appears in the Split Servers window.

14. Enter information in the new row.

Each row contains the following:

Split Server row information

Name Description

ID

Name

Description

UDP Listener

Test (button)

PC Name

TCP Address
-

The read-only number identifies a Communication Service. This number
is used in PART 2 of the installation.

A Communication Service’s selectable name that appears in a network’s
details.

(Optional) A free text field where information about the Communication
Service is entered.

Ensures that commands sent to the Communication Service are
executed immediately. A UDP message is only reachable by machines
that share the same network (i.e. it will not cross over a switch). This
value should be unique.

Checks the communication between the AcsNMService and the Com-
munication Service is successful. Test only after completing the steps in
PART 2 of the installation.

The name of the third-party machine where a Communication Service
will be placed. The field is not case-sensitive.

The address of the machine specified in the PC Name field.
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15.
16.

x

Description

Polling path The network path, determined in Part 2 (step 4), to the folder that will

be shared (e.g. \\NewPC\SecComService2). Initially, set the default
folder (e.g. C:\ProgramData\ACS\NM\Split) as a placeholder for
the polling path until the actual network path exists.

After a new Communication Service is defined, click Save in the Split Servers window.

Take note of the Communication Service ID that has been assigned, this will be used in PART
2 of the installation. Then click the X at the top right of the Split Servers window.

Note: Split Servers working on the same machine will not be allowed to share the same UDP
listener port and TCP Address.

PART 2:

1.

On the machine where the GuardPoint10 server is installed, open the File Explorer, and then go
to C:\Program Files (x86)\GuardPointl0\NM.

2. Copy the SecComService folder and paste it into a folder on the third-party machine.

10.
11.
12.

13.

14,

15.

16.
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On the third-party machine, rename the SecComService folder to SecComService##, where
## is the ID number described in the PART 1 table.

Share the SecComService## folder so that any user from the GuardPoint10 server can write
to this folder.

Take note of the network path to the SecComService# # folder (e.g. \\NewPC\SecComSer-
vice2).

On the same third-party machine, in the new SecComsService## folder, open the SecComSer-
vice.exe.Config file with a text editor.

Change the myNetGroupID value so it contains the ID number found in the parent SecComSer-
vice## folder name (e.g. Replace value= “1” with value= “2").

Change the applicationPath value so it contains the network path to the folder that has been
shared previously (e.g. Replace value= “C:\ProgrambData\ACS\NM\Split"” with value=
"\\NewPC\SecComService2"”).

Change the serviceCorlIP value to match the IP address as the application server.
Save and close the .Config file.
In the same SecComService## folder, open the SecComService.ini file with a text editor.

In both SQL_Connect and SQL_Connect_Main entries, change the Data Source value so it con-
tains the full SQL server name (e.g. Replace Data Source=.\AC8sql with Data Source-
e=A8Server\AC8sql,49999).

Save and close the .ini file.

On the same third-party machine, in the new SecComService## /MultiSplit folder, open the
InstallSecComServiceSvc.bat file with a text editor.

Change the service name to AcsSecComService##, where ## is the same ID number found
in the parent SecComServicer## folder name.

Save and close the .bat file.



17. In the SecComService# # /MultiSplit folder, open Command Prompt as administrator from
the File Explorer's File menu, and then click Open command prompt as administrator.

B Program Files (x86)

| open newwindow * Rl open command prompt
| »
|- Open command prompt I ’h.l‘ Open d prompt as admini I odified -
B Open Windows PowegShell » (015 20:26
1015 19:40
1015 19:54
E Change folder and search gptions 1015 11:17
1015 10:49
o Help ’ 1015 18:03
015 19:20
x Close b015 22:28
1015 15:46
Fiddler2 14-11-2015 19:44
= New Volume (E) Firefox Developer Edition 05-11-2015 21:25
B4l Libraries FOXIT SOFTWARE 09-10-2015 03:49
GlassWire 15-10-2015 23:41
e Network Google 17-10-2015 02:57
*4 Homegroup Internet Download Manager 11-11-2015 06:27
( Internet Exolorer 15-1]-20150?:52) bhad
46 items Bz =

18. In the command prompt, type InstallSecComServiceSvc.bat. The .bat file launches in Admin-
istrator mode. This installs and starts the new service on the third-party machine.

19. On the 3rd party machine, create an exception in the Firewall to allow in Inbound Rules the UDP
Port defined in the Split Servers window in PART 1.

20. Inthe Properties of the new service, open the Log On tab and add the relevant account cre-
dential details.

General | Log On mlm:ﬂm
Log on as:

() Local System account
Allow service to interact with desktop

LT TR R Y

sasssssssssEssee

21. Press OK, and then restart the service.

22. On the GuardPoint10 server, open the Properties popup of the AcsNMService service and
repeat steps 20 and 21.

CHAPTER 2 | GuardPoint 10 Users Guide 47



23. After all services are running, on GuardPoint10, click the Split Servers button in the action bar
of the Infrastructure screen. The Split Servers window is displayed.

24. Enter the Polling path with the network path to the folder that has been shared previously on the
third-party machine (e.g. \\NewPC\SecComService?2).

25. Click Save in the Split Servers window.

26. Click the Test button in the relevant row (see the PART 1 table) to make sure the com-

munication between the AcsNMService and the Split Service is successful. Then click the X at the
top right of the Split Servers window.

27. Inthe GuardPoint10 network’s details, select the new Split Service from the Split Server drop-
down list where the network will be hosted, and then click Save.
Figure 2-9

=)
B smslide | &

Infrastructure ess e Report Templates | | Global Reflex Badge Temp

Table | NewController | Delete | SetupWizard | ActivateWizard | O Refresh infrastrudiSle ER OSSR IELTL o | Sp
network processing

General

Name: Network 19.19

Site: sample Site

\ |
- spiesener [

Definition

z
1000

,
TCP based network -
Type:

.

28. Restart the Split service previously assigned to the network to complete the communication
switch to the new Split Service.
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Adding a New Network

Use the following steps to add a new network to an existing infrastructure.

How to add a new network to an existing infrastructure

Go to the Setup Task group and click Infrastructure. The Infrastructure screen is displayed.

2. From the infrastructure tree, click the site item to place it in focus. The site parameters appear
and the first action bar item changes to New Network.

3. Do one of the following:

» From the action bar, click New Network. Network details appear; the details include some
default values.

» Right-click the site item in the infrastructure tree, and then select New Network from the
context menu. Network details appear; the details include some default values.

Figure 2-10
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4. Complete the detail fields, and then do one of the following:

» Click Discard, and then confirm the operation. The details are not saved and are removed
from the screen.

» Click Save. The new network is saved in the system database and appears in the infra-
structure tree.

Some of the information needed to complete the network details may be available from
your hardware installation personnel.

Most network detail fields, including Type (Serial Based Network or TCP), can be edited at
any time

For information about the network parameters, see "Network Details" on page 445
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Edit/Delete a Network

Use the following steps to edit or delete a network.

How to edit network's details

1.
2.

x

Go to the Setup Task group and click Infrastructure. The Infrastructure screen is displayed.

From the infrastructure tree, click the network item that you want to edit. The network's details
are displayed.

Edit the network parameters as required (see "Network Details" on page 445).

Note: Not all network parameter values will be editable.

After editing the network parameter values, do one of the following:
» Click Discard. The network parameters revert to their previously saved values.
» Click Save. The network parameter values are saved in the system database.

How to delete a network

50

Go to the Setup Task group and click Infrastructure. The Infrastructure screen is displayed.

From the infrastructure tree, click the network item that you want to delete. The network's
details are displayed.

If the network has a controller connected to it, the controller has to be deleted before you can
delete the network (see "Edit/Delete a Controller" on page 59).

Do one of the following:

» Click Delete in the action bar and then confirm the operation. The empty network is deleted
from the system database and removed from the infrastructure tree.

» Right-click the selected network and select Delete from the context menu, and then confirm
the operation. The empty network is deleted from the system database and removed from
the infrastructure tree.



Adding a New Controller to a Network

Use the following steps to add a new controller to a network. These steps apply to both Access Door
controllers and Lift controllers.

For information about Door and Lift controllers, see "Controller Details" on page 450 and "Reader
Details" on page 453.

For information about Lift setup, see "Understanding the Lift Setup concept in GuardPoint10" on
page 53.

How to add a new conftroller to a network

1. Go to the Setup Task group and click Infrastructure. The Infrastructure screen is displayed.

2. From the infrastructure tree, click the network item where the new controller will be embedded.
The network parameters appear and the first action bar item changes to New Controller.

Figure 2-11
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3. Do one of the following:

» From the action bar, click New Controller. Controller details appear; the details include
some default values.

» Right-click the site item in the infrastructure tree, and then select New Controller from the
context menu. Controller details appear; the details include some default values.

4. Complete the detail fields, and then do one of the following:

» Click Discard, and then confirm the operation. The details are not saved and are removed
from the screen.

» Click Save. The new controller is saved in the system database and appears in the infra-
structure tree as a sub-item of the selected network.

Some of the information needed to complete the controller details may be available from
your controller installation personnel.
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After saving a controller, the controller's address and network can be changed from the con-
troller details at any time.

For information about the controller parameters, see "Controller Details" on page 450.

5. Because the saved controller has not been activated yet, the controller and its entities appear
dulled in the infrastructure tree. To activate the controller, do one of the following:

» From the action bar, click Activation Wizard. The first dialog of the Activation Wizard is
displayed.

a. From the site tree, expand and select the controller(s) that you would like to activate.
All controllers are selected by default.
Selecting a controller that is already active will not adversely affect the controller.

b. Click Activate the second dialog in the wizard is displayed. This dialog shows a break-
down of the activation results.

c. Click Finish. The wizard is closed and the controller, with its entities, is activated and
appears brighter in the infrastructure tree. The controller is also in focus and its
details appear on the screen.

» Right-click the controller item in the infrastructure tree, and then select Activate from the
context menu. The controller and its entities are activated and appear brighter in the infra-
structure tree. The controller is also in focus and its details appear on the screen.

The difference between using the Activation Wizard and the context menu's Activate item is that in the
wizard you can activate multiple controllers in one operation.

Note: After saving the new controller, it appears in the infrastructure tree with its supported entit-
ies (readers, inputs, relays, and local reflexes). The type of controller selected and installed
determines the number of entities that will appear in the infrastructure tree as sub-items of the con-
troller item. For more information about controller types and their supported entities, see "Con-
troller Support for Readers, Inputs, and Outputs" on page 711.
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Understanding the Lift Setup conceptin
GuardPoint10

A controller defined with a Purpose set to Lift, in the Infrastructure screen’s controller details, rep-
resents a group of lifts. A group of lifts work together to manage destination control. A destination,
within the context of lift control, refers to the floors of a building where a lift may stop to pick up or
drop off passengers. A lift group may consist of one or more lifts.

Each lift has one reader installed in its passenger compartment. Each lift controller’s reader represents
one lift in a lift group.

Each floor button on the lift panel is connected to a controller relay. This means each lift controller’s
relay represents a floor button.

For clarity, a best practice is to rename the readers and the relays of a lift controller to better identify
the physical relationship to a particular lift and floor (e.g. ‘Lift1-Floor1’, ‘Lift1-Floor2’, ‘Lift2 —Floor1’,
etc.).

Applying the Lift conceptin a nutshell

A lift controller (IC2001, IC2000) may have up to 4 readers (i.e. lifts) and 64 relays (i.e. floor buttons).

When following the steps in this section, use the image below as a reference.
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Figure 2-12
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1. Open GuardPoint10 and add the Lift controller to the system via the Infrastructure screen.

2. Rename the relays according to the Relay - Floor Correspondence table (e.g. Relay17 > Liftl-

Ground Floor, Relay18 > Liftl-Floorl, etc.)

3. Installation personnel mount the controller, usually with a satellite board, at the top of a lift
shaft, near the lift's I/O board, with a reader mounted in the passenger car, near the elevator
button panel. The reader should be physically connected to the controller at this time.

4. After the hardware is in place, installation personnel physically connect the satellite board relays

to the lift's I/O board.

A best practice is to fill out a Relay - Floor Correspondence table in a spreadsheet to track the

connections.

Step_2

5. Determine the cardholder groups that will need specific floor access points via a lift. For
example, cardholders in the Marketing team would need access to Floors 1 and 2, where the mar-
keting department has their offices. The Development team would need access to Floors 3 and 4

where their offices are located.
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6. With the previous example in mind, open GuardPoint10 and go to the Setup > Access screen. Add
a lift access group (LAG) for each lift and department combination as follows:

LAG_Marketing Reader 1 Relay17 Lift1-Ground Floor, Relay19 Lift1-Floorl,
Relay18 Lift1-Floor2

LAG_Development Reader 1 Relay17 Lift1-Ground Floor, Relay20 Lift1-Floor3,
Relay21 Lift1-Floor4

LAG_Marketing Reader 2 Relay33 Lift2-Ground Floor, Relay35 Lift2-Floori,
Relay36 Lift2-Floor2

LAG_Development Reader 2 Relay33 Lift2-Ground Floor, Relay36 Lift2-Floor3,

Relay37 Lift2-Floor4

7. After populating the LAGs with relevant relays, add the Development LAGs to the Multiple Access
Group (MAG) dedicated to the Development team and the Marketing LAGs to the MAG dedicated
to the Marketing team. These MAGs will eventually be assigned to cardholders in the Marketing
team and Development team, respectively.

How the cardholder experiences it

After a cardholder enters a lift car, they would swipe their badge at the badge reader. Only the floor
buttons where the cardholder has access authorization are available. The other buttons will not func-
tion and therefore the floors will not be accessible.
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Understanding and setting up an ELSGW Lift in
GuardPoint10

It is assumed the reader of this topic is familiar with the ELSGW Mitsubishi Lift. This topic describes the
setup required to send data to the lift. The setup is not difficult, but it does cross over multiple
GuardPoint10 screens.

Enter ELSGW Lift connection information and display
ELSGW parametersin the GuardPoint10 GUI

Go to the Setup Task group and click Options. The Options screen is displayed.

2. Inthe Options category General, set Display ELSGW Lift to Yes. The ELSGW IP field and the
ELSGW Port field are enabled.

3. Enter the ELSGW IP address and ELSGW Port number, and then click Save. Fields related to
the ELSGW lift are now available in the Infrastructure and the Access screens.
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I Options o I
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General definitions

Proximie 125kHz.

Enable the ELSGW Lift

display and enter the
B connectivity information.

System Maintenance Language

Add an ELSGW Lift controller to the infrastructure

Go to the Setup Task group and click Infrastructure. The Infrastructure screen is displayed.
2. Add a new network or select an existing network and add a controller with a Purpose Lift.

Open the Readers screen, and then open a reader's details. Each reader corresponds to a Lift
car. An ELSGW specific Lift tab is displayed in the Reader details.

4. Open the Lift tab and complete the information in the displayed fields.
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Save the reader. The corresponding relay (i.e. Readerl to Relayl) will be automatically
renamed. Do not change any information in the corresponding relay.

Add an ELSGW Lift Access Group

Go to the Setup Task group and click Access. The Access screen is displayed.

On the left side of the action bar, select Access Group. The Access' Access Group screen is dis-
played.

From the action bar, click the New down arrow and select ELSGW Access Group.
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4. Enter Access Group information as required for the ELSGW Lift:
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5.
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» Enter a new name for the Access Group.

» Select a bank number.

» Select Call attribute.

» Select the maximum number of floors to show.

» Choose the doors that will open on each floor. To prevent access to a floor, leave the check-
boxes for that floor empty.

Save the ELSGW Lift Access Group, and assign it to a cardholder as you would any other access
group.



Edit/Delete a Controller

Use the following steps to edit or delete a controller.

How to edit a conftroller

1. Go to the Setup Task group and click Infrastructure. The Infrastructure screen is displayed.

2. From the infrastructure tree, click the controller you want to edit. The controller's parameters
appear.

3. Edit the controller parameters as required (see "Controller Details" on page 450), and then do
one of the following:

» Click Discard, and then confirm the operation. The details revert to their previously saved
values.

» Click Save. The new parameter values are saved in the system database and are also sent
to the controller's local database.

In case of changing a controller's network, you may also have to change the controller's address
to an available address in the new network. After saving the network change, the controller will
automatically initialize.

How to activate/deactivate a controller

Go to the Setup Task group and click Infrastructure. The Infrastructure screen is displayed.

2. From the infrastructure tree, right-click the controller you want to activate/deactivate. A context
menu appears.

3. Do one of the following:

If the controller is deactivated and you want to activate it:
a. Click Activate in the context menu. A Controller Activation dialog is displayed.

b. From the Controller Activation dialog, decide on the type of data transfer that will occur
upon activation:

« Load the pending events recorded since the controller was deactivated.

« Load all controller-specific data from the system database on the controller's local
database.

c. Click OK. The controller is activated and the data transfer specified is performed.

)f Note: If the data in the system database and the data in the controller's local database are
sync-ed at activation time, the Controller Activation dialog will be replaced with a message
asking if you would like to load the pending events recorded since the controller was deac-
tivated.

If the controller is activated and you want to deactivate it:

Click one of the following deactivation options in the context menu:
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» Deactivate without clearing memory

» Deactivate and clear memory to prevent access

The controller is deactivated and the data in the controller's local database may be altered to
reflect the deactivation method selected.

How to delete a controller

1. Go to the Setup Task group and click Infrastructure. The Infrastructure screen is displayed.

2. From the infrastructure tree, click the controller you want to delete. The controller parameters
appear.

3. Do one of the following:

» Click Delete in the action bar and confirm the operation. The controller and any sub-entities
are deleted from the system database.

» Right-click the controller and select Delete from the context menu, and then confirm the
operation. The controller and any sub-entities are deleted from the system database.

Adding a New Reader to a Controller

Use the following steps to add a new reader to a controller.

If the controller cannot support an additional reader, a message stating, "The maximum number of
readers already exists", will appear and the Add New Reader operation will be aborted. However, if
your technology permits, a reader already added to a controller may have a slave reader connected to
it. To add a slave reader, see "Adding a Slave Reader to a Controller" on page 64.

If the controller's Purpose is set to Access, the reader represents the device at a door where a scan
(badge swipe) takes place.

If the controller's Purpose is set to Lift, the reader represents the passenger compartment of a lift
(elevator) where a scan takes place. For more information about Lift setup, see "Understanding the Lift
Setup concept in GuardPoint10" on page 53.

How to add a new reader to a controller

Go to the Setup Task group and click Infrastructure. The Infrastructure screen is displayed.

2. From the infrastructure tree, click the controller item where the new reader will be connected.
The controller parameters appear and the first action bar item changes to a New drop-down list.

3. Do one of the following:

» From the action bar, click New > Reader. Reader details appear; the details include some
default values.

» Right-click the controller item in the infrastructure tree, and then select New > Reader
from the context menu. Reader details appear; the details include some default values.

If the maximum number of readers for the controller already exists, this context menu item
will not be available.
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Figure 2-13
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4. Complete the detail fields (see "Reader Details" on page 453), and then click Save. The new
reader is saved in the system database and is added to the infrastructure tree as a sub-item of
the selected controller.

Some of the information needed to complete the reader details may be available from your hard-
ware installation personnel.

5. Click Download. The reader data is sent to the controller's local database.

Note: The reader can be physically connected to the controller after you perform this operation.

If the physical connection is made before you perform the operation, the reader will automatically
be added to the controller in the infrastructure tree, eliminating the need to perform the Add New
Reader operation. However, you may still need to edit the details of the reader (see "Edit/Delete a
Reader" on page 67).
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Adding a New Biometric Reader to a Contiroller

Use the following steps to add a new biometric reader to a controller.

If the controller cannot support an additional reader, a message stating, "The maximum number of
readers already exists", will appear and the Add New Reader operation will be aborted. However, if
your technology permits, a reader already added to a controller may have a slave reader connected to
it as long as the master reader and slave reader are of the same type (Biometric). To add a slave
reader, see "Adding a Slave Reader to a Controller" on page 64.

If the controller's Purpose is set to Access, the reader represents the device at a door where a bio-
metric scan takes place.

If the controller's Purpose is set to Lift, the reader represents the passenger compartment of a lift
(elevator) where a biometric scan takes place.

How to add a new biometric reader to a conftroller

Go to the Setup Task group and click Infrastructure. The Infrastructure screen is displayed.
2. From the infrastructure tree, click the controller item where the new reader will be connected.
The controller parameters appear and the first action bar item changes to a New drop-down list.
3. Do one of the following:

» From the action bar, click New > Reader. Reader details appear; the details include some
default values.

» Right-click the controller item in the infrastructure tree, and then select New > Reader
from the context menu. Reader details appear; the details include some default values.

If the maximum number of readers for the controller already exists, this context menu item
will not be available.

Figure 2-14
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4. Inthe Main tab, select Biometric from the Type list. A Biometric tab appears in the reader
details. Biometric and Proximity 125kHz are selected.
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If the Biometric reader will also read smart cards, do not add Smart Card 13.56 MHz to the
selected types. Instead, select Mifare 32 in the Biometric tab's Wiegand format field.

5. Open the Biometric tab and do one of the following:

BIO Ctrlr_Readerl —ox

» Click the Automatically Detect Reader button.

After the detection process is completed, all biometric readers in your system's LAN net-
work will be listed in the Automatically Detect Reader drop-down list.

If a reader is already added to your system, the entry in the drop-down list will be disabled.

Select an available reader from the drop-down list. The fields below the drop-down list and
on the left side of the partition are automatically filled with information gathered from the
selected reader. These fields are read-only.

» Select the Manually Enter checkbox and enter a known IP Address and Port number in
the relevant biometric fields at the right of the checkbox.

Click the Validate Address button. The fields on the left side of the partition, below the IP
Address and Port fields, are automatically filled with information gathered from the bio-
metric reader using the information gathered from the manually entered IP Address and
Port values. These fields are read-only.

6. Inthe Mode of Operation area, on the right side of the partition, select the cardholder input
requirements necessary to determine the authentication of the cardholder at the selected reader
(i.e. Card only, Biometric & Card, etc.).

7. After a biometric requirement was selected in the Mode of Operation area, select a Scan Level
(Low, Medium, High, or Highest).

The Biometric scan level determines the degree of detail used when comparing a scanned bio-
metric sample to biometric samples stored in the system database.

8. If the selected biometric reader will be used to add cardholder biometric samples to the system
database, select the Enrollment Reader checkbox.
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Badge code enrollment may also be performed from a biometric reader that can scan cards. This
will require that the Mode of operation be set to Card only or Biometric or Card, and from the
Main tab, select the Enrollment reader checkbox.

9. Select a biometric reader Wiegand format.

If the selected format is Mifare 32-bit, the Badge format in the Miscellaneous tab will be auto-
matically set to Hexadecimal. Do not change this setting unless specifically instructed.

If the selected format is Proximity 125kHz (Standard 26), the Badge format in the Mis-
cellaneous tab can be set to Hexadecimal or Decimal.

10. Complete the non-biometric specific detail fields in the reader details tabs (see "Reader Details"
on page 453), and then click Save. The new biometric reader is saved in the system database.

Some of the information needed to complete the reader details may be available from your hard-
ware installation personnel.

11. Click Download. The reader data is sent to the controller's local database.

Note: If the IP address of a biometric reader is changed, go to the Infrastructure screen and delete
the reader. After the reader is deleted, add it back to the infrastructure with the new IP address.

Adding a Slave Reader to a Controller

A slave reader is a reader that uses parameter data from its master reader. The only slave reader
parameters that are independent of the master reader are the slave's name and description. This
means that the master reader and slave reader must be the same type (i.e. Regular, License Plate
Recognition, or Biometric).

However, like any other reader, a slave reader's Weekly Program can be changed via the Access
Group's Readers table (see "Editing an Access Group" on page 148).

Note: Whether or not a slave reader option is available, depends on the controller connected to the
reader. If a slave reader is not an available option the Has slave reader checkbox will not appear
in the reader's details.
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Use the following steps to add (define) a new slave reader.

How to add a slave reader to a conftroller
This operation assumes that a standard reader already exists and is connected to the controller.

1. Go to the Setup Task group and click Infrastructure. The Infrastructure screen is displayed.

2. From the infrastructure tree, click the reader item in the controller item where the slave reader
will be connected. The Reader table is displayed.

Figure 2-15
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3. Choose the reader that will be the master to the slave reader and click Open details. The
reader's details are displayed.

Keep in mind that the slave will be the same type as the selected master reader (i.e. Regular,
License Plate Recognition or, Biometric)

4. Inthe reader's details, select the Has slave reader checkbox. A Slave Reader Name para-
meter appears.
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Figure 2-16
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5. Enter a name for the slave reader and click Save. The slave reader data is saved in the system
database and has its own set of reader details.

6. Click Download. Slave reader data is sent to the controller's local database.

Note: Not all controllers can support a slave reader. If a slave cannot be supported, the master
reader details will not include a Has slave reader checkbox.

Note: A master reader can have only one slave reader.
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Edit/Delete a Reader

Use the following steps to edit or delete a reader.

How to edit areader's details

1.
2.

N o vk

Go to the Setup Task group and click Infrastructure. The Infrastructure screen is displayed.

From the infrastructure tree, click the reader item in a controller parent item (i.e. Readers (2)).
A Readers table is displayed.

Click the Open details button in a reader row where you want to edit parameter values. The
reader's details are displayed.

Alternatively, double-click the reader row where you want to edit parameter values. The
reader's details are displayed.

Edit the reader parameters as required (see "Reader Details" on page 453).

Click Save. The new parameter values are saved in the system database.

Click Download. The new parameter values are sent to the relevant controller's local database.
Close the reader's details.

x Note: If the reader has a slave reader, the slave reader's parameter values are also changed.

If the reader being edited is a slave, you can only change the reader's name and description.

How to only edit reader details visible in the Reader table

Go to the Setup Task group and click Infrastructure. The Infrastructure screen is displayed.

From the infrastructure tree, click the Reader item in a controller parent item (i.e. Readers
(4)). A Readers table is displayed.

From the action bar, click Edit and then select a reader from the table. The details in the table
are editable.

Edit the reader as required, and then click Save. The reader details are updated throughout the
system.

As a precaution, right-click the Readers item in the infrastructure tree and click Download
Readers in the context menu. The reader parameter values are sent to the relevant controller's
local database and will overwrite any previously saved reader data in the local database.

To get out of Edit mode without saving your changes, click Discard in the action bar and confirm the
don't save action.

Alternatively, press Esc on the keyboard. Edit mode is stopped and the non-saved reader name will
appear with red text until it is saved or discarded.

Note: If the reader being edited is a biometric reader that is connected to the system, the Status

of the reader, in the Biometric tab, will appear to be Not Connected when the tab is opened -this
is not the true value. After the reader details are saved, the Status display will change to Con-
nected.
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How to delete areader

1. Go to the Setup Task group and click Infrastructure. The Infrastructure screen is displayed.

2. From the infrastructure tree, click the reader item in a controller parent item (i.e. Readers (2)).
A Readers table is displayed

3. Click the Delete icon (red x) in the reader row that will be deleted, and then confirm the oper-
ation. The reader is deleted from the system database and the relevant controller's local data-
base.

4. As a precaution, right-click the Readers item in the infrastructure tree and click Download
Readers in the context menu. The new parameter values are sent to the controller's local data-
base.

x Note: If the deleted reader had a slave reader, the slave reader is also deleted from the system
database and the controller's local database.
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Managing a Mantrap

What's a mantrap

A mantrap is a small room with a door on one wall and another door on the opposite wall. One door of
a mantrap cannot be unlocked and opened until the opposite door has been closed and locked. These
are called interlocking doors.

Mantraps are often used to separate non-secure areas from secure areas and prevent unauthorized
access. They can also be found in hitech manufacturing to provide an entry and exit chamber for a
cleanroom.

The following illustrates the general layout of a mantrap.
Figure 2-17
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There are three types of mantrap. Each type of mantrap will have variations, but the concept is the
same. The following is a description of each type of mantrap (mantrap 2 does not exist):

» Mantrap 1: A door is opened after access is granted via its reader or RTX button (the door status
is given by the door contact defined for that door), a second access cannot be granted from the
same reader until the opposite door is opened and then closed. This opposite door may be opened
either through its reader (if it is located inside the mantrap) or with its RTX button.

How it works, step-by-step (follow along with the illustration above):

1. A cardholder swipes their badge at reader_1, input 1 activates, which unlocks Door Contact_
1 and the cardholder enters. The cardholder is now in the mantrap.

2. After Door Contact_1 is closed and relocked, input 4 activates RTX_2 and the cardholder
presses the RTX_2 button to unlock Door Contact_2.

3. After the RTX_2 button is pressed by the cardholder, input_2 unlocks Door Contact_2 and the
cardholder can open the door and exit the mantrap.

» Mantrap 3: A door is opened after access is granted via its reader or RTX button (the door status
is given by the door contact defined for that door), a second access cannot be granted from the
same reader until the opposite door is opened and then closed. After the initial door is closed, the
opposite door is automatically opened.

How it works, step-by-step (follow along with the illustration above):

1. A cardholder swipes their badge at reader_1, input_1 activates, which unlocks Door
Contact_1 and the cardholder enters. The cardholder is now in the mantrap.
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2. After Door Contact_1 is closed and relocked, input_2 automatically unlocks Door Contact_
2 and the cardholder can open the door and exit the mantrap.

» Mantrap 4: A door is opened after access is granted via its reader or RTX button (the door status
is given by the door contact defined for that door), a second access cannot be granted from the
same reader until the opposite door is opened and then closed. This opposite door is opened auto-
matically when a controller input is triggered (i.e. a laser tripwire is crossed as a cardholder
approaches the opposite door. In the example of the laser tripwire, the tripwire input would be
defined in the reader details' Controlled By field (see "Controlled By (may not be visible)" on
page 458).

How it works, step-by-step (follow along with the illustration above):

1. A cardholder swipes their badge at reader_1. Activates input 1, which unlocks Door Contact_
1 and the cardholder enters. The cardholder is now in the mantrap.

2. After Door Contact_1 is closed and relocked, the input selected in the reader details' Con-
trolled by field automatically activates its connected device (i.e. a laser tripwire).

3. After the tripwire is triggered by the cardholder, input_2 unlocks Door Contact_2 and the
cardholder can open the door and exit the mantrap.

A 2-door controller may manage one mantrap with readers 1 and 2. A 4-door controller may manage 2
mantraps, one with readers 1 and 2, and the other with readers 3 and 4.

For information about implementing a mantrap, see "Adding a Mantrap" on page 72.

How to Prevent a cardholder from being stranded in a man-
trap

While in operation, a mantrap will have a default timeout delay. This means that when a cardholder is
granted access to a mantrap, the mantrap doors are locked until the cardholder exits the mantrap from
the opposite door. However, if the cardholder remains inside the trap for more than 60 seconds, a
timeout will occur. This means both doors will be automatically unlocked.

To override the timeout's 60 seconds delay, select the Relay Open During All Open Time checkbox
in the reader details' Miscellaneous tab.

Warning: If you override the timeout delay, as described above, the readers will stay locked until
the cardholder exits the mantrap or until the readers are manually unlocked.

How to manually unlock a mantrap reader

Mantrap readers are unlocked as soon as one of the reader's details is downloaded to the controller.
Reader details are downloaded by doing one of the following:
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» Click Save or Download in the reader's details.

Figure 2-18

Reader Details

Reader Back Office Mantrap_Reader4
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Delete  Download Save  Save&Close

(VET | Access Mode | Miscellaneous

Name: Back Office Mantrap_Readerd

» From the Diagnostic screen, select the Controller with the mantrap in the tree, and then click
Download > Send Reader Definitions or Initialization.
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Adding a Mantrap

How to add and test a mantrap

It is recommended that you review "Managing a Mantrap" on page 69 before you add a mantrap to
your system.

The mantrap described in this topic is bi-directional. The controller must be able to support more than
one door.

1. After setting up a controller, open the Reader details for Readerl1 and Reader2 from the same
controller.

2. Make the following field settings:
» Readerl Main tab:

o Door contact: input_1

o 1st Relay: Relay1l

o 2nd Relay: Relay2

o Door type: Man Trap 1

« Controlled by: Inputl
» Readerl Access Mode:

o Door remote input: Input3

» Reader2 Main tab:
o Door contact: input_2
o 1st Relay: Relay2
. 2nd Relay: Relay1l
« Door type: Man Trap 1
o Controlled by: Input2
» Reader2 Access Mode:

o Door remote input: Input4

Mantrap 1: Behavior test
Add two cardholders with badges that are authorized at Reader1 and Reader2.

1. Swipe Badgel at Readerl. Doorl is unlocked. An Access granted event occurs.
2. Trigger Inputl. Simulates Doorl is opened and closed. The cardholder is in the mantrap room.

3. Swipe Badge?2 at Readerl. Access denied because one cardholder is already in the mantrap
room.

4. Press Input4 (RTX). Door2 is unlocked. An Access granted event occurs.

5. Trigger Input2. Simulates Door2 is opened and closed. The cardholder has exited the mantrap
room.
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6. Swipe Badge?2 at Reader1 again. This time, Door1 is unlocked. Access granted event occurs for
the second cardholder.

Because we set up both readers, the mantrap will work in both directions (starting from Door1 or
Starting from Door2).

Adding a New Input Device to a Controller

Use the following steps to add a new input device to a controller.

If the controller cannot support an additional input device, a message stating, "The maximum number
of input devices already exists", will appear and the Add New Input operation will be aborted.

How to add a new input device to a controller

Go to the Setup Task group and click Infrastructure. The Infrastructure screen is displayed.

2. From the infrastructure tree, click the controller item where the new input device will be con-
nected. The controller parameters appear and the first action bar item changes to a New drop-
down list.

3. Do one of the following:

» From the action bar, click New > Input. Input details appear; the details include some
default values.

» Right-click the controller item in the infrastructure tree, and then select New Input from
the context menu. Input details appear; the details include some default values.
Figure 2-19

Input Details —ox

Input New Back Office_Input16

aw

New Back Office_Input16

Input delay type: [NCERCEN
Input type: 2 States

Status: Normally open
Alarm Priority:

Alarm Color:

Last event date:

Laste type:

Il 5ypass (do not trigger) this Input

4. Complete the detail fields (see "Zone Details" on page 499), and then click Save. The new input
is saved in the system database and appears in the infrastructure tree as a sub-item of the selec-
ted controller.
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Some of the information needed to complete the input details may be available from your hard-
ware installation personnel.

5. Click Download. The input data is sent to the relevant controller's local database.

For information about an input device's physical connection to a controller, see "Default Connections
for Inputs, Relays, and RTX" on page 712.

Edit/Delete an Input Device

Use the following steps to edit or delete an input device.

How to edit an input device's details

Go to the Setup Task group and click Infrastructure. The Infrastructure screen is displayed.

2. From the infrastructure tree, click the Input item in a controller parent item (i.e. Input (8)). An
Inputs table is displayed.

3. Click the Open details button in the input row where you want to edit parameter values. The
input's details are displayed.

4. Edit the input parameters as required (see "Input Device Table" on page 480).

)f Note: Not all input parameter values will be editable.

5. Click Save. The new parameter values are saved in the system database and the relevant con-
troller's local database.

6. As a precaution, right-click the input item in the infrastructure tree and click Download Inputs
in the context menu. The new parameter values are sent to the relevant controller's local data-
base.

How to only edit an input device's details visible in the Inputs
table

Go to the Setup Task group and click Infrastructure. The Infrastructure screen is displayed.

2. From the infrastructure tree, click the Inputs item in a controller parent item (i.e. Input (8)). An
Inputs table is displayed.

3. From the action bar, click Edit. The input details in the table are now editable and then select an
input name from the table. The name is in edit mode.

4. Rename the input, or perform any other edits, as required, and then click Save. The input name
is changed throughout the system.
Not all fields in a table row are editable using this method.

5. As a precaution, right-click the Inputs item in the infrastructure tree and click Download
Inputs in the context menu. The input parameter values (including the newly named input) are
sent to the relevant controller's local database and will overwrite any previously saved input
data in the local database.

To get out of Edit mode without saving your changes, click Discard in the action bar and confirm the
don't save action.
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Alternatively, press Esc on the keyboard. Edit mode is stopped and the non-saved input name will
appear with red text until it is saved or discarded.

How to delete an input

1. Go to the Setup Task group and click Infrastructure. The Infrastructure screen is displayed.

2. From the infrastructure tree, click the input item in a controller parent item (i.e. input (8)). An
Inputs table is displayed.

3. Click the Delete icon (red x) in the input row that will be deleted, and then confirm the oper-
ation. The input is deleted from the system database and the relevant controller's local data-
base.

Alternatively, double-click an input row to display the input's details, and then click g and con-
firm.

4. As a precaution, right-click the Input item in the infrastructure tree and click Download Inputs

-

in the context menu. If you are working from the input's details, click EsSli&E]. The input para-
meter values are sent to the relevant controller's local database and will overwrite any pre-
viously saved input data.

Adding a New Relay to a Controller

Use the following steps to add a new relay to a controller.

If the controller cannot support an additional relay, a message stating, "The maximum number of
relays already exists", will appear and the Add New Relay operation will be aborted.

If the controller, where the relay is being added has its Purpose parameter set to Lift, the reader rep-
resents the passenger compartment of the lift (elevator) and the relay represents a floor where the lift
may stop for passengers. For more information about Lift setup, see "Understanding the Lift Setup
concept in GuardPoint10" on page 53.

How to add a new relay to a controller

Go to the Setup Task group and click Infrastructure. The Infrastructure screen is displayed.

2. From the infrastructure tree, click the controller item where the new relay will be connected. The
controller parameters appear and the first action bar item changes to New.

3. Do one of the following:

» From the action bar, click New > Relay. Relay details appear; the details include some
default values.

» Right-click the controller item in the infrastructure tree, and then select New > Relay from
the context menu. Relay details appear; the details include some default values.
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Figure 2-20
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4. Complete the detail fields (see "Relay Details" on page 485), and then click Save. The new relay
is saved in the system database and is added to the infrastructure tree as a sub-item of the selec-
ted controller.

Some of the information needed to complete the relay details may be available from your hard-
ware installation personnel.

5. Click Download. The relay data is sent to the relevant controller's local database.

For information about a relay's physical connection to a controller, see "Default Connections for
Inputs, Relays, and RTX" on page 712.

Edit/Delete a Relay

Use the following steps to edit or delete a relay.

How to edit arelay's details

Go to the Setup Task group and click Infrastructure. The Infrastructure screen is displayed.

2. From the infrastructure tree, click the relay item in a controller parent item (i.e. Relay (4)). A
Relays table is displayed.

3. Click the Open details button in the relay row where you want to edit parameter values. The
relay's details are displayed.

Edit the relay parameters as required (see "Relays Table" on page 488).

Click Save. The new parameter values are saved in the system database and the relevant con-
troller's local database.

6. As a precaution, right-click the relay item in the infrastructure tree and click Download Relays
in the context menu. The new parameter values are sent to the relevant controller's local data-
base.
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How to only edit relay details visible in the Relays table

1. Go to the Setup Task group and click Infrastructure. The Infrastructure screen is displayed.

2. From the infrastructure tree, click the Relay item in a controller parent item (i.e. Relay (8)). A
Relays table is displayed.

3. From the action bar, click Edit. The relay details in the table are now editable.

4. Edit the relay details as required, and then click Save. The relay details update throughout the
system.

5. As a precaution, right-click the Relays item in the infrastructure tree and click Download
Relays in the context menu. The relay parameter values (including the newly update relay) are
sent to the relevant controller's local database and will overwrite any previously saved relay
data.

To get out of Edit mode without saving your changes, click Discard and confirm the don't save action.

Alternatively, press Esc on the keyboard. Edit mode is stopped and the non-saved relay name will
appear with red text until it is saved or discarded.

How to delete arelay

1. Go to the Setup Task group and click Infrastructure. The Infrastructure screen is displayed.

2. From the infrastructure tree, click the relay item in a controller parent item (i.e. Relay (4)). A
Relays table is displayed.

3. Click the Delete icon (red x) in the relay row that will be deleted, and then confirm the oper-
ation. The relay is deleted from the system database and the relevant controller's local data-
base.

Alternatively, double-click a relay row to display the relay's details, and then click g and con-
firm.

4. As a precaution, right-click the Relays item in the infrastructure tree and click Download

Relays in the context menu. If you are working from the relay's details, click K& . The relay
parameter values are sent to the relevant controller's local database and will overwrite any pre-
viously saved relay data in the local database.

Adding a New Local Reflex to a Controller

Use the following steps to add a new local reflex to a controller.

How tfo add a new localreflex to a conftroller

1. Go to the Setup Task group and click Infrastructure. The Infrastructure screen is displayed.

2. From the infrastructure tree, click the controller item where the new local reflex will be located.
The controller parameters appear and the first action bar item changes to a New drop-down list.

3. Do one of the following:
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» From the action bar, click New > Local Reflex. Local reflex details appear; the details
include some default values.

» Right-click the controller item in the infrastructure tree, and then select New Local Reflex
from the context menu. Local reflex details appear; the details include some default values.

Figure 2-21
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Complete the detail fields (see "Local Reflex Details" on page 490), and then click Save. The new
local reflex is saved in the system database and appears in the infrastructure tree as a sub-item
of the selected controller.

Click Download. The local reflex data is sent to the relevant controller's local database.

Edit/Delete a Local Reflex

Use the following steps to edit or delete a local reflex.

How to edit alocal reflex's details

N o vk

/8

Go to the Setup Task group and click Infrastructure. The Infrastructure screen is displayed.

From the infrastructure tree, click the local reflex item in a controller parent item (i.e. Local
Reflex (2)). A Local Reflex table is displayed.

Click the Open details button in the local reflex row where you want to edit parameter values.
The local reflex's details are displayed.

Alternatively, double-click the local reflex row where you want to edit parameter values. The
local reflex's details are displayed.

Edit the local reflex parameters as required (see "Local Reflex Details" on page 490).

Click Save. The new parameter values are saved in the system database.

Click Download. The new parameter values are sent to the relevant controller's local database.
Close the local reflex's details.



How to delete alocal reflex

Go to the Setup Task group and click Infrastructure. The Infrastructure screen is displayed.

From the infrastructure tree, click the local reflex item in a controller parent item (i.e. Local
Reflex (2)). A Local Reflex table is displayed

Click the Delete icon (red x) in the local reflex row where you want to delete the local reflex,
and then confirm the operation. The local reflex is deleted from the system database and the rel-
evant controller's local database.

As a precaution, right-click the local reflex item in the infrastructure tree and click Download in
the context menu. The new parameter values are sent to the relevant controller's local database.

After the Infrastructure is Setup, What's Next?

After the initial infrastructure is completed, a best practice is to do the following:

1.

o u A WwWwN

Rename the various parts of the infrastructure to make it more intuitive and user-friendly. Exam-
ine details of the various elements in the infrastructure and use the corresponding Help topics as
a reference.

Add operators (see "Operators (Users)" on page 103).

Configure time zones (see "Daily Program Time Zones" on page 114).

Configure Access (see "Access" on page 139).

Configure badges and cardholders (see "Badges" on page 175 and "Cardholders" on page 193).

Configure Alarm Zones, Video, Position, etc., depending on the components available in your
installation.

Update the infrastructure as required. Updates can be performed at any time during a session as
long as the operator has authorization via their assigned profile.
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Understanding Anti-passback in GuardPoint10

Anti-passback is designed to prevent misuse of the access control system. It establishes a specific
sequence in which badges must be used for the system to grant access.

There are three Anti-passback variations available in GuardPoint10:

» Anti-passback (APB): Entry and exit readers connected to the same controller are setin a way to
deter any cardholder from gaining access if the specified pattern is disturbed. For example, if a
cardholder bypasses an entry/exit reader without swiping their badge and tries to access the sub-
sequent reader, the rule is enforced and access is denied.

» Timed AntiPassBack (TAPB): A cardholder can re-use their badge after a specified time since the
last access event at the same reader. Generally, TAPB is used where there is no exit reader con-
nected to the same controller, and the security administrator wants to stop multiple badge swipes
by a single badge in quick succession.

» Global Anti-PassBack( GAPB): Requires that readers be used in a designated sequence to enter or
leave an GuardPoint10 defined area. This means that GAPB rules are centered on predefined
areas. GAPB forces a cardholder to take a particular path to a destination via one or more areas.

After a cardholder swipes their badge at an area’s entrance reader, where they are granted
access, the cardholder will be denied access at any other reader except for the area’s anti-pass-
back exit reader.

The readers in a GAPB area do not have to be on the same controller as in APB or TAPB.

The GAPB can be extended to include multiple areas connected by the same reader. The exit
reader of one area set to GAPB can be an entrance to another area set to GAPB.

All readers participating in a GAPB must be set to Anti-Passback in the reader’s details.

Anti-Passback rule impact on cardholders

» There are two ways a cardholder can be excluded from all types of Anti-Passback rule enforce-
ment:

#» If a cardholder's Clear Area button is clicked, the cardholder is automatically moved to
offsite and they will receive one free Access Granted event at the next badge swipe
regardless of the reader where the swipe takes place, This will also synch the Area value
and the GAPB level value and automatically move the cardholder to the reader's area
(assuming the reader is in an area). This free Access Granted event is sometimes called
a Soft Anti-Passback. The system accepts the Access Granted event, even though it viol-
ates the Anti-Passback rules.

#» If a cardholder’s details have the *‘No APB, No Timed Anti-Passback, and No GAPB rule
enforcement' checkbox selected, Access will be granted where a cardholder without the
checkbox selected will be denied access due to Anti-Passback rule enforcement.

» Itis important to understand that Anti-Passback rules, which determine a cardholder's level, are
different than the rules that determine a cardholder's physical location in an area.

For example, using the floorplan image below, a cardholder is in Anti-Passback level Offsite and
they swipe at reader R4 to get from Back Office to Factory. This will result in an Access Denied
event due to the Anti-Passback rule. However, there is another rule for Area that is also in play.
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Because the badge swipe took place at reader R4 in Back Office, the cardholder's Area value is
automatically moved to Back Office. The system assumes that the cardholder must physically be
in Back Office to perform the badge swipe. As a result, the cardholder's GAPB value remains Off-
site and their Area value is Back Office. The Area rules and the Anti-Passback rules act inde-

pendently.

Figure 2-22
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GAPB communication and commands

Note: Each controller in a network must have firmware dated 1/10/2019 or later to read the badge
codes and apply GAPB rules. A controller's firmware date can be found in the Diagnostic screen.

» Command 26: After access is granted to a cardholder, the controller, where the event took
place, broadcasts an update to the cardholder's GAPB level with the cardholder's badge codes.
This command broadcasts to networks in the system. Every time the cardholder moves from an
area with GAPB. Command 26 is sent to all other networks where there is a reader with a GAPB
level and where the cardholder can access (i.e. via MAG or Personal DAG).

» Command 76: This command is sent with command 26 and includes all of the cardholder's badge
codes.

» Command 79: is sent at each badge swipe. If access is not granted to the cardholder, this is the
only command sent.

In the Options screen, there is a GAPB setting called Allow feature without PC. When set to Yes, a
controller will send the command 26 to all relevant controllers on the same network as the broad-
casting controller.
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Integrating a Galaxy System into the Infra-
structure

The Galaxy system's panel(s) must be configured before the Galaxy system can be integrated into the
GuardPoint10 infrastructure. For more information about Galaxy panel configuration, see "Configuring
a Galaxy system panel" on the facing page.

Use the following steps to integrate an existing Galaxy system into your infrastructure.

How to add an existing Galaxy system into your infra-
structure

The Network

Go to the Setup Task group and click Infrastructure. The Infrastructure screen is displayed.
2. From the infrastructure tree, click the site item to place it in focus. The site parameters appear
and the first action bar item changes to New Network.
3. Do one of the following:
» From the action bar, click New Network. Network details appear; the details include some
default values.

» Right-click the site item in the infrastructure tree, and then select New Network from the
context menu. Network details appear; the details include some default values.

Figure 2-23
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4. Inthe Network field select Galaxy Panel from the drop-down list.
5. Complete the detail fields, and then do one of the following:

» Click Discard, and then confirm the operation. The details are not saved and are removed
from the screen.
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» Click Save and confirm. The Galaxy network is saved and appears in the infrastructure tree.

Some of the information needed to complete the Galaxy network details may be available
from your hardware installation personnel.

For information about the network parameters, see "Galaxy Panel Details" on page 494.
The Galaxy Panel

1. After adding the Galaxy network, do one of the following:

» From the action bar, click New Controller. Galaxy panel details appear; the details include
some default values.

» Right-click the Galaxy network item in the infrastructure tree, and then select New Con-
troller from the context menu. Galaxy panel details appear; the details include some
default values.

2. Complete the panel details, and then click Save and confirm. The Galaxy integration is com-
pleted and appears in the infrastructure tree with a Zone item under the panel.

The Zones item includes a table of zones found in the panel. A Galaxy zone is the equivalent of
an GuardPoint10 input.

For more information about Galaxy zones, see "Galaxy Zone Table" on page 496 and "Zone
Details" on page 499.

Configuring a Galaxy system panel

This is a prerequisite before integrating a Galaxy system into the GuardPoint10 infrastructure.

Use the following steps to configure an existing Galaxy system before integrating it into your
GuardPoint10 infrastructure.

The configuration of the Galaxy IP interface and its port is done via the LCD/Keypad unit of the panel,
or

the Galaxy Frontshell program at its RSS / Ethernet screen.

(The default user / password of the "Frontshell" is manager/password).

How to configure an existing Galaxy system panel via a
Galaxy panel's LCD/Keypad

1. Inthe Galaxy Panel, set the DIP Switch number 8 switch to OFF.
2. Setthe panel to Engineer Mode via the keypad as follows:

Change to Engineer Mode
Press Keys Display Shows

12345 [ent] [ent] 10=SETTINGS

[ent] [ent] to Select
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Step Press Keys Display Shows

2 48 [ent] [ent] [ent] Engineer 0=DISABLED
3 1 Engineer 1=ENABLED
4 [ent] System Access 1=Engineer
5 [esc] [esc] [esc] "Galaxy" or "Engineer Mode" hh:mm DDD dd MMM
L [esc] (Time&Date) )
3. While in Engineer Mode, set the panel Ethernet configuration via the keypad as follows:
Change the Ethernet configuration
Step Press Keys Display Shows
1 112233 [ent] [ent] 10=SETTINGS
[ent] to Select
2 56 [ent] [ent] to Select 1=INT TELECOMS
3 4 [ent] to Select 4=ETHERNET
4 [ent] 01=MODULE CONFIG )

4. At this point, type in numbers or use the arrows on the keypad to browse between the ten menus
available in MODULE CONFIG:

» 01=MODULE CONFIG

» 02=ALARM REPORT

» 03=REMOTE ACCESS

» 04=AUTOTEST

» 05=ENGINEER TEST

» 06=FAIL TO COMM

» 07=LINE FAIL

» 08=SIA CONTROL

» 09=ENCRYPT

» 10=BACKUP MODULE
The menu items relevant for GuardPoint10 integration are in bold text.

5. For GuardPoint10 integration, the relevant Galaxy panel MODULE CONFIG menu items are as fol-
lows:

01=MODULE CONFIG
Sub-menu Item Keypad Action

CONFIG 1=IP ADDRESS] Type the IP of the Galaxy panel
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Sub-menu Item Keypad Action

4=NETWORK MASK Set the subnet mask
(default 255.255.255.0)

02=ALARM REPORT

Sub-menu Item Keypad Action

1=FORMAT Set all 20 Trigger Events to ON, follow the example diagram for
the first two:
Figure 2-24
SIA
Ll 4 ]
L »| TRIGGER EVENT |
Status | Status |
L{ 1=ON__| LI 1=ON__|
2=PRIMARY IP 1=IP ADDRESS: Type 2=PRIMARY IP the IP of the GuardPoint10
Full Installation (Server) machine
2=PORT NO.: 10002 (default) must be unique for each panel
4=ACCOUNT NO. Set to: 4444 (for example)
Set to: 1=TCP
N\ J

03=REMOTE ACCESS
Sub-menu Item Keypad Action

1=ACCESS PERIOD Set to: 4=ANY TIME

2=MODE Set to: 1=DIRECT ACCESS

08=SIA CONTROL
Sub-menu Item Keypad Action

Type the IP of the GuardPoint10 Full Installation
(Server) machine.
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09=ENCRYPT

Sub-menu Item Keypad Action

1=ALARM REPORT Set to: OFF
2=REMOTE ACCESS Set to: OFF
3=SIA CONTROL Set to: OFF
\4=ALARM MON. Set to: OFF y

Configuring an existing Galaxy system panel via the Galaxy Frontshell program at its RSS / Ethernet
screen is outside the scope of this topic. Consult your Galaxy documentation for this information.
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Infrastructure: MultiSite Impact

All Infrastructure screens and details, except for Local Reflex, include a new field called Owner This
field identifies the site that owns that asset.

All Infrastructure details, except for Site, include a Select site to share with drop-down list. This
list allows the user to select other sites to share the selected asset. Sites may be selected or unse-
lected from the list by a user owned by the same site as the asset.

Add anew site

With the Root site in focus, you can add a new site to the infrastructure or a new network owned by the
Root site via the Action menu or the Root site context menu.

Each site has a Baud rate value and Default Multiple Access Group value.

Change the ownership of a network

1. With the network in focus, open the Site drop-down list and select the site where ownership will
be transferred.

Figure 2-25
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2. Click Save. Ownership is changed and the infrastructure tree is updated.

If all assets in the network are owned by the same site as the network, their ownership will also
change to the site selected for the network. If there is an asset owned by a different site, the asset's
ownership will not change even though the asset will appear in the network's new owner site. This
means that the infrastructure tree may not always be accurate. However, if you go to the infra-
structure's Table view an accurate presentation can be seen.

Share an asset (network, controller, reader, input or, relay)
with another site

1. Display the details of the relevant asset (controller, reader, input or, relay).

2. Open the Select site to share with a drop-down list.

Figure 2-26
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3. Select the site where the asset will be shared.

4. Click Save. A user from the shared site will now be able to use the shared asset in their site.

If a network is shared with another site, the ownership of the network is changed to the Root site, and
the previous network owner now shares the network with the other selected shared sites.

If a controller is shared with another site, the ownership of the controller and its network changes to
the Root site, and the previous controller and network owner now share the controller and network
with the other selected shared sites.
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Table View support for MultiSite

In the Select Fields list, found in Field Selection Options, three new column headings have been added

to the Shared group: Owner, Shared with, and Site. This provides an infrastructure overview as it per-
tains to MultiSite.

Report Templates added in Table View are owned by the site that owns the logged-in user. The tem-
plates will not be available to users owned by other sites.
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CHAPTER 3:

Profiles

&

Profiles

The Profiles screen adds and manages profiles. A profile governs the author-
izations assigned to operators. The authorization settings determine whether an
operator can see a particular screen or, see and edit the data on a particular
screen.

There are three types of authorization:

: The screen or element(s) are hidden from an operator. Click a
module or element's white eye icon until it is dull . After the eye icon is

dulled, the pencil icon will automatically change to dull

: An operator may only see the screen or element(s) on the
screen without being able to alter it. Click a module or element's white pen-

cil icon until itis dull = . Verify that the eye icon is white © .

: An operator may see and edit the element(s) on the
screen. Click a module or element's eye icon and pencil icon until they are

both white @ &

Note: For you to make authorization changes or even to see the Profile
screen, you will need the authorization to edit profiles.

Authorizing an operator to edit an element will automatically authorize them to see it.
Any changes made to a profile will be applied to an assigned operator upon their next
GuardPoint10 session login.




Adding a New Profile

Use the following steps to create a new profile in the Profiles screen.

How to create a new profile

1. Go to the Management Task group and click Profiles.

Figure 3-1
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2. From the action bar, click New. New profile parameters and an expandable authorization tree
are displayed.

Figure 3-2
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3. Enter a profile name in the Name field. The default name is "New Profile".

(Optional) Enter a description that provided more information about the profile.

4. Click Select Multiple Access Groups. The Select Multiple Access Groups dialog is displayed.
Figure 3-3
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Add or Remove Multiple Access Groups to or from the Selected Multiple Access Group column via
the buttons between the columns.

After you are satisfied with the content of the Selected Multiple Access Group column, click
Select. The Multiple Access Groups selected are now available to operators, with the new pro-
file, for assignment to cardholders.

5. Expand the GUI authorization tree. The tree can have as many as three levels of authorization.
Choose the authorization setting for each GUI module or element.

A module is the parent element in the tree (i.e. a screen). You can set the authorization on the
module level, which will apply the same authorization to each subelement in the module or, you
can set the authorization for each element in the module.

To assist in the selection process, click on the name of a module or element, an image rep-
resenting the module or element is displayed to the right of the tree.

The GUI authorization types are as follows:
» Hidden: The screen or element(s) are hidden from an operator with this profile. Click a
module or element's white eye icon until it is dull - After the eye icon is dulled, the pen-
cil icon will automatically change to dull .

» Read-only: An operator, with this profile, may only see the screen or element(s) on the
screen without being able to alter it. Click a module or element's white pencil icon until it is

dull . Verify that the eye icon is white @
» Read and Write: An operator may see and edit the module or element(s) on the screen.
Click a module or element's eye icon and pencil icon until they are both white [@] .

7. After setting the authorizations, click Save. The profile is stored in the system database and the
profile name is displayed in the Profiles list to the left of the tree.

CHAPTER 3 | GuardPoint 10 Users Guide 9 3



After a profile is saved to the database, it can be assigned to an operator. For information about
assigning a profile to an operator, see "Operators (Users)" on page 103.

Duplicating a Profile

If you want to add a profile to the system that is identical or almost identical to an existing profile, use
the duplicate feature to perform this task quickly and accurately.

How to duplicate a profile's details & authorizations

1. Go to the Management Task group and click Profiles.

2. From the list of existing profiles on the left, select the profile that will be duplicated. The profile's
parameters and authorization tree are displayed.

Figure 3-4

(N) Management 77 o @100 nk = I | | et oo

3. From the action bar, click Duplicate. A new profile, identical to the profile in focus is displayed
to the right of the list of existing profiles. The only differences between the original and the
duplicate profile are:

» The duplicate profile's name is appended with "_Duplicate" (i.e. a profile named "Secur-
ityStaffMember" would have a duplicate named "SecurityStaffMember_Duplicate").

» The duplicate profile has not been saved in the system database and does not appear in the
Profile list.

» The duplicate profile has not been assigned to an operator.
4. (Optional) A best practice is to rename the duplicate profile to something more identifiable.
5. (Optional) Enter a description that provided more information about the profile.
Click Select Multiple Access Groups. The Select Multiple Access Groups dialog is displayed.
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Figure 3-5
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Add or Remove Multiple Access Groups to or from the Selected Multiple Access Group column via
the buttons between the columns.

After you are satisfied with the content of the Selected Multiple Access Group column, click
Select. The Multiple Access Groups selected are now available to operators, with the new pro-
file, for assignment to cardholders.

Expand the authorization tree. The tree can have as many as three levels of authorization.
Change the authorization setting for each module or element as required.

A module is the parent element in the tree. You can set the authorization on the module level,
which will apply the same authorization to each subelement in the module or, you can set the
authorization for each element in the module.

To assist in the selection process, click on the name of a module or element, an image rep-
resenting the module or element is displayed to the right of the tree.

The authorization types are as follows:
» Hidden: The screen or element(s) are hidden from an operator with this profile. Click a
module or element's white eye icon until it is dull - After the eye icon is dulled, the pen-
cil icon will automatically change to dull .

» Read-only: An operator, with this profile, may only see the screen or element(s) on the
screen without being able to alter it. Click a module or element's white pencil icon until it is

dull . Verify that the eye icon is white [@]

» Read and Write: An operator, with this profile, may see and edit the modules (screens) or
element(s) on the screen. Click a module or element's eye icon and pencil icon until they are

both white COX .

9. After changing the duplicate profile, do one of the following:
» Click Discard. The duplicate profile is removed.
» Click Save. The profile is stored in the system database and appears in the Profiles list.
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Assigning Multiple Access Groups to a Profile

X Note: This feature is only available when the Options screen General tab's Profile Multiple
Access Groups field is set to Yes.

When you assign a Multiple Access Group to a profile, it means that an operator, with the profile, can
only assign cardholders a Multiple Access Group from the list created for their operator profile.

Use the following steps to assign Multiple Access Groups to a profile.

How to assign a Multiple Access Group to a profile

1. Go to the Management Task group and click Profiles.

2. From the list of existing profiles on the left, select the profile that will be assigned Multiple
Access Groups. The profile's parameters and authorization tree are displayed.
Figure 3-6
s Management

3. From the action bar, click Select Multiple Access Groups. The Select Multiple Access Groups
dialog is displayed.
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Figure 3-7
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The variability of the Select Multiple Access Groups button (show or hide) is determined by
)' an Options screen setting. For more information see "General Tab Options" on page 568.

Add or Remove Multiple Access Groups to or from the Selected Multiple Access Group column via
the buttons between the columns.

After you are satisfied with the content of the Selected Multiple Access Group column, click
Select. The Multiple Access Groups selected are now available to operators, with this profile, for
assignment to cardholders.

4. Click Save in the Profiles screen to save the Profile in focus with its updated Multiple Access
Groups.

For more information about Multiple Access Groups, see "Multiple Access Groups" on page 156.

x Note: Multiple Access Groups may also be assigned based on a cardholder's Department and Vis-
itor status. However, if there is a conflict, in a cardholder's details, an operator assigns a Multiple
Access Group takes priority over the Department assigned Multiple Access Group.

Editing a Profile's Details & Authorizations

In a profile, there are two editable groups:

» Details

» Authorizations

Think of a profile as a container, the details include information about the container itself and the
authorizations include information about the contents of the container.

#  Note: The Administrator profile is built into the system and cannot be edited or deleted.

How to edit a profile's details & authorizations

1. Go to the Management Task group and click Profiles.

2. From the list of existing profiles on the left, select the profile that will be edited. The profile's
parameters and authorization tree are displayed.
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Figure 3-8
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3. Change the profile name as required.
The name should identify the type of authorizations set in the profile.
(Optional) Enter a description that provided more information about the profile.
4. Click Select Multiple Access Groups. The Select Multiple Access Group dialog is displayed.
Figure 3-9
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Add or Remove Multiple Access Groups to or from the Selected Multiple Access Group column via
the buttons between the columns.

After you are satisfied with the content of the Selected Multiple Access Group column, click
Select. The Multiple Access Groups selected are now available to operators, with the new pro-
file, for assignment to cardholders.

5. Expand the authorization tree. The tree can have as many as three levels of authorization.

6. Change the authorization settings for each module or element as required.
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A module is the parent element in the tree. You can set the authorization on the module level,
which will apply the same authorization setting to each subelement in the module or, you can set
the authorization for each element in the module.

To assist in the selection process, click on the name of a module or element, an image rep-
resenting the module or element is displayed to the right of the tree.

The authorization types are as follows:
» Hidden: The screen or element(s) are hidden from an operator with this profile. Click a
module or element's white eye icon until it is dull - After the eye icon is dulled, the pen-
cil icon will automatically change to dull .

» Read-only: An operator, with this profile, may only see the screen or element(s) on the
screen without being able to alter it. Click a module or element's white pencil icon until it is

dull . Verify that the eye icon is white @

» Read and Write: An operator, with this profile, may see and edit the modules (screens) or
element(s) on the screen. Click a module or element's eye icon and pencil icon until they are

both white COX .

7. After changing the profile, do one of the following:
» Click Discard. The details or authorizations return to their previously saved values.
» Click Save. The new profile information is stored in the system database.

x Note: After a profile is updated and saved in the system database, all operators with the profile
are governed by the updated authorizations.
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Deleting a Profile from the System

Before you can delete a profile, it must be detached from any operator currently assigned to the pro-
file. For information about attaching a different profile to an operator, see "Editing an Operator’s
Details" on page 105.

How to delete a profile from the system

Go to the Management Task group and click Profiles.

2. From the list of existing profiles on the left, select the profile that will be deleted. The profile's
parameters and authorization tree are displayed.

Figure 3-10
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3. From the action bar, click Delete, and then confirm the operation. The profile is removed from
the system and no longer appears in the Profile list.

< Note: The Administrator profile is built-in to the system and cannot be edited or deleted.
/
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Profiles: MultiSite Impact

Each site has its own profiles. Profiles cannot be shared with other sites. The name of the site that
owns a profile appears in the profile's details.

When a site is added via the infrastructure screen, an Administrator profile owned by the new site is
automatically added to the system. The Administrator profile name is prefixed with the name of the

site that owns it.
A profile is attached to a user and applied to all sites where the user has authorization.

The list of saved profiles will only show those profiles owned by sites where the logged-in user has
authorization.

Add a Profile

1. From the Action menu, click New.
» If the logged-in user is only authorized in their owner site, the new profile will have the
same owner site as the logged-in user.
» If the logged-in user is authorized in multiple sites, select the site that will own the new pro-
file from the New button's drop-down list.

2. Complete new profile's details, and then click Save.
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CHAPTER 4:

Operators (Users)

|

Users

The Users screen is where GuardPoint10 operators are defined. An operator,
also known as a user, is a person entrusted with security system operations. An
operator is identified in the system by their GuardPoint10 login credentials (user
name and password).

An operator is bound to a set of authorizations, which allows an operator to read
or read & write to various parts of the interface. The authorizations are grouped
into profiles.

Operators saved in the system database are identified as cardholders with or
without a badge code assignment. If you look at the Cardholder screen, you will
find cardholder-operators created in the Operators screen.



Adding a New Operator

Note: Operators (with their parameter information) saved in the system database are identified as
cardholders without a badge assignment. If you look at the Cardholder screen, you will find oper-
ators who have been added via the Operators screen.

Use the following steps to add a new operator via the Operator screen.

How to add a new operator

1. Go to the Management Task group and click Users. The Users screen is displayed.
2. From the action bar, click New. New operator parameters are displayed.
Figure 4-1
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3. Enter operator information in the parameter fields. The required parameters are as follows:

#» User Name: The name that is part of the operator's credentials and is required when log-
ging in to GuardPoint10.

» Password: The confidential password that is the second half of the operator's credentials
and is required when logging in to GuardPoint10.

» Should Password be replaced: Forces the user to change their password the next time
they log in to GuardPoint10.

» Last Name: The last name of the operator. This name will appear in the Operators list to
the left of the New Operator parameters.

» Language: After the operator is logged in, this is the language of the text that will appear
on the screen.

» Attached Profile: More about this in Step 4.

For more information about the parameters, see "Users Screen" on page 627.

4. Select a profile from the Attached Profile drop-down list.

Profiles are defined in the Profiles screen. A profile contains authorizations such as:
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# Hide information from an operator with the selected profile.

* Show information to an operator, with the selected profile.

*» Allow an operator with this profile to edit information on a particular screen.
For more profile information, see "Profiles" on page 91.

5. (Optional) Select the Show Profile Data checkbox to see the selected profile's expandable tree
of authorizations.

6. (Optional) Select the Show Multiple Access Groups Data checkbox to see the Multiple Access
Groups that an operator, with the selected profile, can choose from when assigning a Multiple
Access Group to a cardholder.

7. Click Save. The operator information is stored in the system database and the operator's name
is displayed in the Operators list to the left of the parameters.

Editing an Operator’s Details

An GuardPoint10 operator has two categories of details:

» Authorization details
» Operator details

Authorization details

Authorizations are stored in profiles. Profiles are defined in the Profiles screen. You can designate the
following authorization types to screens and some screen elements:

» Hide information

» View information without the ability to edit it

» View and edit information

For more information about profiles, see "Profiles" on page 91.

Operator details

Operator details have more to do with the operator's identity in the system than authorizations. The fol-
lowing is the operator information you may enter via the Users screen:

» User Name: The name that is part of an operator's credentials and is required when logging in to
GuardPoint10.

» Password: The confidential password that is the second half of an operator's credentials and is
required when logging in to GuardPoint10.

* Should Password be replaced: Forces the user to change their password the next time they log
in to GuardPoint10.

* Last Name: The last name of an operator. This name will appear in the Operators list to the left
of the New Operator parameters.

» Language: After the operator is logged in, this is the language of the text that will appear on the
screen.
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» Attached Profile: Assigns the system authorizations to an operator by attaching a profile. A pro-
file is a collection of authorizations.

» First name: (Optional) The first name of an operator. This name will precede an operator's last
name in the Operators list to the left of the Operator parameters.

2 Email: (Optional) The email address where an operator may be contacted.

? Phonel/Phone2: (Optional) The primary and secondary phone numbers where an operator may
be contacted.

» Address: (Optional) The home address of an operator.

How to edit the details of an operator

1. Go to the Management Task group and click Users. The Users screen is displayed.

2. From the list of existing operators on the left, select the operator whose details will be edited.
The operator's parameters are displayed.

Figure 4-2
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3. Change any of the details that pertain to the identity of the operator or switch the operator's pro-
file.

4. After changing the details, do one of the following:

» Click Discard. The unsaved operator parameter values return to their previously saved val-
ues.

» Click Save. The operator information is stored in the system database.

Attaching a Cardholder to Operator Details

An operator does not have to be a cardholder. For example, if your system is monitored off-site, there
may not be a need for the GuardPoint10 operator to access the premises; therefore, they do not need a
badge. However, there are many cases where you would want your GuardPoint10 operator to be on-
site and have a badge.

A single cardholder may be attached to multiple operator details.
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Note: Operators (with their parameter information) saved in the system database are identified as
cardholders without badge assignments. If you look at the Cardholder screen, you will find oper-
ators listed that have been previously added and saved via the Operators screen.

How to attach a cardholder to operator details

1. Create a cardholder and assign the cardholder a badge.

For information on how to perform this task, see "Adding Customized Fields to Cardholder
Details" on page 199.

2. Go to the Management Task group and click Users. The Users screen is displayed.
Do one of the following:
» From the list of existing operators on the left, select the operator whose details will be
attached to a cardholder. The operator's parameters are displayed.

» Add a new operator (see "Adding a New Operator"” on page 104) and select the operator's

name from the Operators list on the left, if it's not already on focus. The operator's para-
meters are displayed.

Figure 4-3
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4. With the operator details displayed, click Attach Cardholder in the action bar, and then confirm
the operation. A Select Cardholder dialog is displayed with a cardholder table inside.
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Figure 4-4
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For information about table filters, see "Table Filters" on page 695.

5. Choose a cardholder from the Select Cardholder dialog, and then click Select. The selected card-
holder is now an operator and details that identified the operator are replaced by the card-

holder's details.

)f Note: The original saved operator details still exist and can be found in the Cardholder

screen.

Attach Active Directory Credentials to User

An Active Directory (AD) sits on a domain controller Server machine. Among other things, an AD
authenticates and authorizes all users and computers in a Windows domain type network. When you
log in to Windows with a Username and Password the Username and Password credentials are val-

idated via the AD.

When attaching an GuardPoint10 user to an AD user, you are allowing that GuardPoint10 user to log in

to GuardPoint10 with the same credentials used when they logged in to Windows.

Note: To attach a user to an AD user, the following prerequisites must be performed:

- Install the GuardPoint10 Full installation (Server installation) on a machine in the domain network.
- GuardPoint10 workstation installations also have to be on machines in the same domain network.

- In the Options screen’s General tab, set Enable Active Directory to Yes and then enter the

Domain name. You may have to get the name from the organization’s IT staff.
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How to attach an AD user to an GuardPoint10 user

Go to the Management Task group and click Users. The Users screen is displayed.
From the action bar, click New, or select an existing user. User details are displayed.
In Active Directory Username, click Attach. A Select Username dialog is displayed.

AW N

Choose the AD user logon name that will be attached to the GuardPoint10 user, and then click
Select. The AD user logon name will appear in the field to the left of the Attach button.

Other User fields will be automatically filled with information found in the AD credentials. The
fields are editable and can be changed as required.

However, the Password, Language, and Attached Profile fields will remain empty or
unchanged. These field values must be manually entered or selected before the user details can
be saved.

Figure 4-5
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5. Click Save. The user will now be able to log in to GuardPoint10 with their GuardPoint10 user
name and password, or just by clicking the Login with Windows Credentials button without
entering a user name or password.

/¢ Note: If AD user information is changed, GuardPoint10 will not automatically update the
information in the user's details. The AD user will have to be detached and then reattached to
the GuardPoint10 user to update the information.

To detach an AD user from an GuardPoint10 user

Go to the Management Task group and click Users. The Users screen is displayed.
2. Select a saved user who is attached to an AD user.
In Active Directory Username, click Detach, and then Save.

The AD user is detached from the GuardPoint10 user. However, the information in the user's
details remains unchanged.
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Deleting an Operator from the System

After you delete an operator from the system, you cannot undo the operation.

Note: Remember an operator is also a cardholder. If you delete an operator, only the operator
information is deleted; the cardholder details remain intact.

How to delete an operator from the system

1. Go to the Management Task group and click Operators. The Operators screen is displayed.

2. From the list of existing operators on the left, select the operator whose details will be deleted.
The Operator's parameters are displayed.

Figure 4-6
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3. From the action bar, click Delete, and then confirm the operation. The operator is removed
from the system and the operator's name no longer appears in the Operators list. However, the

cardholder data about the deleted operator remains intact and can be found in the Cardholders
screen.
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Operator (User): MultiSite Impact

A user's details include the following new fields:

» Owner: Identifies the site that owns the user and where the user has authorization.
#» Sites: A drop-down list of sites where a user's authorization can be extended to other sites.

» Super User: When selected, the user has authorizations to all sites including the Root site. In
addition, the API Center is only available to super users.

Figure 4-7

() Management =l o ¢ | Wy Cosert ] Arange At | Hep | Helosaminy, 3] togout

When selected, the useris
designated as a super user and
has authorization to ll stes in

the system.
| Discard | O Refresh List The site specific profile
assignedto the user.

site3

Siteswhere ownership
ofanew useris
selected

The site thatowns the
userand where the user
has authorization.

Adrop-down list where
othersite authorisations

Multiple Access Groups may be selected

owned by the same site
asthe user

A user's corresponding cardholder will by default be owned by the same site as the user and have the
share type of Local, regardless of the user's super user status or additional site authorizations.

A user's super user status or additional site authorizations can be changed at any time.
Only a logged-in super user can change another user's status to super user.

A user's attached profile is applied to all sites where the user is authorized even though the profile is
owned by one site and cannot be shared.

The list of saved users is filtered to show only those users owned by a site where the currently logged-
in user has authorization.

Add a User

1. From the Action menu, click New.

If the logged-in user is only authorized in their owner site, the new user will have the same
owner site as the logged-in user.

If the logged-in user is authorized in multiple sites, select the site that will own the new user
from the New button's drop-down list.

2. Complete new user's details including the new MultiSite field, and then click Save.
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CHAPTER 5:

Time Zones

SHEMER

Time Zone Time Zone Time Zone

ATime Zone determines the behavior of various entities inthe system. ATime Zone
ismade up of arange of times setto green or white. This white or green setting gov-
erns anentity's behaviorand permissions.

All eventbehaviors connected to a system entity (actions and reactions) have
timestamps. Atimestampis anactual time whichaneventtakes place. Assoonas
aneventis stamped, its timestampis checked against the current period (greenor
white). Based onthe period where the timestampfalls, asetof rules are applied.

ATime Zoneis applied toa system entity throughan assigned Weekly Program
(WP). AWP ismade up of one or more Daily Programs and, optionally, one or more
Holidays and Special days.



Daily Program Time Zones

Note: Defining Time Zones, Daily Programs, and Weekly Programs is very important. Properly
defining the green and white periods in Daily Programs is essential for the system to work optim-
ally.

A best practice is to successively specify the Daily and Weekly programs, as well as Holiday and
Special Days, before defining the other parameters of the system.

A Time Zone determines the behavior of various entities in the system, this includes Cardholders, Read-
ers, Inputs devices & Relays, and Reflexes. That's the simple definition. Now, let's look at what makes
up a Time Zone and what's needed to apply a Time Zone.

A Time Zone is made up of a range of times set to green or white. This white or green setting governs
an entity's behavior and permissions.

All event behaviors connected to a system entity (actions and reactions) have timestamps. A
timestamp is the time at which an event takes place. As soon as an event is stamped, its timestamp is
checked against the current period (green or white). Based on the period where the timestamp falls, a
set of rules are applied.

To apply a Time Zone to a system entity or cardholder requires a Daily Program and a Weekly Program
(WP).

There is an additional option that allows you to add rule exception dates to a WP. These date excep-
tions are Holidays and Special Days.

In this topic, we will cover the Daily Program, which is a building block for creating Weekly Programs.

Daily Program

A Daily Program is a 24-hr segment of time during which a particular set of green and white periods
may exist. A Daily Program supports a maximum of 4 green periods.

The system has two predefined Daily Programs:

» Always: A green period all day long (Default).
» Never: A white period all day long.

A Daily Program is not directly assigned to an entity. A Daily Program is assigned to one or more
Weekly Programs (WPs). The WP is the object assigned to an entity.

Adding a New Daily Program

Use the following steps to create a new Daily Program in the Time Zone screen.

114



How to create a new Daily Program

Go to the Setup Task group and click Time Zones. The Time Zones screen is displayed.

2. On the left side of the action bar, select Daily Program. The Time Zones' Daily Program screen
is displayed.
3. From the action bar, click New. New Daily Program parameters and a default day calendar are
displayed.
Figure 5-1
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4. Enter a new name for the Daily Program.

The name should identify the use of the program (when it would be applied in a Weekly Pro-
gram).

(Optional) Enter a description that provided more information about the program.

5. Inthe day calendar area, you have the following edit options:

» Drag the top or bottom border of the default green period to adjust the time in 15-minute
intervals.

» Double-click on the default green period to open a dialog and make precise adjustments to
the time in the default green period.

» Click the Define new interval button to set a precise time for an additional green period
within the displayed 24 hour day.

Alternatively, right-click on a white period (colored white) on the day calendar, and then
click Define new interval in the context menu. A new green period, within the displayed
24 hour day, is added.

» Right-click on a green period on the day calendar and then click Remove region in the con-
text menu. The region is removed.
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6. After changing the default settings in the new Daily Program, do one of the following:
» Click Discard. The unsaved Daily Program is removed.

» Click Save. The new Daily Program is stored in the system database and can be applied to a
WP.

Note: A Daily Program can support a maximum of 2 or 4 green periods. The maximum number of
green periods is set in the Options screen.

Duplicating a Daily Program

If you want to add a Daily Program to the system, which is identical or almost identical to an existing
Daily Program, use the Duplicate feature to perform this task quickly and accurately.

How to duplicate a Daily Program

Go to the Setup Task group and click Time Zones. The Time Zones screen is displayed.

2. On the left side of the action bar, select Daily Program. The Time Zones' Daily Program screen
is displayed.

3. From the list of existing Daily Programs on the left, select the Daily Program that will be duplic-
ated. The Daily Program's parameters and day calendar are displayed.

Figure 5-2

4. From the action bar, click Duplicate. A new Daily Program, identical to the Daily Program in
focus, is displayed to the right of the list of existing Daily Programs. The only differences
between the original and the duplicate are:

#» The duplicate's name is appended with "_Duplicate" (i.e. a Daily Program named "Temp
Daily Program" would have a duplicate named "Temp Daily Program_Duplicate").

¥ The duplicate has not been saved in the system database and will not appear in the list of
existing Daily Programs.

* The duplicate has not been used in a WP.
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A best practice is to rename the duplicate to something more identifiable.
5. Change the day calendar as required.
In the day calendar area, you have the following edit options:
» Drag the top or bottom border of a green period to adjust the time in 15-minute intervals.

» Double-click on a green period to open a dialog and make precise adjustments to the time in
the default green period.

» Click the Define new interval button to set a precise time for an additional green period
within the displayed 24 hour day.

Alternatively, right-click on a white period (colored white) on the day calendar, and then
click Define new interval in the context menu. A new green period, within the displayed
24 hour day, is added.

» Right-click on a green period on the day calendar and then click Remove region in the con-
text menu. The region is removed.
6. After modifying the duplicate Daily Program, do one of the following:
» Click Discard. The unsaved, duplicate Daily Program is removed.

» Click Save. The Daily Program is stored in the system database and is added to the list of
existing Daily Programs.

Editing a Daily Program
In a Daily Program, there are two editable groups:

» Details (the Daily Program's name and description)
» Day calendar periods (graphically displayed green and white periods)

How to edit a Daily Program

1. Go to the Setup Task group and click Time Zones. The Time Zones screen is displayed.

2. On the left side of the action bar, select Daily Program. The Time Zones' Daily Program screen
is displayed.

3. From the list of existing Daily Programs on the left, select the Daily Program that will be edited.
The Daily Program's parameters and day calendar are displayed.
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Figure 5-3

4. Change the name, description, and day calendar as required.
In the day calendar area, you have the following edit options:

» Drag the top or bottom border of a green period to adjust the time in 15-minute intervals.

» Double-click on a green period to open a dialog and make precise adjustments to the time in
the default green period.

» Click the Define new interval button to set a precise time for an additional green period
within the displayed 24 hour day.
Alternatively, right-click on a white period (colored white) on the day calendar, and then
click Define new interval in the context menu. A new green period, within the displayed
24 hour day, is added.

» Right-click on a green period on the day calendar and then click Remove region in the con-
text menu. The region is removed.

5. After changing the Daily Program, do one of the following:
» Click Discard. The unsaved details and day calendar return to their previously saved val-
ues.

» Click Save. The updated Daily Program is stored in the system database and can be applied
to a Weekly Program.

< Note: After a Daily Program is updated and saved in the system database, all WPs that previously
¢ used the Daily Program are now governed by the updates.

<+ Note: The Always and Never Daily Programs are built into the system and cannot be edited or
deleted.
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Deleting a Daily Program from the System

Before you can delete a Daily Program, it must be detached from any Weekly Program (WP) currently
using the Daily Program. For information about replacing a Daily Program used in a WP, see "Editing a
Weekly Program" on page 125.

How to delete a Daily Program from the system

Go to the Setup Task group and click Time Zones. The Time Zones screen is displayed.

2. On the left side of the action bar, select Daily Program. The Time Zones' Daily Program screen
is displayed.

3. From the list of existing Daily Programs on the left, select the Daily Program that will be deleted.
The Daily Program's parameters and day calendar are displayed.

Figure 5-4

aily Program

4. From the action bar, click Delete, and then confirm the operation. The Daily Program is
removed from the system database and no longer appears in the Daily Program list.

< Note: The Always and Never Daily Programs are built into the system and cannot be edited or
/
deleted.
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Weekly Program Time Zones

Note: Defining Time Zones, Daily Programs, and Weekly Programs is very important. Properly
defining the green and white periods in Daily Programs is essential for the system to work optim-
ally.

A best practice is to successively specify the Daily and Weekly programs, as well as Holiday and
Special Days, before defining the other parameters of the system.

A Time Zone determines the behavior of various entities in the system, this includes Cardholders,
Reader, Inputs, Relays, and Reflexes. That's the simple definition. Now, let's look at what makes up a
Time Zone and what's needed to apply a Time Zone to a system entity.

A Time Zone is made up of a range of times (periods) set to green or white. This white or green set-
ting governs an entity's behavior and permissions.

All event behaviors connected to a system entity (actions and reactions) have timestamps. A
timestamp is the time at which an event takes place. As soon as an event is stamped, its timestamp is
checked against the current period (green or white). Based on the period where the timestamp falls, a
set of rules are applied.

To apply Time Zones to a system entity requires a Weekly Program (WP).

In this topic, we will cover the WP, which is made up of one or more Daily Programs and may include a
Holiday or Special days.

Weekly Program (WP)

A WP consists of one Daily Program for each day in the weekly calendar. In addition to the standard
seven-day weekly calendar, there is a Holiday option appended to the week and two Special Days (Spe-
cial Day 1 and Special Day 2). For more information about Holidays and Special Days, see "Time Zones
Holiday & Special Day" on page 130.

Note: The Special Days will only appear when the Options screen's Use Special days is set to
Yes.

Daily Programs may be assigned to each day of a WP.

The system has two predefined WPs. These WPs are as follows:

» WP Always: Associates each day of the week and holidays to the Daily Program Always.
*» WP Never: Associates each day of the week and the holidays to the Daily Program Never.

Note: There is a third WP. However, it is only available via Access management. The third WP is
called WP Personal. For more information about the WP Personal Weekly Program, see the
"General Tab" on page 608.
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Demonstration model of green and white period applic-
ations

The following table illustrates the influence of green and white periods on the system.

White Period

Cardholder Access Access denied

A WP, attributed to a cardholder, defines when a card
holder may be granted access. It is attributed via an

Access Groups (see "Access Groups Screen" on

page 506) or, if applicable, the cardholder's Personal
WP (see the "General Tab" on page 608).

Readers Security Level 2

A WP, assigned to a reader, defines the reader's
Access Mode rules. It is attributed via the Reader
details' Access Mode tab (see "Access Mode Tab" on
page 462).

Alarm Zones (Input Groups) or individual Input Disarmed

devices

A WP, attributed to an alarm zone or an input device,
defines when it is armed or disarmed. It is attributed
via the Security Task group's Events screen (see
"Overriding an Alarm Zone's Status" on page 366).

Relays Disarmed

A WP, attributed to a relay, defines when it is auto-
matically activated. It is attributed via the Relays
table and Relay details (see "Relays Table" on
page 488 or "Relay Details" on page 485).

Local Reflexes Not triggered

A WP, attributed to a Local Reflex, defines when it can
be triggered. It is attributed via the Local Reflexes dia
log (see "Local Reflex Details" on page 490 and "Local
Reflex Table" on page 492).

Adding a New Weekly Program

Use the following steps to create a new Weekly Program (WP) in the Time Zone screen.

How to create a new WP

1. Go to the Setup Task group and click Time Zones. The Time Zones screen is displayed.

2. On the left side of the action bar, select Weekly Program. The Time Zones' Weekly Program
screen is displayed.
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3. From the action bar, click New. New WP parameters with a default weekly calendar are dis-
played.

The default weekly calendar has the Always Daily Program applied to each day in the WP's
weekly calendar.

Figure 5-5
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4. Inthe Name field, enter a new name for the WP.
The name should identify the use of the program (where or when it would be applied).

(Optional) Enter a description that provided more information about the WP.

5. Inthe weekly calendar area, where required, replace the Always Daily Program with another
previously defined Daily Program:

a. Click the down arrow in the drop-down list at the top of a day column. The Select Daily Pro-
gram dialog is displayed.
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Figure 5-6
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b. Select a Daily Program from the list of existing Daily Programs. For information about the
selection, refer to the image of the selected program's green period to the right of the Daily
Programs list.

c. Click Select. The day column now shows the selected Daily Program with its green period
(s).
Alternatively, create and add a new daily Program from inside the WP (see "Adding a Daily Pro-
gram from inside a Weekly Program" on page 126).

6. Repeat Step 5 for each day in the weekly calendar until you are satisfied with the WP's weekly
calendar.

Alternatively, assign a Daily Program to the first day of the workweek in the WP, and then click
the Copy Daily Program to weekdays button. The Daily Program will be applied to each day
of the defined workweek in the weekly calendar.

7. After changing the default settings in the WP, do one of the following:
» Click Discard. The unsaved WP is removed.

)f Note: If you created a new Daily Program from inside the new WP, and then discard the
WP, the new Daily Program will remain in the system and is available for assignment.

» Click Save. The new WP is stored in the system database and appears in the Existing
Weekly Programs list.

Duplicating a Weekly Program

If you want to add a Weekly Program (WP) to the system that is identical, or almost identical, to an
existing Daily Program, use the duplicate feature to perform this task quickly and accurately.
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How to duplicate a WP

Go to the Setup Task group and click Time Zones. The Time Zones screen is displayed.

2. On the left side of the action bar, select Weekly Program. The Time Zones' Weekly Program
screen is displayed.

3. From the list of existing WPs on the left, select the WP that will be duplicated. The WP's para-
meters and weekly calendar are displayed.

Figure 5-7
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4. From the action bar, click Duplicate. A new WP, identical to the WP in focus is displayed to the
right of the list of existing WPs. The only differences between the original and the duplicate are:

» The duplicate's name is appended with "_Duplicate" (i.e. a WP named "DayWork" would
have a duplicate named "DayWork_Duplicate").

» The duplicate has not been saved in the system database and does not appear in the list of
existing Weekly Programs.

» The duplicate has not been attached to any system entity.
A best practice is to rename the duplicate to something more identifiable.
5. Change the WP description and weekly calendar as required.
In the weekly calendar area, you have the following edit options:

» Change the Daily Program of a day in the weekly calendar by creating a new Daily Program
from inside the WP (see "Adding a Daily Program from inside a Weekly Program" on
page 126).

» Change the Daily Program of a day in the weekly calendar by selecting an existing Daily Pro-
gram from the drop-down list at the top of a day column in the weekly calendar.

» Change the Daily Program of the first day in the workweek, and then click the Copy Daily
Program to week days button. The Daily Program will be applied to all of the other days
in the predefined workweek.
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6. After changing the duplicate WP, do one of the following:
# Click Discard. The unsaved, duplicate WP is removed.

x Note: If you created a new Daily Program from inside the duplicate WP, and then dis-
card the WP, the new Daily Program will remain in the system and is available for assign-
ment.

» Click Save. The duplicate WP is stored in the system database and can be applied to a sys-
tem entity.

Editing a Weekly Program
In a Weekly Program (WP), there are two editable groups:

» Details (the WP's hame and description).

» Weekly calendar the area where green and white periods are assigned.

How to edit a WP

Go to the Setup Task group and click Time Zones. The Time Zones screen is displayed.

2. On the left side of the action bar, select Weekly Program. The Time Zones' Weekly Program
screen is displayed.

3. From the list of existing WPs on the left, select the WP that will be edited. The WP's parameters
and weekly calendar are displayed.

Figure 5-8
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4. Change the WP as required.
In the details area, you can change the name or description.
In the weekly calendar area, you have the following edit options:

Assign An existing Daily Program to a day in the weekly calendar
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a. Click the down arrow in the drop-down list at the top of a day column. The Select Daily Pro-
gram dialog is displayed.

Figure 5-9
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b. Select a Daily Program from the list of existing Daily Programs. For information about the
selection, refer to the image of the selected program's green period to the right of the Daily
Programs list.

c. Click Select. The day column now shows the selected Daily Program with its green period
(s).
Create and add a new daily Program from inside the WP

See "Adding a Daily Program from inside a Weekly Program" below.

Automatically populate a weekly calendar's workweek

Assign a Daily Program to the first day of the workweek in the WP, and then click the Copy
Daily Program to weekdays button. The Daily Program will be applied to each day of the
defined workweek in the weekly calendar.

5. After changing the WP, do one of the following:

# Click Discard. The unsaved details and weekly calendar return to their previously saved val-
ues.

# Click Save. The updated WP is stored in the system database and can be applied to a sys-
tem entity. If the WP was previously assigned to an entity, the entity will now be governed
by the updated WP data.

)f Note: If you created a new Daily Program from inside the WP, and then discard the WP
changes, the new Daily Program will remain in the system and is available for assignment.

Adding a Daily Program from inside a Weekly Program

Use the following steps to create a new Daily Program from inside a Weekly Program (WP).
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How to add a Daily Program from inside a Weekly Program (WP)

1. Go to the Setup Task group and click Time Zones. The Time Zones screen is displayed.

2. On the left side of the action bar, select Weekly Program. The Time Zones' Weekly Program
screen is displayed.

3. From the Time Zones Weekly Program screen, select a WP from the list of existing Weekly Pro-
grams. The WP's parameters and the weekly calendar are displayed.

4. Inthe weekly calendar, choose the day where you would like the new Daily Program to appear,
and then do one or both of the following:

a. Drag the top or bottom border of an existing green period and adjust the time.
This will only adjust in 15-minute intervals.

b. Double-click a green period to open a dialog where you can adjust the times of the period
more precisely.

c. Right-click on a non-green period area and select Add New Region. A new green area
will appear in the area of the initial right-click.

Now adjust the borders as instructed in Step "a" or "b".
d. Repeat either Step "a", "b" and or "c" until satisfied with the green period(s).

5. Click on another day on the calendar. A New Daily Program dialog is displayed.
6. Enter a name, and if required a description, for the Daily Program, and then click Save.
Figure 5-10

New Daily Program X

You are about to save new daily program (The weekly program will also saved)

Name: Late starters

Description: WP for people who start |ate and end late.

The new Daily Program name appears at the top of the day's column and in the Time Zones'
Daily Program screen. The new Daily Program can then be assigned to other days in the WP and
days in other WPs.

CHAPTER 5 | GuardPoint 10 Users Guide -l 27



Figure 5-11
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7. After changing the WP, do one of the following:

» Click Discard. The unsaved details and weekly calendar return to their previously saved val-
ues.

# Click Save. The updated WP is stored in the system database, displayed in the Existing
Weekly Programs list, and can be applied to a system entity.

Note: Part of the Adding a New Daily Program from inside a WP is an automatic save. If you add a
new Daily Program from a WP as part of a general WP edit, the Discard command will undo any
changes made after adding the new Daily Program from inside a WP (assuming you didn't click
Save), but it will not undo any changes made before adding the new Daily Program from inside a
WP.

If you delete a WP, where a Daily Program was added from inside the WP, the Daily Program will
remain in the Time Zones' Daily Program list.

Note: The WP Always and WP Never Weekly Programs are built into the system and cannot be
edited or deleted.
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Deleting a Weekly Program from the System

Before you can delete a Weekly Program (WP), it must be detached from any entity in the system cur-
rently using the WP. For information about replacing a WP with another WP, see "Editing a Weekly Pro-

gram" on page 125.
How to delete a WP from the system

Go to the Setup Task group and click Time Zones. The Time Zones screen is displayed.

2. On the left side of the action bar, select Weekly Program. The Time Zones' Weekly Program
screen is displayed.

3. From the list of existing WPs on the left, select the WP that will be deleted. The WP's parameters
and weekly calendar are displayed.

Figure 5-12

4. From the action bar, click Delete, and then confirm the operation. The WP is removed from the
system and no longer appears in the Existing Weekly Program list.

Note: The WP Always and WP Never Weekly Programs are built into the system and cannot be
edited or deleted.

If you delete a WP, where a new Daily Program was created and added from inside the WP (see
"Adding a Daily Program from inside a Weekly Program" on page 126), the Daily Program will
remain in the Time Zones' Daily Program list.
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Time Zones Holiday & Special Day

Time Zone

Note: Defining Time Zones, Daily Programs, and Weekly Programs is very important. Properly
defining the green and white periods in Daily Programs is essential for the system to work optim-
ally. Holidays and Special days are date exceptions to a Weekly Program.

A best practice is to successively specify the Daily, Weekly programs as well as Holiday and Spe-
cial days before defining the other parameters of the system.

A Time Zone determines the behavior of various entities in the system, this includes Cardholders, Read-
ers, Inputs, Relays, and Reflexes. That's the simple definition. Now, let's look at what makes up a
Time Zone and what's needed to apply a Time Zone to a system entity.

A Time Zone is made up of a range of times set to green or white. This white or green setting governs
an entity's behavior and permissions.

All event behaviors connected to a system entity (actions and reactions) have timestamps. A
timestamp is an actual time in which an event takes place. As soon as an event is stamped, its
timestamp is checked against the current period (green or white). Based on the period where the
timestamp falls, a set of rules are applied.

To apply Time Zones to a system entity requires a Weekly Program (WP), which is made up of one or
more Daily Programs and may include one or more Holidays and Special days.

In this topic, we will cover the optional Holiday & Special days, which may be used as a building block
for creating a Weekly Program.

Holidays and Special Days

Note: For Special Days to be available in a WP, the Options screen's Use Special days must be
set to Yes. For more information, see "Options Screen" on page 567.

The Holiday and Special Days options allow you to specify dates on which the system will use a dif-
ferent set of Daily Program rules (green and white periods). During these dates, green and white peri-
ods defined in the Daily Program, and assigned to Holiday, Special Day 1, or Special Day 2, are applied
regardless of the Daily Program assigned to that particular day of the week in the WP.
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Adding a Holiday or Special Day

The Holiday and Special Day options allow you to specify dates on which the system should use a dif-
ferent set of Daily Program rules (green or white periods). During these dates, green and white peri-
ods defined in the Daily Program, and assigned to Holiday, Special Day 1, or Special Day 2, are applied
regardless of the Daily Program assigned to that particular day or days of the week in the Weekly Pro-
gram (WP).
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Note: For Special Days to be available in the WP, the option Use Special days must be set to Yes
(see "Options Screen" on page 567).

The instructions that follow take for granted that Use Special days is set to Yes.

How to create a Holiday or Special Day

1. Go to the Setup Task group and click Time Zones. The Time Zones screen is displayed.

2. On the left side of the action bar, select Holiday Program. The Time Zones' Holiday Program
screen is displayed.
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Figure 5-13
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3. Click on the date when the Holiday or Special Day will occur.
If necessary, use the month navigation buttons on the right side of the calendar title bar.
4. From the action bar, click New. The Holiday Definition dialog is displayed.

Alternatively, right-click on the selected date, and then click the Add Holiday command. The
Holiday Definition dialog is displayed.

Figure 5-14
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5. Enter a new name for the Holiday/Special Day.

(Optional) Enter a description that provided more information about the Holiday/Special day.
6. Specify the To and From dates of the Holiday/Special day.

The date selected in Step 3 is entered by default.

7. If you want the Holiday/Special day to repeat every year on the same date(s), drag the Repeat
each year button to Yes.

8. From the Type drop-down list, select Holiday, Special day 1, or Special day 2. In the WP, the
green period assigned to the selected day(s) will be applied to the weekday when the Hol-
iday/Special day occurs.

9. Click Save. The Holiday/Special day is stored in the system database and is applied to all WPs.
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Note: On rare occasions, where there may be a data conflict in the system database, click Unlock
in the Holiday action bar to resolve the conflict. Clicking Unlock, where no data conflict exists, will
not adversely affect your system or data.

Whether or not Unlock appears in the action bar, is determined by the Options setting. For more
information, see "System & SQL Options" on page 577.

Editing or Deleting a Holiday or Special Day
How to edit a Holiday / Special day

1. Go to the Setup Task group and click Time Zones. The Time Zones screen is displayed.

2. On the left side of the action bar, select Holiday Program. The Time Zones' Holiday Program
screen is displayed.

Figure 5-15

3. Click on the date when the Holiday or Special day occurs.
If necessary, use the month navigation buttons on the right side of the calendar title bar.

4. Right-click on the selected date, and then click the Edit Holiday command. The Holiday Defin-
ition dialog is displayed.
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Figure 5-16
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5. Make the required changes to the Holiday/Special day information, and then click Save. The Hol-
iday/Special day is stored in the system database and is applied to all WPs.

Alternatively, to add additional days to an existing holiday, drag the left or right border of the hol-

iday entry to another date in the same row of the calendar. confirm the operation and the cal-
endar updates accordingly.

How to delete a Holiday / Special Day

1. Go to the Setup Task group and click Time Zones. The Time Zones screen is displayed.

2. On the left side of the action bar, select Holiday Program. The Time Zones' Holiday Program
screen is displayed.

3. Click on the date when the Holiday or Special day occurs.
If necessary, use the month navigation buttons on the right side of the calendar title bar.

4. From the action bar, click Delete, and then confirm the operation. The Holiday/Special day is
removed from the calendar and the database.

Alternatively, right-click on the selected date, and then click the Delete Holiday. The Hol-
iday/Special day is removed from the calendar.

Note: On rare occasions where there may be a data conflict in the system database, click Unlock
in the Holiday action bar to resolve the conflict. Clicking Unlock, where no data conflict exists, will
not have any adverse effects on your system or data.
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Time Zones: MultiSite Impact

Each site has its own Daily Programs (DP) and Weekly Programs (WP). These DPs and WPs cannot be
shared with other sites. The built-in DP and WP, named Always and Never, are accessible to all sites.

If a user is adding a new DP or WP they must select the site that will own the DP or WP via the New but-
ton's drop-down list. This is especially relevant for users who have authorization to more than one site.

When adding a new WP, you can only select a DP owned by the same site.
The list of saved DPs and WPs will display all site DPs and WPs where the user has authorization.

The site owner of a selected DP or WP appears above the Hours or Week table. Ownership of a DP and
WP cannot be changed.

Figure 5-17
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Holiday support for MultiSite

Holidays, like DPs and WPs, need to be owned by a site at the time it is added to the system.
Figure 5-18

If the selected site is the Root site, the Holiday Selection dialog has an Add Holiday to other sites
field that does not exist for other sites.

When Add Holiday to other sites is set to YES, the holiday is copied to all other sites in the system.
If one of the other sites already has a holiday on the same date, the copy of the Root holiday will not
be added to that site.
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Figure 5-19
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If the Root holiday is edited in the Root site, the holiday will be updated on other sites where it was

copied.

If a Root holiday copy is edited in a non-Root site, the holiday in the non-Root site will no longer be

updated from the Root holiday.
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CHAPTER 6:

Access

Access ‘ Access | ‘ Access
ﬂ %

The Access screens manage a cardholder's access routes and time authorization
as determined by assigned Access Groups. A Door Access Group (DAG) includes
the “where and when” a cardholder may gain access via door readers.

A Lift Access Group (LAG) includes the “where and when” a cardholder may gain
access to an elevator’s passenger cabin and/or which floor buttons in the cabin’s
control panel are enabled. For more information about Lift setup, see

Door and Lift Access Groups may be grouped in containers called Multiple
Access Groups (MAGs). A MAG is assigned to cardholders to provide author-
izations to the cardholders. Alternatively, an Access Group can be assigned to a
cardholder directly via a Persona Door Access Group or a Personal Lift Access
Group.



Access Groups

Defining Access Groups and the method used to assign them (Personal Access Group, Multiple Access
Group or, Temporary Access) is very important. Properly defining the access options for a cardholder
is essential for the system to work optimally.

A best practice is, after defining Weekly Programs, specify the Access Groups and/or Multiple Access
Groups. Access Groups and Multiple Access Groups can be added or edited at any time.

Access Groups determine which doors or elevators are accessible, via reader device, to a cardholder
during a cardholder’s Weekly Program (WP) green period.

From a technical standpoint, an Access Group determines the badge codes that will be saved in a con-
troller. For example, a cardholder assigned an Access Group, which includes Controllerl_Reader1, will
have the cardholder's badge code saved in Controllerl's local database.

There are two types of Access Group:

» Door Access Group: Includes the "where and when” a cardholder may gain access via door read-
ers.

» Lift Access Group: Includes the “where and when” a cardholder may gain access to an elev-
ator’s passenger cabin and/or which floor buttons in the cabin’s control panel are enabled. For
more information about Lift setup, see "Understanding the Lift Setup concept in GuardPoint10" on
page 53.

Methods available to assign an Access Group listed by pri-
ority
» Temporary Access

Associates a cardholder with a scheduled reader or Multiple Access Group that can be scheduled
and a Weekly Program that is applicable only in the Temporary Access event. Another Temporary
Access advantage is that a Temporary Access reader does not have to be in an Access Group.

» Personal Access Groups (Personal Door Access Group and Personal Lift Access Group)

Associates a cardholder with a Door Access Group list and /or a Lift Access Group. This method
eliminates the need to create an unusually large number of Multiple Access Groups.

Personal Access Groups are best applicable, in a school-like environment where very few students
would have the same class schedule, you would assign Access Groups directly for each student.

#» Multiple Access Group

Associates a cardholder with a collection of Door Access Groups and /or a Lift Access Group.
Reduces the overall number of Access Groups necessary in a system.
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A Multiple Access Group is best applicable, in an office-like environment where all of the card-
holders in a department would generally have access authorization to the same spaces.

Note: A cardholder can be assigned a combination of any of the three methods listed above. If
there is a conflict between a cardholder's assigned methods, the method with the higher priority
will override the other method assigned to the cardholder. The priority order is: Temporary Access,
Personal Access Group, and then Multiple Access Group.

Built-in Access Groups

GuardPoint10 includes two built-in Access Groups. These groups cannot be deleted or modified. The
built-in Access Groups are as follows:
» Anytime Anywhere: Provides free access to all doors at all times.

» No Access: (default)Denies access to all doors at all times. This group may be used for an
employee who is temporarily separating from an organization. They still have their badge and the
security system still has their details in its database. In the Personal Door Access Groups list,
No Access is not available.

MultiSite Impact
When MultiSite is set to Yes:
» Anytime Anywhere: Available only to super users. It applies access authorization to all spaces
at all times on all sites (except for elevators).

» Prefixed Anytime Anywhere: Each site in the system has its own Anytime Anywhere access
group and is prefixed with the name of the site. It allows access to all spaces at all times within
the site.

Adding aNew Access Group

Use the following steps to create a new Access Group in the Access screen.

How to create a new Access Group

Go to the Setup Task group and click Access. The Access screen is displayed.

2. On the left side of the action bar, select Access Group. The Access' Access Group screen is dis-
played.

3. From the action bar, click the New down arrow and select the type of Access Group you want to
Create:

» Door Access Group: Includes most all doorways that allow cardholders to move from one
location to another.

» Lift Access Group: This type of group is designated for lift (elevator) doors. It allows card-
holders to move from one floor in a building into an elevator passenger car. For more
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information about Lift setup, see "Understanding the Lift Setup concept in GuardPoint10" on
page 53.

Access Group parameters, about the Access Group selected, are displayed along with an empty
Readers / Relays table, depending on the type of Access Group in focus (Door or Lift).

Figure 6-1

) | Wy CloseAl ] Arange Al | Help | Helo sensor,

Weekly Program

The Reader table of a new, unsaved
Access Group.

When a new Access Group is created,
the Reader table is empty until readers
or relays are added.

Existing Access
Groups.

4. Enter Access Group information as required:
*» Enter a new name for the Access Group.
The name should identify how the group will be used.

» (Optional) Enter a description that provided more information about the group you are cre-
ating.

» The Assighed Multiple Access Groups list is read-only and is initially empty. If the
Create Multiple Access Group Automatically checkbox is selected, a Multiple Access
Groups with the same name as the new Access Group will appear in the Assigned Multiple
Access Groups list, after the Access Group is saved.

The Create Multiple Access Group Automatically checkbox only appears when a new
Access Group is being created. After you click Save, the checkbox is hidden.

For more information about the Access Group information, see "Access Groups Screen" on
page 506.

If you are creating a new Door Access Group, continue from here.

1. Inthe Readers table, click Add Reader. The Select Readers dialog is displayed.
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Figure 6-2
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2. Choose readers, and then click Select. The readers are added to the Door Access Group's Read-
ers table.

Figure 6-3
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of Access Groups.

3. (Optional) Switch the Weekly Program if necessary.

Besides the operator-defined Weekly Programs (WPs), the system has three predefined WPs in
Access management:

» WP Always: Associates each day of the week and the Holidays to the Daily Program
Always.

» WP Never: Associates each day of the week and the Holidays to the Daily Program Never.
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» WP Personal: Applies the Weekly Program selected in the cardholder details of the person
requesting access. If the cardholder details do not specify a personal weekly program,
WP Never will be associated by default.

4. After defining your Door Access Group and adding readers, do one of the following:
» Click Discard. The unsaved Door Access Group is removed.

# Click Save. The new Door Access Group is stored in the system database and can be
assigned to a cardholder via a Multiple Access Group.

If you are creating a new Lift Access Group, continue from here.
1. Inthe Readers table, click Add Relay. The Select Relay dialog is displayed.
Figure 6-4
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2. Choose relays, and then click Select. The relays are added to the Lift Access Group's Readers
table.
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Figure 6-5
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3. From just below the Description field, select the Weekly Program that will be assigned to the
group.

Besides the operator-defined Weekly Programs (WPs), the system has three predefined WPs in
Access management:

» WP Always: Associates each day of the week and the Holidays to the Daily Program
Always, where access is always granted.

» WP Never: Associates each day of the week and the Holidays to the Daily Program Never,
where access is never granted.

» WP Personal: Applies the Weekly Program selected in the cardholder details of the person
requesting access. If the cardholder details do not specify a personal weekly program,
WP Never will be applied by default.

4. After defining your Lift Access Group and adding relays, and a WP, do one of the following:
# Click Discard. The unsaved Lift Access Group is removed.

» Click Save. The new Lift Access Group is stored in the system database and can be assigned
to a cardholder via a Multiple Access Group.

MultiSite impact on Access Groups

You may have to choose a site where the new Access Group will be added. Only readers owned by that
site or shared with that site will be available to add to the new Access Group.

Duplicating an Access Group

Use the following steps to duplicate an Access Group.
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How to duplicate an Access Group

Go to the Setup Task group and click Access. The Access screen is displayed.

2. On the left side of the action bar, select Access Group. The Access' Access Group screen is dis-
played.

3. From the list of existing Access Groups on the left, select the Access Group that will be duplic-
ated. The Access Group's parameters and Readers table or Relays table are displayed.

Figure 6-6
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4. From the action bar, click Duplicate. A new Access Group, identical to the Access Group in

focus, is displayed to the right of the list of existing Access Groups. The only differences between
the original and the duplicate are:

» The duplicate's name is appended with "_Duplicate" (i.e. An Access Group named "My new
AG" would have a duplicate named "My new AG_Duplicate").

» The duplicate has not been saved in the system database and therefore has a Create Mul-
tiple Access Group automatically checkbox displayed. If the Create Multiple Access
Group Automatically checkbox is selected, a Multiple Access Groups with the same name
as the new Access Group will appear in the Assigned Multiple Access Groups list, after
the Access Group is saved.

» The duplicate has not been assigned to a Multiple Access Group.
A best practice is to rename the duplicate to something more identifiable.

5. Change the name, description, and Readers table or Relays table as required (see "Access
Groups Screen" on page 506).

The Assigned Multiple Access Groups list is read-only and is initially empty.

6. Depending on the type of Access Group created, do one of the following:

For Door Access Groups

In the Readers table, you have the following edit options:

Add readers to the table
a. Inthe Readers table, click Add Reader. The Select Readers dialog is displayed.
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b. Select one or more readers from the infrastructure tree on the left side of the dialog. The
reader will appear in the table on the right of the dialog.

Figure 6-7
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c. Click Select. The readers are added to the Access Group's Readers table.

Delete readers from the table
a. Inthe Readers table, select the Delete checkbox for the reader(s) that will be deleted.
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b. Click Delete Reader. The reader(s) are removed from the Access Group.

For Lift Access Groups

In the Relays table, you have the following edit options:

Add Relays to the table
a. Inthe Relays table, click Add Relays. The Select Relays from Reader dialog are displayed.

b. Select one or more relays from a reader in the infrastructure tree on the left side of the dia-
log. The relay will appear in the table on the right of the dialog.
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Figure 6-8
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c. Click Select. The readers are added to the Access Group's Readers table.

For more information about Lift setup, see "Understanding the Lift Setup concept in
GuardPoint10" on page 53.

Delete Relays from the table
a. Inthe Relay table, select the Delete checkbox for the relay(s) that will be deleted.

The Delete button is
enabled only after a relay
selected.

Reader Relay
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A selected relay.
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b. Click Delete Relay. The relay(s) are removed from the Access Group.

7. After modifying your Duplicate Access Group, do one of the following:
# Click Discard. The unsaved Access Group is removed.

» Click Save. The Access Group is stored in the system database and can be assigned via a
Multiple Access Group.

Editing an Access Group

Use the following steps to edit an Access Group.
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How to edit an Access Group

Go to the Setup Task group and click Access. The Access screen is displayed.

2. On the left side of the action bar, select Access Group. The Access' Access Group screen is dis-
played.

3. From the list of existing Access Groups on the left, select the Access Group that will be edited.
The Access Group's parameters and Readers table (for Door Access Groups) or Relays table (for
Lift Access Groups) are displayed.

Figure 6-9
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4. Change the name or description. and Readers table and or Relays table as required (see "Access
Groups Screen" on page 506).

To change the content of a Reader or Relay table, click the select button above the table and edit
the list of previously selected readers or relays as required. Click Select in the dialog, and the
table updates.

The Assigned Multiple Access Groups list is read-only and is initially empty. If the Create
Multiple Access Group Automatically checkbox was selected when the Access Group was
created, a Multiple Access Groups with the same name as the Access Group being edited will
appear in the Assigned Multiple Access Groups list. This list can be edited via the Multiple Access
Group screen. For more information, see "cardholderEditing a Multiple Access Group" on

page 163.

5. Depending on the type of Access Group created, do one of the following:

For Door Access Groups

In the Readers table, you have the following edit options:

Add readers to the table
a. Inthe Readers table, click Select Reader. The Select Reader dialog is displayed.

b. Select one or more readers from the infrastructure tree on the left of the dialog. The reader
will appear in the table on the right of the dialog.
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Figure 6-10
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Note: If the reader is a slave reader, it will inherit its Access Group from its master
reader and will not be available for selection.

c. Click Select. The readers are added to the Access Group's Readers table.

Delete a reader from the table
a. Above the Readers table, click Select Reader. The Select Reader dialog is displayed.

b. Remove items from the Selected list in the dialog via the red X at the beginning of each row.
Click Select. The reader(s) are removed from the Access Group's Readers table.

Replace the Weekly Program of a listed reader

x

Note: A slave reader's Weekly Program is inherited from its master reader.

a. Inthe Readers table's Weekly Program column, click the drop-down list arrow of the reader
that will be assigned a different Weekly Program. A Select Weekly Program dialog is dis-
played.

b. From the Select Weekly Program dialog, select a Weekly Program for the reader in focus. A
graphic representation of the Weekly Program will appear to the right of the Weekly Pro-
gram list.

c. Click Select. The new Weekly Program will appear in the Readers table.
The system has three predefined WPs in Access management:

» WP Always: Associates each day of the week and the Holidays to the Daily Program
Always.

» WP Never: Associates each day of the week and the Holidays to the Daily Program
Never.
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*» WP Personal: Applies the Weekly Program selected in the cardholder details of the
person requesting access. If the cardholder details do not specify a personal weekly pro-
gram, WP Never will be applied by default.

Replace the Weekly Program of multiple readers listed via a context menu

Note: A slave reader's Weekly Program is inherited from its master reader.

a. From the Readers table, press the Shift or Alt key and click one or more reader rows to
place the rows in focus.

b. Right-click a reader row that is in focus. A context menu appears.

c. From the context menu, select Change Weekly Program. A Select Weekly Program dia-
log is displayed.

d. From the Select Weekly Program dialog, select a Weekly Program for the readers in focus.
A graphic representation of the Weekly Program will appear to the right of the Weekly Pro-
gram list.

e. Click Select. The new Weekly Program will appear in the Readers table.
The system has three predefined WPs in Access management:

» WP Always: Associates each day of the week and the Holidays to the Daily Program
Always.

» WP Never: Associates each day of the week and the Holidays to the Daily Program
Never.

*» WP Personal: Applies the Weekly Program selected in the cardholder details of the
person requesting access. If the cardholder details do not specify a personal weekly pro-
gram, WP Never will be applied by default.

For Lift Access Groups

In the Relays table, you have the following edit options:

Add relays to the table
a. Inthe Relays table, click Select Relay. The Select Relays for Reader dialog is displayed.

b. Select one or more relays from the infrastructure tree on the left of the dialog. The relays
will appear in the table on the right of the dialog.
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Figure 6-11
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c. Click Select. The relays are added to the Access Group's Readers table.

For more information about Lift setup, see "Understanding the Lift Setup concept in
GuardPoint10" on page 53.

Replace a relay already in the Relays table
a. In a Relays table row, select the drop-down list arrow in the Relay column. A list of avail-
able relays is displayed.

Form the list, click a Replacement relay's name. The new relay now appears in the Relays
table.

c. Click Save. The Lift Access Group is updated with the replacement relay.

A relay can also be replaced by the Select Relays button and opening the Select Relays for
Reader dialog.

Delete a relay from the table

a. Inthe Relays table, click Select Relay. The Select Relays for Reader dialog is displayed.

b. Remove items from the Selected list in the dialog via the red X at the beginning of each row.
Click Select. The relay(s) are removed from the Access Group's Relay table.

Replace the Weekly Program of a Lift Access Group's Relay

a. In a Relays table row, select the drop-down list arrow in the Weekly Program column. A

Select Weekly Program dialog is displayed.

From the Select Weekly Program dialog, select the new Weekly Program for the relay in

focus. A graphic representation of the Weekly Program in focus will appear to the right of
the Weekly Program list.
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c. Click Select. The new Weekly Program will appear in the relay's Weekly Program field
for all relays assigned the same reader as the relay where the Weekly Program was
changed.

Besides the operator-defined Weekly Programs (WP), the system has three predefined WPs
in Access management:

» WP Always: Associates each day of the week and the Holidays to the Daily Program
Always.

» WP Never: Associates each day of the week and the Holidays to the Daily Program
Never.

» WP Personal: Applies the Weekly Program selected in the cardholder details of the
person requesting access. If the cardholder details do not specify a personal weekly pro-
gram, WP Never will be associated by default.

The selected Weekly Program is applied to all of the relays in the group that is assigned to
the same reader. The Lift Access Group may include relays from more than one reader.

For more information about Lift setup, see "Understanding the Lift Setup conceptin
GuardPoint10" on page 53.

6. After updating your Access Group, do one of the following:
» Click Discard. The unsaved details return to their previously saved values.

» Click Save. The updated Access Group is stored in the system database and can be assigned
to a cardholder via a Multiple Access Group.

Note: After an Access Group is updated and saved in the system database, all cardholders that
were assigned the Access Group, via a Multiple Access Group, or directly via a cardholder details
Door Access Groups or Personal Lift Access Group field are now governed by the updates.

Click Download to manually download all data related to cardholders assigned to a Multiple Access
Group that includes the edited Access Group.
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Deleting an Access Group

Use the following steps to delete an Access Group.
How to edit an Access Group

Go to the Setup Task group and click Access. The Access screen is displayed.

2. On the left side of the action bar, select Access Group. The Access' Access Group screen is dis-
played.

3. From the list of existing Access Groups on the left, select the Access Group that will be deleted.
The Access Group's parameters and Readers table are displayed.

Figure 6-13
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4. From the action bar, click Delete, and then confirm the operation. The Access Group is removed
from the system and is no longer assigned to a Multiple Access Group(s).

If the Access Group (Door or Lift) was assigned to a cardholder directly via the cardholder details
Personal Door Access Groups or Personal Lift Access Group fields, the Access group will
automatically be removed from the cardholder details.

Note: The Anytime Anywhere and No Access Access Groups are built into the system and can-
not be edited or deleted.

MultiSite impact on Anytime Anywhere and No Access

An Anytime Anywhere is automatically added for each site when the site is added to the infra-
structure and cannot be edited or shared. The Anytime Anywhere is automatically deleted after the
site is deleted from the system.

A site's Anytime Anywhere is prefixed with the name of the site.
There is only one instance of No Access and it is available to any site in the infrastructure.

The Root site has an additional Anytime Anywhere without a prefix. This Anytime Anywhere con-
tains all readers from all sites in the infrastructure.
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Multiple Access Groups

Note: Defining Access Groups and Multiple Access Groups is very important. Properly defining the
access options for a cardholder is essential for the system to work optimally.

A best practice is, after defining Weekly Programs, specify the Access Groups and Multiple Access
Groups.

Access Groups determine a cardholder's access routes.

A Multiple Access Group is a container that holds individual Access Groups. An Access Groups asso-
ciation to a cardholder must go through a Multiple Access Group. This means that for an Access Group
to be associated with a cardholder, the Access Group must be a member of a Multiple Access Group
associated with the cardholder. Multiple Access Groups allow access rules to be determined by a com-
bination of existing Access Groups, rather than having to create a single, complex Access Group for
each access scenario.

Note: An individual Access Group can be a member of more than one Multiple Access Group.

Built-in Multiple Access Groups

GuardPoint10 includes two built-in Multiple Access Groups. These groups cannot be deleted or mod-
ified. The built-in Multiple Access Groups are as follows:

» Anytime Anywhere: Contains the Anytime Anywhere Access Group. It provides free access to
all doors.

» No Access: (default) Contains the No Access Access Group. It denies access to all doors. This
Multiple Access Group may be used for an employee who is temporarily separating from an organ-
ization. They still have their badge and the system database still has their details.

These Multiple Access Groups were created to allow a cardholder to associate with one of the built-in
Access Groups. As stated earlier, the only way to associate an Access Group with a cardholder is via a
Multiple Access Group, even if that Multiple Access Group has only one Access Group member.

MultiSite Impact
When MultiSite is set to Yes:
» Anytime Anywhere: Available only to super users. It includes the Anytime Anywhere access
group, where all spaces at all times in all sites (except for elevators) are accessible.

#» Prefixed Anytime Anywhere: Each organization in the system has its own Anytime Anywhere
Multiple Access Group which is prefixed with the name of the site. It includes the prefixed
Anytime Anywhere access group that allows access to all spaces at all times within the organ-
ization.
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Adding a New Multiple Access Group

Use the following steps to create a new Multiple Access Group in the Access screen.

How to create a new Multiple Access Group

1. Go to the Setup Task group and click Access. The Access screen is displayed.

2. On the left side of the action bar, select Multiple Access Group. The Access' Multiple Access
Group screen is displayed.

3. From the action bar, click New. New Multiple Access Group parameters and an empty dynamic
Readers table (for Door Access Groups) and Relays table (for Lift Access Groups) are displayed.

MultiSite Impact: When clicking New, you may have to choose a site that will own the new Mul-
tiple Access Group.
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4. Enter a new name for the Multiple Access Group.
The name should identify the use of the group.

(Optional) Enter a description that provided more information about the group.

5. From just above either the Door Access Group table or the Lift Access Group table, click
Add/Manage. A Select Access Group dialog is displayed listing the available Access Groups of
the selected type (Door or Lift).

The Selected Access Groups list is read-only and is initially empty. The list will include the
Access Groups assigned to the Multiple Access Group. An Access Group may be assigned to more
than one Multiple Access Group.
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Figure 6-15
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6. Use the following buttons to assign Access Groups from the list of Not Selected Access
Groups on the left of the dialog to the Selected Multiple Access Group list:

» Assigns all of the Access Groups from the Not Selected Access Groups list to the Selec-
ted Multiple Access Group list.

€< Revokes the assignment of all Access Groups in the Selected Multiple Access Group list
and returns them to the Not Selected Access Groups list.

? Assigns selected Access Groups from the Not Selected Access Groups list to the Selec-
ted Multiple Access Group list.

< Revokes the assignment of selected Access Groups in Selected Multiple Access Group
list and returns them to the Not Selected Access Groups list.

7. After compiling the list of Access Groups that will be assigned to the Multiple Access Group, order
the list by priority. The Access Group at the top of the list will have the highest priority and will
take precedence over any conflicting rules from an Access Group found lower on the list.
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Figure 6-16
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vasive rules, it is a best practice not to place either group at the top of a priority list.

MultiSite impact on Anytime Anywhere and No Access Access Groups are automatically
added when the site is added to the system and cannot be edited. The name of the Anytime

Anywhere will be prefixed with the name of the site. The Anytime Anywhere is auto-
matically deleted after the site is deleted from the infrastructure.

8. After prioritizing the Access Groups assigned to the Multiple Access Group, click Select. The
assigned Access Groups appear in the Selected Access Groups list and the dynamic Readers

table and Relays table.

9. Expand the Access Groups in the table to see reader/relay information.
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Figure 6-17
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10. After defining your Multiple Access Group and assigning Access Groups to the Multiple Access
Group, do one of the following:

» Click Discard. The unsaved Multiple Access Group is removed.

» Click Save. The new Multiple Access Group is stored in the system database and can be
assigned to a cardholder.

<+ Note: The Send to Personal AGs button does not appear until a Door Access Group or Lift Access
¢ Group is added to a new Multiple Access Group

A displayed Send to Personal AGs button will be disabled in a new Multiple Access Group until it
is assigned to a cardholder.

Duplicating a Multiple Access Group

Use the following steps to duplicate a Multiple Access Group in the Access screen.
How to duplicate a Multiple Access Group

Go to the Setup Task group and click Access. The Access screen is displayed.

2. On the left side of the action bar, select Multiple Access Group. The Access' Multiple Access
Group screen is displayed.

3. From the list of existing Multiple Access Groups on the left, select the Multiple Access Group that
will be duplicated. The Multiple Access Group's parameters and dynamic Readers / Relays tables
are displayed.

4. From the action bar, click Duplicate. A new Multiple Access Group, identical to the Multiple
Access Group in focus, is displayed to the right of the list of existing Multiple Access Groups. The
only differences between the original and the duplicate are:
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» The duplicate's name is appended with "_Duplicate" (i.e. a Multiple Access Group named
"MAGDay Shift Bld 3" would have a duplicate named "MAGDay Shift Bld 3_Duplicate").

» The duplicate has not been saved in the system database.
» The duplicate has not been assigned to a cardholder.

MultiSite Impact: When clicking Duplicate, you may have to choose a site that will own the new
Multiple Access Group.

A best practice is to rename the duplicate to something more identifiable.
5. Change the name of the Multiple Access Group.

The name should identify the type of cardholder who would be associated with the Multiple
Access Group.

(Optional) Enter a description that provided more information about the group.

The Selected Access Groups list is read-only and is initially filled with the Access Groups that
are assigned to the original Multiple Access Group. An Access Group may be assigned to more
than one Multiple Access Group.

6. Change the Selected Access Groups list as follows:

a. From just above either the Door Access Group table or the Lift Access Group table, click
the Add/Manage button. A Select Access Group dialog is displayed.

b. Use the following buttons to assign Access Groups from the list of Not Selected Access
Groups on the left of the dialog to the Multiple Access Group:

» Assigns all of the Access Groups from the Not Selected Access Groups list to the
Multiple Access Group.

€< Revokes the assignment of all Access Groups in the Multiple Access Group and
returns them to the Not Selected Access Groups list.

> Assigns selected Access Groups from the Not Selected Access Groups list to the
Multiple Access Group.

< Revokes the assignment of selected Access Groups in the Multiple Access Group and
returns them to the Not Selected Access Groups list.

c. After compiling the list of Access Groups that will be assigned to the Multiple Access Group,
order the list by priority. The Access Group at the top of the list will have the highest pri-
ority and will override any conflicting rules from an Access Group found lower on the list.
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Figure 6-18
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7. After modifying your duplicate Multiple Access Group and assigning Access Groups, do one of the
following:

» Click Discard. The unsaved Multiple Access Group is removed.

# Click Save. The new Multiple Access Group is stored in the system database and can be
assigned to a cardholder.

< Note: The Send to Personal AGs button is disabled in a duplicate Multiple Access Group until it is
¢ assigned to a cardholder.

Editing a Multiple Access Group

Use the following steps to edit a Multiple Access Group.
How to edit a Multiple Access Group

Go to the Setup Task group and click Access. The Access screen is displayed.

2. On the left side of the action bar, select Multiple Access Group. The Access' Multiple Access
Group screen is displayed.

3. From the list of existing Multiple Access Groups on the left of the screen, select the Multiple
Access Group that will be edited. The Multiple Access Group's parameters and dynamic Readers
table and Relays table are displayed.

Figure 6-20
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4. Enter a new name for the Multiple Access Group as required.
The name should identify the use of the group.

(Optional) Enter a description that provided more information about the group.
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5. Change the Selected Access Groups list as required:
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a. From just above either the Door Access Group table or the Lift Access Group table, click

the Add/Manage button. A Select Access Group dialog is displayed listing the available
Access Groups of the selected Access Group type.

Figure 6-21
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b. Use the following buttons to assign Access Groups from the list of Not Selected Access

Groups on the left of the dialog to the Selected Multiple Access Group list:

» Assigns all of the Access Groups from the Not Selected Access Groups list to the
Selected Multiple Access Group list.

« Revokes the assignment of all Access Groups in the Selected Multiple Access
Group list and returns them to the Not Selected Access Groups list.

> Assigns selected Access Groups from the Not Selected Access Groups list to the
Selected Multiple Access Group list.

€ Revokes the assignment of selected Access Groups in the Selected Multiple
Access Group list and returns them to the Not Selected Access Groups list.

. After compiling the list of Access Groups that will be assigned to the Multiple Access Group,

order the list by priority. The Access Group at the top of the list will have the highest pri-
ority and will override any conflicting rules from an Access Group found lower on the list.
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pervasive rules, it is a best practice not to place either group at the top of a priority
list.

d. After prioritizing the Access Groups assigned to the Multiple Access Group, click Select.
The assigned Access Groups appear in the Selected Access Groups list and the dynamic
Readers / Relays table.

Expand the Access Groups type in the table to see reader and relay information.

Figure 6-23
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6. After editing your Multiple Access Group, do one of the following:

# Click Discard. The unsaved Multiple Access Group details and Access Group assignments
return to their previously saved values.

# Click Save. The edited Multiple Access Group is stored in the system database and can be
assigned to a cardholder.

If the Multiple Access Group was previously assigned to a cardholder, the cardholder's
access authorizations update to reflect the changes made in the Multiple Access Group.

Click Download to manually download all data related to cardholders assigned to the Multiple Access
Group to the relevant controller(s).

Note: The Send to Personal AGs button is disabled in a Multiple Access Group until it is assigned
to a cardholder.

Deleting a Multiple Access Group

Use the following steps to delete a Multiple Access Group.

How to delete a Multiple Access Group

A Multiple Access Group cannot be deleted if it is still assigned to a cardholder or department.

Go to the Setup Task group and click Access. The Access screen is displayed.

2. On the left side of the action bar, select Multiple Access Group. The Access' Multiple Access
Group screen is displayed.

3. From the list of existing Multiple Access Groups on the left, select the Multiple Access Group that

will be deleted. The Multiple Access Group's parameters and dynamic Readers table and Relays
table are displayed.

Figure 6-24

| WPy Close At Sq] Amnce Al | Hep | Heloscmin~, ] Logout

M £
£
i
o
H
3

I
x

=
&
=
&=
=
&=
=
&=
=
&=
=

2 | We ey
S -
W Aluays
2 We ey
2 | WP Ay

166



4. From the action bar, click Delete, and then confirm the operation. The Multiple Access Group is
removed from the system and is no longer associated with a cardholder.

The Access Groups that were in the Deleted Multiple Access Group still exist and can be seenin
the Access Group screen.

Note: The Anytime Anywhere and No Access Multiple Access Groups are built into the system
and cannot be edited or deleted.

MultiSite impact on the Anytime Anywhere and No Access Multiple Access Groups are auto-
matically added when the site is added to the infrastructure and cannot be edited. However, they
are automatically deleted after the site is deleted from the system.
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Temporary Access

Providing a Cardholder with Temporary Access

Use the following steps to provide a cardholder with temporary access, via Multiple Access Groups
and/or individual readers.

If there is a conflict between a temporary access item and a cardholder's existing Multiple Access
Group, Door Access Group or, Lift Access Group, the Temporary Access item will have priority.

How to provide temporary access to a cardholder

1. Go to the Management Task group and click Cardholders. The Cardholders screen is displayed.
Figure 6-25
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2. From the Cardholder Report table, find the cardholder who you will provide temporary access to
and do one of the following:

#» Double-click the cardholder's row.
* Expand the cardholders' row and click Open in the expanded view.

The cardholder's details are displayed.
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Figure 6-26
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3. From the cardholder's details, open the Temporary Access tab. A Reader area and a Multiple
Access Group area appear in the tab.

Figure 6-27
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4. Decide which temporary assignment type to provide the cardholder with, and then do one of the
following:

» Temporarily assign a reader to a cardholder
» Temporarily assign a Multiple Access Group to a cardholder
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Temporarily assign areader to a cardholder

A temporarily assigned reader is added to the list of readers where a cardholder may already
gain access to a space.

1. Click Add Readers. The Add Readers dialog is displayed.
Figure 6-28
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Expand the tree and select the reader that will be added to the Readers area table

Click Add. The reader appears in the Readers area table.

(Optional) Set a specific Weekly Program for a temporary access instance in focus and/or
set a range of time for the temporary access to be valid as follows:

a. Double-click a temporary access reader row or click the Schedule button. A Sched-
ule Reader Details dialog is displayed.

b. Set a date and time when temporary access to the space will be valid (From and
Expire), and then select a Weekly Program from the Select Weekly Program dialog.

Alternatively, click Apply or OK as stated in Step ¢ below, and then select a Weekly
Program via the Select Weekly Program button.
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Figure 6-29
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c. Click Apply or OK. The new parameter settings appear in the Reader area table.
5. Repeat Step 4 for each reader in the Readers area table as required.

Alternatively, set the Weekly Program and time range for multiple rows in the Reader area
table via a batch process as follows:

a. Drag your mouse through multiple rows or use the Ctrl key and mouse pointer to
cherry-pick the rows you want to include in the batch.

b. Click the Select Weekly Program button above the Reader area table. The Select
Weekly Program dialog is displayed.

c. Select a Weekly Program, and then click Apply. The dialog is closed and the selec-
ted Weekly Program appears in each of the rows in focus.

With the rows still in focus, click Schedule. A Schedule dialog is displayed.

e. Drag the Apply From and the Apply Expires switches to Yes (green). Select the check-
boxes and then choose your dates and times.

f. Click Apply. The dialog is closed and the values appear in each of the rows in focus.

6. Click one of the Save options in the cardholder detail's menu bar. The Status in the reader
row will change to Down Loaded to Controller.
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To delete any of the rows, click the red x at the beginning of the row, and then click one of
the Save options again.

)' Note: If you don't enter a range of time for a reader to be valid, the reader validation will

start when the temporary access parameters are saved and there will be no expiration date
(open-ended).

If you don't enter a Weekly Program for a reader, the reader's predefined or default Weekly
Program will be used.

Temporarily assign a Multiple Access Group to a card-
holder

This action will temporarily replace a cardholder's previously assigned Multiple Access Group.
The rules governing access to spaces via the previously assigned Multiple Access Group will be
suspended until the temporary Multiple Access Group is no longer valid.

1. Click Add Multiple Access Group. The Add Multiple Access Group dialog is displayed.

Figure 6-30
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2. Select a Multiple Access Group you want to add to the Multiple Access Group area table.

From the same dialog, you can also select the dates when the Multiple Access Group assign-
ment will be valid.

3. Click Add. The Multiple Access Group appears in the Multiple Access Group area table.

4. (Optional) Set the dates, or change the dates, when the Multiple Access Group assignment
will be valid as follows:

a. Double-click a temporary access Multiple Access Group row, or select a row and
click Schedule. A Schedule dialog is displayed.
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Figure 6-31
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b. Set a date and time when the temporary access Multiple Access Group will be valid.

c. (Optional) Switch Multiple Access Groups by selecting a different Multiple Access
Group from the dialog's drop-down list (only when the row was double-clicked).

d. Click Apply or OK. The new parameter settings appear in the Multiple Access Group
area table.

5. Repeat Step 4 for each Multiple Access Group in the area table as required.

6. Click one of the Save options in the cardholder detail's menu bar. The Status in the Mul-
tiple Access Group row will change to Down Loaded to Controller.

To delete any of the rows, click the red x at the beginning of a row, and then click one of
the Save options again.

)' Note: If you don't enter a range of times for a Multiple Access Group to be valid, the Multiple
Access Group validation will start when the temporary access parameters are saved and
there will be no expiration date (open-ended).

If a reader has been selected for temporary access, and that reader also exists in a Multiple

Access Group that has also been selected for temporary access, the reader settings in the
Readers area table have priority.
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Access: MultiSite Impact

When a site is added to the infrastructure, GuardPoint10 will automatically add an Anytime Any-
where Access Group and an Anytime Anywhere Multiple Access Group for that site. The Anytime
Anywhere item names will be prefixed with the name of the site; for example, "Site_1_Anytime Any-
where".

If the logged-in user is a super user, they will have the Access Group Anytime Anywhere, with no
prefix, available. This group will include all readers from all sites in the system.

A site's Access Group may include readers owned by another site and shared with the Access Group's
site owner. If the reader is later unshared, the reader will be automatically removed from the group
where it was shared.

For example, an Access Group owned by Site_1 can include a reader owned by Site_2 and shared with
Site_1.

When adding a new Multiple Access Group, you can only include Access Groups owned by the same site
as the Multiple Access Group.

The list of saved Access Groups and Multiple Access Groups will display all Access Groups and Multiple
Access Groups from sites where the logged-in user has authorization.

Figure 6-32
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CHAPTER 7:

Badges

=

Badges

The Badge screen adds badges to the system database, manages the status of
existing badges, and is one of the access points where a badge may be assigned
to a cardholder.

A badge is a physical device that has a unique code by which the system can
identify it, by scanning the badge at a reader device. Each badge code must be
in the system database. After a badge is added to the database, it can be
assigned to a cardholder. During this process, the system assigns a cardholder
an internal system card number. This number is a cardholder's internal system
ID. Generally, the badge code and the internal system card number are
unknown to the assigned cardholder.

When a badge is swiped at a reader, the controller to which the reader is
attached first checks if the badge is known (i.e. its badge code is in the con-
troller's local database) and if so, to whom it is assigned. This is required to
check the access authorization of the cardholder.

The reading technology is defined in the and
badge technology is defined in the . The badge
technology must be the same as the one selected on the controller's electronic
board through its Technology Selection Jumpers!.

1The WebApp is a limited version of the GuardPoint10 interface. It is available on any device that supports
HTMLS5. To learn how to connect to the module, contact your provider.



Because badge and cardholder tasks are usually bound together, many of the cardholder operations
can also be performed via the Badges screen and many of the badge operations can be performed via
the Cardholders screen.

Note: Where a site uses more than one badge type, a badge with the same code may exist for
each technology type.

Changing the Badges Table View

Because the Badges table can be very large and difficult to manage, two additional view options have
been added to the standard group of filters and sorts available in most other GuardPoint10 tables (see
"Badges Screen" on page 597). The additional view options are:
» View by Status: The table is grouped by status. There are five statuses:

» In use: The badge is assigned to a cardholder.

» Free: The badge is available for assignment.

» Canceled: The badge is no longer accepted by the system.

#» Lost: The physical badge is unrecoverable and is no longer accepted by the system.

#» Stolen: The physical badge is unrecoverable due to theft and is no longer accepted by the sys-
tem.

How to change the Badges Table View

1. Go to the Management Task group and click Badges. The Badges screen is displayed.

2. From the action bar, select the View by Status checkbox. The table changes and is now
grouped by status.

Figure 7-1
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In the screen example above, the In Use group is collapsed and only the group title is visible.

If there were no stolen badges in the database, the Stolen group would not appear in the View
by Status display.
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Manage the Badges Table Layout with Tem-
plates

Report Template dialog

The structure of the screen table can be saved in a template so it can be applied later, either to the
screen display or a global reflex "Create Template-based report" on page 548 action. The data in a tem-
plate is dynamic and will change to reflect the environment.

To start using templates click the Report Templates button.

Figure 7-2
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/
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The table in the Report Template dialog contains the names and descriptions of previously save tem-
plates, which are specific to the screen displayed.

From the screen's Report Template dialog you can click:
» Save As: Opens the "Report Template Screen" on page 529, where the current structure of the dis-
played table can be saved.

» Override: Opens the "Report Template Screen" on page 529, where the current structure of the
displayed table can override the last selected template with the current structure of the displayed
table.

» Select: Displays current data in the template selected from the dialog's table.
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Adding New Badges

Use the following steps to create a new badge via the Badges screen.

x Note: A badge may be added and assigned through cardholder management or through the Badges
screen. For information about badge options via cardholder management, see "Cardholders" on
page 193.

How to add new badges

1. Go to the Management Task group and click Badges. The Badges screen is displayed.

2. From the action bar, click New. A new row is added to the top of the Badges table, where inform-
ation about the new badge is entered.

Figure 7-3

@ Management

00000001

00407981
004082C4
004096C8
0040A4EBF
00676767
0072099F
00731586
020221A4
07143318
1225CH0F

Badge code Type

0 Get | Wiegand

Wiegand

002222000222 Wiegand

Wiegand
Wiegand
Wiegand
Wiegand
Wiegand
Wiegand
Wiegand
Wiegand
Wiegand
Wiegand

Status
Free
In Use
Free
In Use
In Use
In Use
In Use
In Use
In Use
In Use
In Use
In Use

In Use

| New Series

T hsks | =

Cardholders Profiles Department | | History Events

| Delete Series |  Delete all Free Badges O Refresh | [ Viewby Status | Clear Column Filters

‘Cardholder Description

Smith John

Washingten Sharan

A row is added to the top
 of the page for new badge
information.

Butler Victor

Anderson Julie
Brooks Tammy
Barnes Patricia
Bennett Chris
Hughes Laura
Johnson Jessica
Miller Terry
Reed Dorothy

Time

3. Enter new badge information in the parameter fields. The parameters are as follows:
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» Badge Code: Code attached to a badge. The code may be expressed in decimal or hexa-
decimal values. Where applicable, leading zeros will be entered automatically to the default
code length. If the badge code is not known, use the Get button alongside the field.

The Get button allows you to acquire one or more badge codes via a reader device scan.

a. Click Get. The Badge Enrollment dialog is displayed.

Figure 7-4
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b. Scan the new badge(s) at a reader. The badge information, including the badge code,
appears in the dialog.



If a scanned badge does not have a status of Free, the badge information will not
appear in the dialog.

Place a badge code in focus, and then click Select. The Badge Enroliment dialog is
closed and the badge code appears in the Badge Code field.

Alternatively, in the Badge Enrollment dialog, place multiple badge rows in focus and
click Select. The dialog closes, and a new row is added to the Badges table for each
new badge code. The badge codes appear in a new row's Badge Code field.

)} Note: The new badge code must be entered before you can proceed to the next field.
Otherwise, the New Badge operation will stop.

» Type: Technology of a badge. The default badge type is defined in the Options screen's, Gen-
eral tab, in the Default Badge Technology parameter. To select a different technology
type, click on the field and select a new type from the drop-down list.

» Status: A Badge has one of the following statuses:

b
»
»»

n

n

Free: Available until the badge is allocated to a cardholder or is given another status.
In Use: Badge is assigned to a cardholder.

Canceled: Automatically invalidates the badge, but the badge still exists in the system.
If someone attempts to use a canceled badge, the Event Table Log will document the
attempt and security personnel may take action based on a predefined protocol.

Lost: Automatically invalidates the badge, but the badge still exists in the system. If
someone attempts to use a lost badge, the Event Table Log will document the attempt
and security personnel may take action based on a predefined protocol.

Stolen: Automatically invalidates the badge, but the badge still exists in the system. If
someone attempts to use a stolen badge, the Event Table Log will document the attempt
and security personnel may take action based on a predefined protocol.

*» Owner: (Optional) The name of the cardholder assigned to the badge. A badge can exist in
the system without an owner.

» Description: (Optional) A free text field that describes the badge; this may include how it
is used and the type of cardholder who would be assigned the badge. For example, a range
of badges may be designated only for visitors, another range only for freelancers, etc. This
information would be added to the badge's description.

4. Click Save. The badge appears in the Badges table and is added to the system database.
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Adding Multiple Badges where the Badge Code
is Sequential

Use the following steps to create a series of badges with sequential badge codes.

Note: A badge may be assigned through cardholder management or through the Badges screen.
For more information about badge options in cardholder management, see "Cardholders" on

page 193.

How to create aseries of new badges

1. Go to the Management Task group and click Badges. The Badges screen is displayed.

2. From the action bar, click New Series. The Create Series of Badges dialog is displayed.

Figure 7-5
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There are two parts to the Create Series of Badges dialog:

» The badge series information

* The optional cardholder information

3. Enter new badge series information in the parameters at the top of the dialog. The parameters
are as follows:

* First Badge Code: The code attached to the first badge in the series.

The code may be expressed in decimal or hexadecimal values. Where applicable, leading
zeros will be entered automatically to the default length of the code.

» Quantity: The number of badges in the series.

If an existing badge has a code that falls within the code series you are creating,
GuardPoint10 will notify you that a badge with the code already exists and skips the code
during the badge generation process (after you click OK in the dialog).
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’ Note: Two badges can have the same badge code as long as the badges use different
technology types.

’ Note: If a previously deleted badge had a code that fell within the code series you are
creating, the code still exists in the system database and will be skipped during the
badge generation process.

» Type: Technology of the badges in the series. If you want to enter a type other than the
default type that appears in the field, click the field and select a different type from the
drop-down list.

» Position to increment: Determines which digit in the code will be incremented during the
badge code generation process.

4. (Optional) If you want to create the same number of cardholders as badges, where the card-
holder's last name is the same as the badge code:

a. Drag the button for Also create cardholders to Yes (green).
b. Select a Multiple Access Group for the cardholders by doing one of the following:

# Select the button for Select Multiple Access Group for basic parameters, and then
choose a Multiple Access Group from the drop-down list. The No Access Multiple Access
Group is chosen by default.

# Select the button for Set parameters as, and then click Select Cardholder. A Select
Cardholder dialog is displayed.
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Figure 7-6

Select Cardholder X ]
Narrow your view of
visible cardholders with
filter options available via
acolumn heading
Photo Last Name First Name Company Department Type Numbe -
admin admin Employee
%. Anderson Julie Microsox Management Visitor
b Butler Victar ConnectMe Sales Employee 1003 Alist of existing
L & Davis Maria CannectMe Suppart Visitor 1005 cardholders to choose
B3 from._The listincludes
ITguy Tquy Employes filter and sort options
available through the
John Jehnsom Freelancer column headings.
Lee Judith IT Energize Management Employes
Lopez Nancy ConnectMe Support Employee 1008
Miller Terry Adopt Communication Executive Employes 1004
Smith Tony Executive Employes 1007
v
- >

Select the cardholder whose Multiple Access Group assignment you would like to assign
to the new cardholders that will be created during the badge code generation process.

c. Click Select. The Select Cardholder dialog is closed and the selected cardholder's last name
appears under the Select Cardholder button.

5. Click OK in the Create Series of Badges dialog. The badges and (if selected) cardholders are gen-
erated and added to the system database and the respective tables.

Note: When creating a series of badge codes with cardholders, besides the badge codes and card-
holder last names matching, the badge is automatically assigned to the corresponding cardholder.

Assigning a Badge to an Existing Cardholder
from the Badges Screen

Use the following steps to assign a badge to an existing cardholder.

Note: A badge may be assigned to an existing cardholder through the Badges screen or through
cardholder management. For more information about badge options in cardholder management,
see "Cardholders" on page 193.

How to assign a badge to an existing cardholder

1. Go to the Management Task group and click Badges. The Badges screen is displayed.

2. From the Badges table, select the row that contains the badge information that will be assigned
to a cardholder. The badge status must be set to Free.
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To change the status of a badge, right-click on the Status field and select the relevant context
menu command.

3. After putting a badge row, with a Free status, in focus, do one of the following:
» Right-click on the Free status cell, and then select Attach to Cardholder from the context
menu. A Select Cardholder dialog is displayed.

» Double-click on the Cardholder cell, and then click the three ellipses E] A Select Cardholder
dialog is displayed.

Select Cardholder X .
Narrow your view of
visible cardholders with
filter options available via
acolumn heading.
Photo Last Name First Name Company Department Type Numbe
admin admin Employes
Anderson Julie Microsox Management Visitor
Butler Victor ConnectMe Sales Employee 1003 Alist of existing
Davis Maria Connecthe Support Visitor 1005 cardholders to choose
= from. The listincludes
IMguy Mguy Employes filter and sort options
available through the
John Johnsom Freelancer column headings
Lee Judith IT Energize Management Employee
Lopez Nancy ConnectMe Support Employee 1006
Miller Terry Adopt Communication Executive Employee 1004
Smith Tony Executive Employee 1007
v

The Select Cardholder dialog will only list the cardholders who are available for badge
assignment (i.e. not archived cardholders).

4. Select the cardholder who will be assigned the badge in focus.

5. After selecting a cardholder, click Select. The Select Cardholder dialog is closed. The selected
cardholder's name appears in the Cardholder cell of the badge in focus and the status of the
badge is changed from Free to In Use. In addition, the badge assignment is automatically
added to the system database.

Assigning a Badge to a New Cardholder

Use the following steps to assign a badge to a new cardholder. This process allows you to add a card-
holder to the system database and assign the cardholder a badge at the same time via the Badges
screen.

Note: A badge may be assigned to a new cardholder through the Badges screen or through card-
holder management. For more information about badge options in cardholder management, see
"Cardholders" on page 193.
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How to assign a badge to a new cardholder

1. Go to the Management Task group and click Badges. The Badges screen is displayed.

2. From the Badges table, select the row that contains the badge that will be assigned to a card-
holder. The badge status must be set to Free.

To change the status of a badge, right-click on the Status cell and select the relevant context
menu command.

3. After putting a badge row, with a Free status, in focus, right-click on the row, and then select
Attach to new Cardholder. New cardholder details, with a minimum of default values, are dis-
played with the badge code already assigned.

Figure 7-8
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4. Enter new cardholder detail information in the parameter fields. For information about the card-
holder details fields, see "Operator (User): MultiSite Impact Cardholder Details" on page 607.

5. After entering all of the relevant information, in the action bar, click Save & Close. The fol-
lowing happens:

* The cardholder detail information is saved in the system database.

» The cardholder details are closed.

» The cardholder's name appears in the Cardholders cell of the Badges table.
» The new cardholder appears on the Cardholders screen.
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x Note: To make changes to the cardholder's details after you click Save & Close, use card-
holder management (see "Cardholders" on page 193).

Changing the Status of a Badge

How to change the status of abadge

1. Go to the Management Task group and click Badges. The Badges screen is displayed.

2. Right-click on the badge the will change statuses.
3. Click Change Status and then choose a new status (Free, Lost, Stolen, or Canceled).

If a badge has a status of Lost, Stolen, or Canceled, The operator can detach the cardholder from
the badge via the badge's context menu item Change Status.
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Manually Assigning a Cardholder a Badge Tem-
plate via the Badges Screen

Use the following steps to override a Type's default template assignment for an individual cardholder

via the Badges screen. The template determines the layout and cardholder details that will appear on a
cardholder's printed badge.

Note: These instructions are only relevant for GuardPoint10 installations that include the Badge
Template module. For information about the Badge Template module, see "Badge Templates" on
page 293.

How to assignh a badge template to an individual card-
holder (regardless of the cardholder Type) via the Badges
screen

1. Go to the Management Task group and click Badges. The Badges screen is displayed.

2. Inthe Badges table, right-click on the badge row's Cardholder column where you are going to
change the cardholders template assignment. A context menu appears.

3. Inthe context menu click Print Badge. The Badge Template dialog is displayed with the card-
holder's badge appearing in the currently assigned template.
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Figure 7-9
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4. From the Select Template drop-down list, select the template that will replace the currently
assigned template. The cardholder's badge appears in the dialog with the new template layout.
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Figure 7-10
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For more information about the template dialog, see "Badge Templates Screen" on page 564.

5. After selecting the new template, click Select. The dialog is closed and the name of the new tem-
plate appears in the Cardholders screen's Template column.

The cardholder's badge template assignment will be retained regardless of any changes made to
the Type assignment or the default template of the cardholder's Type.
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Printing a Cardholder Badge via the Badges

Screen

A badge can be printed from the Badges screen and the Cardholders screen. Use the following steps to
print a cardholder's badge via the Badges screen.

Note: These instructions are only relevant for GuardPoint10 installations that include the Badge
Template module. For information about the Badge Template module, see "Badge Templates" on

page 293.

How to print a badge via the Badges screen

Go to the Management Task group and click Badges. The Badges screen is displayed.

2. Inthe Badges table, choose the cardholder whose badge will be printed and right-click on the
badge row's Cardholder column. A context menu appears.

3. Inthe context menu click Print Badge. The Badge Template dialog is displayed with the card-

holder's badge in view.

Figure 7-11
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